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Representative Kuhn's Proposed Amendment to LD 1822 
For Work Session Ma 23, 2025 

An Act to Enact the Maine Online Data Privacy Act 

Be it enacted by the People of the State of Maine as follows: 

Sec. 1. 10 MRSA c. 1057 is enacted to read: 

CHAPTER 1057 

MAINE ONLINE DATA PRIVACY ACT 

§9601. Short title 

This chapter may be known and cited as "the Maine Data Privacy and Protection Act." 

§9602. Definitions 

As used in this chapter, unless the context otherwise indicates, the following terms have the following 
meanings. 

1. Affiliate. "Affiliate" means a person that, directly or indirectly through one or more intermediaries, 
controls, is controlled by or is under common control with another person, such that the person: 

A. Owns or has the power to vote more than 50% of the outstanding shares of any voting class of the 
other person's securities; 

B. Has the power to elect or influence the election of a majority of the directors, members or managers of 
the other person; 

C. Has the power to direct the management of the other person; or 

D. Is subject to the other person's exercise of the powers described in paragraph A, B or C. 

2. Authenticate. 11Authenticate11 means to use reasonable means to determine that a request to exercise a 
consumer right in accordance with section 9606 is being made by, or on behalf of, a consumer who is entitled 
to exercise the consumer right with respect to the personal data at issue. 

3. Biometric data. "Biometric data": 

A. Means data generated by automatic measurements of the biological characteristics of a consumer that 
can be used to uniquely authenticate a consumer's identity, including a fingerprint, a voiceprint, an image 
of a retina or iris and any other biological characteristic that can be used to uniquely authenticate a 
consumer's identity; and 

B. Does not include a digital or physical photograph, an audio or video recording or any data generated 
from a digital or physical photograph or an audio or video recording, unless the data is generated to 
identify a specific consumer. • 

4. Business associate. "Business associate" has the same meaning as in HIP AA. 

5. Child. "Child" means an individual who has not attained 13 years of age. 

6. Collect. 11Collect11 means to purchase, rent, gather, obtain, receive, access or otherwise acquire personal 
data. 

7. Consent. 11Consent11
: 

A. Mea affirmative act s umer's freel iven s ecific informed and 
unambi eement to allow rocessin of ersonal data relatin to the consumer 
for a particular purpose. 11Consent11 may include a written statement, including by electronic means, or 
any other unambiguous affirmative action; and 

B. Does not include: 
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or similar document that contains 
with other unrelated information' 

(2) Hovering over, muting, pausing or closing a piece of content: or 

(3) Agreement obtained through the use of a dark pattern. 

8. Consumer. "Consumer": 

A. Means an individual who is a resident of this State; and 

B. Does not include an individual acting in a commercial or employment context or an individual acting 
as an employee, owner, director, officer or contractor of a company, partnership, sole proprietorship, 
nonprofit organization or government entity whose communications or transactions with a controller 
occur solely within the context of the individual's role with the company, partnership, sole proprietorship, 
nonprofit organization or government entity. 

9. Consumer health data. "Consumer health data" means personal data that a controller uses to identify a 
consumer's physical or mental health status, and includes, but is not limited to, data related to gender­
affirming health care services and reproductive health care services. 

10. Control. "Control" means: 

A. Ownership of, or the power to vote, more than 50% of the outstanding shares of any class of voting 
security of a person; 

B. Control in any manner over the election of a majority of the directors of a person or of individuals 
exercising similar functions in a business; or 

C. Power to exercise controlling influence over the management of a person. 

11. Controller. "ControUer" means a person that, alone or jointly with other persons, determines the 
purpose and means of ff:tfitJ'biiFtg)j't, processing personal data. 

12. Covered entity. "Covered entity" has the same meaning as in HIP AA. 

13. Dark pattern. "Dark pattern" means a user interface designed or manipulated with the substantial 
effect of subverting user autonomy, decision making or choice and includes, but is not limited to, any practice 
the Federal Trade Commission refers to as a "dark pattern." 

14. De-identified data'. "De-identified data" means data that rliJ~~Flrotiiliinii&, cannot reasonably be used 
to infer information about ~diid}::dii~ot otherwise be linked to an identified or identifiable consumer, or a 
device that may be linked to an identified or identifiable consumer, if the controller that possesses the data: 

A. Takes reasonable measures to ensure that the de-identified data cannot be linked with a consumer; 

B. Commits in a publicly available terms and conditions document or in a publicly available privacy 
policy to maintain and use the data in its de-identified format; and 

C. Contractually obligates recipients of the data to satisfy the criteria and commitments in paragraphs A 
andB. 

15. Decisions that produce legal or similarly significant effects concerning the consumer. "Decisions 
that produce legal or similarly significant effects concerning the consumer" means decisions that result in the 
provision or denial to the consumer of financial or lending services; housing; insurance: education enrollment 
or opportunity: criminal justice; employment opportunities: health care services: or access to essential goods 
or services. 

16. Familial status. "Familial status" has the same meaning as in Title 5, section 4553, subsection 5-A. 

17. Gender identity. "Gender identity" has the same meaning as in Title 5, section 4553, subsection 5-C. 
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18. Gender-affirming health care services. "Gender-affirming health care services" has the same 
meaning as in Title 14, section 9002, subsection 4. 

19. Genetic data. "Genetic data" means any data, regardless of its format, that concerns a consumer's 
genetic characteristics. "Genetic data" includes, but is not limited to: 

A. Raw sequence data that results from sequencing of a consumer's complete extracted deoxyribonucleic 
acid. or DNA, or a portion of the consumer's DNA: 

B. Information extrapolated, derived or inferred from analyzing the raw sequence data under paragraph A, 
including. but not limited to, genotypic and phenotypic information; and 

C. Self-reported health information submitted to a direct-to-consumer genetic testing company by a 
consumer regarding the consumer's health conditions that is used for scientific research or product 
development and analyzed in connection with the consumer's raw sequence data. 

20. Geofence. "Geofence" means technology that establishes or monitors a virtual geographic perimeter 
around a specific physical location through the use of global positioning system coordinates, cellular tower 
connectivity, cellular data. radio :frequency identification, wireless access point data or any other form of 
location detection technology. 

21. IIlPAA. "IDPAA" means the federal Health Insurance Portability and Accountability Act of 1996, 42 
United States Code, Chapter 7, Subchapter XI, Part C. and the regulations, rules. guidance and exemptions 
adopted pursuant to that Act. 

22. Identified or identifiable consumer. "Identified or identifiable consumer" means a consumer who 
can readily be identified. either directly or indirectly. 

23. Institution of higher education. "Institution of higher education" means a person that is licensed or 
accredited to offer one or more programs of postsecondary education leading to one or more degrees. 

24. Personal data. "Personal data" means information that is linked or can be reasonably linked to an 
identified or identifiable consumer or that is linked or reasonably can be linked to a device that is linked or 
reasonably can be linked to an identified or identifiable consumer. "Personal data" does not include de­
identified data or publicly available information. 

25. Physical or mental disability. "Physical or mental disability" has the same meaning as in Title 5, 
section 4553, subsection 7-A. 

26. Precise 2eolocation data. "Precise geolocation data": 

ns information deriv t can recisel and accurate! identi 
s ecific location of a within a radius of 1 7 50 feet. "Precise eolocation 

data" includes global positioning system level latitude and longitude coordinates or data from other 
similar mechanisms: and 

B. Does not include the content of communications, data generated by or connected to advanced utility 
metering infrastructure systems or data generated by equipment used by a utility. 

27. Proces 11 11 
• • ormed on personal data or on sets of 

ersonal data b ~Iii~ disclosure anal sis deletion or 

28. Processor. "Processor" means a person that processes personal data on behalf of a controller. 

29. Profiline. "Profiling" means any form of automated process performed on personal data to evaluate, 
analyze or predict personal aspects related to an identified or identifiable consumer's economic situation, 
health, demographic characteristics, personal preferences, interests, reliability, behavior, location or 
movements. 

30. Protected health information. "Protected health information" has the same meaning as in IBP AA. 
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31. Publicly available information. "Publicly available information": 

A. Means information about a consumer that a person: 

(1) Lawfully obtains from a record of a governmental entity; 

(2) Reasonably believes has been lawfully made available to the general public by the consumer or by 
widely distributed media; ~ 

B. Does not include: 

(1) Any obscene visual depiction as described in 18 United States Code, Section 1460; 

(2) Biometric data; 

(3) Genetic data, unless the genetic data has been made available to the general public by the 
consumer; 

~~:JJ,:?l/,f ~i;~%~~~=1"~f t,~t~J,fit]%{:Jff;Ji!/#iff :JJFJ¥;;7iun'f§f!J:t~Mze 
L ..... ee,OJ:..C arge;·, 

ts tY.'h¥1iitf/Rtkiiti:/n'thaMfiiilJJeVivaila!Ji~ tIYr Jlate :I 
WW.Inferences derived from in[omnatMTl,describ'idin'sulfilar'1lgriipfzi{(4)o'f,(5tof.,{ider'li/&~ 
'deriv~d'.(r/JfiJ a combination of publicly available information and other personal data; or 

i(7)'!M Intimate images a controller or processor knows have been created or shared without consent 
of the consumer depicted in the images. For purposes of this subparagraph, "intimate image" means a 
photograph, videotape, film or digital recording of a consumer in a state of nudity or engaged in a 
sexual act or engaged in sexual contact for which there is no public or newsworthy purpose. 

32. Reproductive health care services. "Reproductive health care services" has the same meaning as in 
Title 14, section 9002, subsection 9. 

33. Sale of personal data. "Sale of personal data": 

A. Means the exchange of personal data for monetary or other valuable consideration by a controller, 
processor or affiliate of a controller or processor to a 3rd party; and 

B. Does not include: 

(1) The disclosure of personal data to a processor that processes the personal data on behalf of the 
controller if the processing of the personal data is limited to the controller's processing purpose; 

(2) The disclosure of personal data to a 3rd party for purposes of providing a product or service 
affirmatively requested by the consumer; 

(3) The disclosure of personal data to an affiliate of the controller; 

( 4) The disclosure of personal data when the consumer directs the cop.troller to disclose the personal 
data or intentionally uses the controller to interact with a 3rd party; b~ 
(5) The disclosure of personal data that the consumer: 

(a) Intentionally made available to the general public via mass media; and 

(b) Did not restrict to a specific audience';~ 

&:~~,-:~:J:li~~l~if.;;~;~iim 
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34. Sensitive data. "Sensitive data" means personal data that includes: 

A. Data revealing racial or ethnic origins, religious beliefs, consumer health data, sexual activity, sexual 
orientation, gender identity, national origin or citizenship or immigration status; 

B. Genetic data or biometric data; 

C. Personal data of a consumer that the controller knows or should know is a minor; 

D. Precise geolocation data; 

E. A social security number, driver's license number or nondriver identification card number; 

iB~~•e=~~t~r:t~:1:ra~~1~a!l:i~E:t 
G. Account or device log-in credentials or security or access codes, including passwords, for an account 
or device; or 

H. Data concerning a consumer's status as a victim of a crime. For the purposes of this paragraph, 
"victim" has the same meaning as in Title 17-A, section 2101, subsection 2. 

35. Sex. "Sex" has the same meaning as in Title 5, section 4572-A, subsection 1. 

36. Sexual orientation. "Sexual orientation" has the same meaning as in Title 5, section 4553, subsection 
9-C. 

37. Targeted advertising. "Targeted advertising": 

A. Means displaying advertisements to a consumer or on a device identified by a unique identifier when 
the advertisement is selected based on personal data obtained or inferred from the consumer's activities 
over time and across nonaffiliated websites or online applications that are unaffiliated with each other in 
order to predict the consumer's preferences or interests; and 

B. Does not include: 

(1) Advertisements based on the context of a consumer's current search query or visit to a website or 
online application; 

(2) Advertisements based on a consumer's activities within a controller's own websites or online 
applications; 

(3) Advertisements directed to a consumer in response to the consumer's request for information or 
feedback; or 

( 4) Pm~Ms1ag !Cdllec:ti;;g6f pilfc~~si-ng personal data solely to measure or report advertising 
frequency, performance or reach. 

38. Third party. "Third party" means a person other than the consumer, controller, processor or affiliate 
of the controller or processor of particular personal data. 

39. Trade secret. "Trade secret" has the same meaning as in section 1542, subsection 4. 

§9603. Applicability 

1. Effective date. The requirements of this chapter take effect on July 1, 2026. 

2. Persons affected. The provisions of this chapter apply to persons that conduct business in this State or 
persons that produce products or services that are targeted to residents of this State and that during the 
preceding calendar year: 

A. Controlled or processed the personal data of not less than 35,000 consumers, excluding personal data 
controlled or processed solely for the purpose of completing a payment transaction; or 
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B. Controlled or processed the personal data of not less than 10,000 consumers and derived more than 
20% of gross revenue from the sale of personal data. 

§9604. Exceptions 

1. Exempt entities. The provisions of this chapter do not apply to: 

A. A body, authority, board, bureau, commission, district or agency of this State, a political subdivision 
of this State or a federally recognized Indian tribe in this State: 

B. An organization that is exempt from taxation under Section 501{c)(3), Section 501(c)(4), Section 
50l(c)(6) or Section 50l(c)(12) of the United States Internal Revenue Code of 1986. as amended: 

C. An institution of higher education: 

D. A national securities association that is registered under the federal Securities Exchange Act of 1934. 
15 United States Code. Section 78a et seq.: 

E. A supervised financial organization or a service corporation. For purposes of this paragraph, 
"supervised financial organization" has the same meaning as in Title 9-A, section 1-301, subsection 38-A 
and "service corporation" has the same meaning as in Title 9-B. section 131. subsection 37: 

F. A health care facility, a health care practitioner or an affiliate of a health care facility or health care 
practitioner that qualifies both as a business associate of that health care facility or health care practitioner 
and provides services only to covered entities. For purposes of this paragraph, "health care facility" and 
"health care practitioner" have the same meaning as in Title 22. section 1711-C, subsection 1, paragraphs 
D and F, respectively: 

G. A person or entity that qualifies as a licensee under Title 24-A, section 2263, subsection 8, to the 
extent the person or entity is in compliance with any applicable data security and data privacy 
requirements of Title 24-A: or 

H. A person or entity that is a provider of broadband Internet access service as defined in Title 35-A, 
section 9301. but only to the extent that the person or entity is providing broadband Internet access 
service. 

2. Exempt data. The provisions of this chapter do not apply to: 

A. Nonpublic personal information regulated under and collected, processed, sold or disclosed in 
accordance with the requirements of the federal Gramm-Leach-Bliley Act, 15 United States Code, 
Section 6801 et seq. (1999): 

B. Protected health information: 

C. Patient-identifying information as described in 42 United States Code, Section 290dd-2: 

D. Identifiable private information used for the purposes of the federal policy for the protection of human 
subjects in research under 45 Code of Federal Regulations, Part 46: 

E. Identifiable private information to the extent that it is collected as part of human subjects in research 
pursuant to the good clinical practice guidelines issued by the International Council for Harmonisation of 
Technical Requirements for Pharmaceuticals for Human Use or successor organization or in accordance 
with the standards for the protection of human subjects in research under 21 Code of Federal Regulations, 
Parts 50 and 56: 

F. Personal data used or shared in research, as defined in 45 Code of Federal Regulations, Section 
164.501, that is conducted in accordance with the standards set forth in paragraphs D and E. or other 
research conducted in accordance with applicable law: 

G. Information and documents created for purposes of the federal Health Care Quality Improvement Act 
of 1986, 42 United States Code, Section 11101 et seq.: 
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H. Information derived from health care-related information listed in this subsection that is de-identified 
in accordance with the requirements for de-identification pursuant to HlPAA; 

I. Information that originates from information described in paragraphs B to H, or information that is 
intermingled so as to be indistinguishable from information described in paragraphs B to H, that a 
covered entity. business associate or program or activity relating to substance use disorder as described in 
42 United States Code, Section 290dd-2. creates, processes or maintains in the same manner as is required 
under the applicable laws and regulations cited in paragraphs B to H; 

J. Information used for public health activities and purposes as authorized by H1P AA; 

K. The collection. maintenance. disclosure. sale. communication or use of personal information bearing 
on a consumer's creditworthiness, credit standing. credit capacity, character, general reputation. personal 
characteristics or mode of living by a consumer reporting agency, furnisher or user that provides 
information for use in a consumer report, and by a user of a consumer report, but only to the extent that 
such activity is regulated by and authorized under the federal Fair Credit Reporting Act, 15 United States 
Code, Section 1681 et seq.; 

L. Personal data collected, processed, sold or disclosed in compliance with the federal Driver's Privacy 
Protection Act of 1994. 18 United States Code, Section 2721 et seq.; 

M. Personal data regulated by the federal Family Educational Rights and Privacy Act of 1974, 20 United 
States Code. Section 1232g et seq.; 

N. Personal data collected, processed, sold or disclosed in compliance with the federal Farm Credit Act 
of 1971. 12 United States Code, Section 2001 et seq.; 

0. Data f!~Ti}, processed or maintained: 

(1) In the course of an individual's applying to. being employed by or acting as an agent or 
independent contractor of a controller, processor or 3rd party, to the extent that the data is collected 
and used within the context of that role; 

(2) As the emergency contact information of an individual under this chapter used for emergency 
contact purposes; or 

(3) That is necessary to retain to administer benefits for another individual relating to the individual 
who is the subject of the information under subparagraph (1) and used for the purposes of 
administering those benefits; ~ 

P. Personal data collected, processed, sold or disclosed in relation to price, route or service, as such terms 
are used in the federal Airline Deregulation Act of 1978, 49 United States Code, Section 40101 et seq., by 
an air carrier subject to that Act, to the extent this chapter is preempted by the federal Airline 
Deregulation Act of 1978, 49 United States Code, Section 41713~ ~'sib~ 

3. Compliance with COPPA. Controllers and processors that comply with the verifiable parental 
consent requirements of the federal Children's Online Privacy Protection Act of 1998, 15 United States Code, 
Section 6501 et seq., and the regulations, rules, guidance and exemptions adopted pursuant to that Act are 
compliant with an obligation to obtain parental consent pursuant to this chapter. 

§9605. Consumer health data 

1. Confidentiality. A person may not provide an employee or a contractor access to consumer health 
data unless: 

A. The employee or contractor is subiect to a contractual or statutory duty of confidentiality; or 

B. Confidentiality is required as a condition of employment of the employee. 
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2. Processor duties. A person may not provide a processor access to consumer health data unless the 
person providing access to the consumer health data and the processor comply with section 9609. 

3. Geofence. A person may not use a geofence to establish a virtual perimeter that is within 1,750 feet of 
any facility that provides in-person health care services for the purpose of identifying, tracking or collecting 
data from or for the purpose of sending any notification to a consumer regarding the consumer's health data. 
This subsection does not prohibit the operator of a facility that provides in-person health care services from 
using a geofence around the facility. 

§9606. Consumer rights 

1. Consumer rights. A consumer has the right to: 

A. Confirm whether a controller is 'JdiTlciifig;,f'l:J~ processing the consumer's personal data; 

B. If a controller rffff{i~f'l'o~ processes a consumer's personal data, access the consumer's personal data; 

C. Correct inaccuracies in the consumer's personal data. taking into account the nature of the personal 
data and the purposes of the processing of the consumer's personal data; 

D. Require a controller to delete personal data provided by. or obtained about. the consumer unless 
retention of the personal data is required by law; 

• automatic means obtain a co of the consumer's 
ntroller in a ortable and to the extent technicall 

feasible, readily usable format that allows the consumer to transmit the data to another controller easily 
and without hindrance; 

F. Obtain a list of the 3rd parties to which the controller has sold the consumer's personal data or, if the 
controller does not maintain information about the 3rd parties to which the controller has sold the 
personal data of the specific consumer, obtain a list of the 3rd parties to which the controller has sold any 
consumer's personal data; and 

G. Opt out of the ff.~lii_'i/ift,ff:Jifa processing of the consumer's personal data for purposes of: 

(1) Targeted advertising; 

2. Exception; trade secrets. This section may not be construed to require a controller to reveal a trade 
secret. 

3. Exercise of consumer rights. This subsection governs~ exercise of the consumer rights established 
in subsection 1. 

A. A controller shall establish a secure and reliable method]!.wfmiiht'fb's~ctiifiir960~oiicflM~ for a 
consumer to exercise a consumer right under this section. 

the controller under paragraph A. 

• ht under this section wtTufiawrffiiF§fl"i[GjJ:;i/flfl§f!llilifiiliiZi 
Wii~i:iik~'6¥iififJ~i!ii"'2hfi-us~--the method-;;st~hiisiledb 

4. Exercise of consumer rights by agent or guardian. The following persons may exercise the rights 
established in subsection 1 on behalf of a consumer. 

A. A consumer may designate an agent in accordance with section 9607 to exercise the consumer's right 
under subsection 1. paragraph G to opt out of the rtflJJz~~tio/l:miH processing of personal data. 
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B. If the consumer is a child, a parent or legal guardian may exercise the consumer's rights under 
subsection 1. 

C. Ifthe consumer is subject to a guardianship, conservatorship or other protective arrangement, the 
guardian or conservator of the consumer may exercise the consumer's rights under subsection 1. 

5. Response to exercise of consumer rights. Except as otherwise provided in this chapter, a controller 
shall comply with a request by a consumer or other person authorized to exercise the consumer's rights under 
subsection 1 as follows. 

A. A controller shall respond to a request not later than 45 days after the controller receives the request. 
The controller may extend the response period by a period of 45 days if: 

(1) It is reasonably necessary to extend the period to complete the request based on the complexity 
and number of the requests: and 

(2) The controller informs the consumer of the extension and the reason for the extension within the 
initial 45-day response period. 

B. If a controller declines to take action regarding the request, the controller shall inform the consumer 
without undue delay, but not later than the 45th day after receipt of the request, of: 

(1) The justification for declining to take action; and 

(2) Instructions for how to appeal the decision. 

C. A controller shall provide information to a consumer in response to a request, free of charge, once 
during any 12-month period, except that, if requests from a consumer or other person authorized to 
exercise the consumer's rights are manifestly unfounded, excessive, technically infeasible or repetitive, 
the controller may: 

(1) Charge the consumer a reasonable fee to cover the administrative costs of complying with the 
request: or 

(2) Decline to act on the request. 

The controller bears the burden of demonstrating the manifestly unfounded, excessive, technically 
infeasible or repetitive nature of the request. 

D. If a controller is unable to authenticate a request to exercise a consumer right under subsection 1 using 
commercially reasonable efforts, the controller: 

(1) Is not required to comply with a request to initiate an action in accordance with this section: and 

(2) Shall provide notice to the consumer that the controller is unable to authenticate the request to 
exercise the right until the consumer or other person authorized to exercise the consumer's rights 
provides additional information reasonably necessary to authenticate the consumer and the 
consumer's request to exercise the right. 

E. Notwithstanding paragraph D and except as provided in section 9607, a controller is not required to 
authenticate an opt-out request. 

F. A controller that has obtained personal data about a consumer from a source other than the consumer is 
in compliance with a request to delete that data pursuant to subsection 1, paragraph D by retaining a 
record of the deletion request and the minimum data necessary for the purpose of ensuring that the 
consumer's personal data: 

(1) Remains deleted from the controller's records: and 

(2) Is not used for any other purpose. 
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6. Appeals. A controller shall establish a process in accordance with the requirements of this subsection 
for a consumer or other person authorized to exercise the consumer's rights to appeal the controller's inaction 
on a request within a reasonable period of time after the consumer's receipt of the decision. 

A. The appeal process must be conspicuously available and similar to the process for submitting requests 
to initiate action pursuant to this section. 

B. Not later than the 60th day after receipt of an appeal, a controller shall inform the consumer or other 
person authorized to exercise the consumer's rights in writing of action taken or not taken in response to 
the appeal, including a written explanation of the reasons for the decisions. 

C. If a controller denies an appeal, the controller shall provide the consumer with an online mechanism, if 
available, through which the consumer or other person authorized to exercise the consumer's rights may 
contact the Attorney General to submit a complaint. 

§9607. Authorized agent 

1. ority to designate agent to opt out of~ 14~'"•'tlfl:?i1tH processing. A cons esignate 
another to serve as the consumer's authoriz the consumer's e 
consum ht under section 9606 subsection 1 out of the ~blle 
personal data. 

2. Method of desig • e consumer may designate • of, among 

3 entic • n of agent's opt-out request. A controller shall comply wit • from an 
nsumer's ri ht under section 9606 subsection 1 out of 

ersonal data if usin commerciall reasonable efforts the controller is able 
to authenticate: 

A. The identity of the consumer: and 

B. The authorized agent's authority to act on the consumer's behalf. 

§9608. Actions of controllers 

1. Prohibitions. A controller may not: 

A. Collect, process or share sensitive data concerning a consumer, unless the collection or processing is 
strictly necessary to provide or maintain a specific product or service requested by the consumer: 

B. Sell sensitive data: 

C. Pre~e:ss 'Colii'i/i}i~~tbc~ss personal data in violation of state or federal laws that prohibit unlawful 
discrimination: 

D. If the controller knows or reasonably should know that the consumer is a minor: 

( 1) Wdis6~s iC6lle'ci'of.~rbde'ss personal data of the consumer for the purpose of targeted advertising: 
or 

(2) Sell the personal data of the consumer: 

E. Retaliate against a consumer for exercising a consumer right granted in this chapter, including by 
denying goods or services, charging different prices or rates for goods or services or providing a different 
level of quality of goods or services to the consumer: 

F. Collect, process or disclose personal data or publicly available information in a manner that unlawfully 
discriminates in or otherwise unlawfully makes unavailable the equal enjoyment of goods or services on 
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the basis of an individual's actual or perceived race, color, sex, sexual orientation or gender identity, 
physical or mental disability, religion, ancestry, national origin, age or familial status. This paragraph 
does not apply to the collection, processing or disclosure of personal data for: 

(1) The purpose of self-testing to prevent or mitigate unlawful discrimination; 

(2) The purpose of diversifying an applicant, participant or customer pool; or 

(3) A private establishment described in 42 United States Code, Section 2000a(e); or 

G. Unless the controller obtains the consumer's consent, process personal data for a purpose that is neither 
reasonably necessary to nor compatible with the disclosed purposes for which the personal data is 
processed, as disclosed to the consumer. 

2. Duties. A controller shall: 

B. Establish, implement and maintain reasonable administrative, technical and physical data security 
practices to protect the confidentiality, integrity and accessibility of personal data appropriate to the 
volume and nature of the personal data at issue. These processes must include the disposal of personal 
data in accordance with a retention schedule that requires the disposal of personal data by the controller 
when the data is required to be deleted by law or when the data is no longer necessary for the purpose for 
which the data was processed unless the consumer has consented to the retention of the data for a longer 
period of time or retention of the data is required by law. For purposes of this paragraph, "disposal of 
personal data" means the destruction or permanent deletion of the data or other modification of the data to 
make the data unreadable and unrecoverable; and 

C. Provide an effective mechanism for a consumer to revoke the consumer's consent to processing 
personal data under this section that is at least as easy to use as the mechanism by which the consumer 
provided the consumer's consent and, upon revocation of the consent, shall cease to process the data as 
soon as practicable, but not later than 30 days after the receipt of the request. 

3. Exceptions; loyalty proerams. Subsection 1 and 2 may not be construed to: 

A. Require a controller to provide a product or service that requires the processing of personal data of a 
consumer that the controller does not collect or maintain; or 

B. Prohibit a controller from offering a different price, rate. level, quality or selection of goods or services 
to a consumer, including offering goods or services for no fee, if the offering is in connection with a 
consumer's voluntary participation in a bona fide loyalty, rewards, premium features, discounts or club 
card program, as long as the sale of personal data is not a condition of participation in the program. 

4. Privacy notice. A controller shall provide consumers with a reasonably accessible, clear and 
meaningful privacy notice that includes the following information: 

A. The categories of personal data, including sensitive data, t,tiii~fli~cf;'bA processed by the controller; 

B. The controlier's purpose for f!flzl'i'i!iiii~~ processing personal data; 

C. How consumers may exercise their consumer rights under this chapter, including how a consumer may 
appeal a controller's decision regarding the consumer's request and how a consumer may revoke consent; 
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D. The categories of 3rd parties with which the controller shares personal data, with a level of detail that 
enables a consumer to understand the type of, business model of or processing conducted by each 
category of 3rd party; 

E. The categories of personal data, including sensitive data, the controller shares with any 3rd party; 

F. The length of time the controller intends to retain each category of personal data or, if it is not possible 
to identify the length of time, the criteria used to determine the length of time the controller intends to 
retain each category of personal data; and • 

G. An active e-mail address or other online mechanism that a consumer may use to contact the controller. 

5. Notice of sale of personal data, targeted advertising or profiling; opt-out mechanism. If a 
controller sells personal data to 3rd parties, ~8lletts'ot.. processes personal data for the purposes of targeted 
advertising or processes personal data for the purposes of profiling the consumer in furtherance of decisions 
that produce legal or similarly significant effects concerning the consumer, the controller shall clearly and 
conspicuously disclose the sal~i'h6il~c'tib,t_()f_Rf_().Cessing, as well as the manner in which a consumer may 
exercise the right to opt out of the sale;(collecifon or processing. The disclosure required under this 
subsection must be prominently displayed on the controller's publicly accessible website and the language 
used must be clear, easy to understand and unambiguous. 

6. Method for exercising consumer rights. A controller shall establish, and shall describe in the privacy 
notice as required by subsection 4, paragraph C, one or more secure and reliable mechanisms for a consumer 
to submit a request to exercise each consumer right under this chapter. 

A. The design of the secure and reliable mechanism for a consumer to submit a request must take into 
account: 

(1) The ways in which consumers normally interact with the controller; 

(2) The need for secure and reliable communication of consumer requests; and 

(3) The ability of the controller to verify the identity of a consumer making the request. 

B. A controller may not require a consumer to create a new account to exercise a consumer right. A 
controller may require a consumer to use an existing account to exercise a consumer right. 

C. A controller may satisfy the controller's obligation under this subsection to establish a secure and 
reliable mechanism for a consumer to exercise the right to opt out under subsection 5 by: 

(1) Providing a clear and conspicuous link on the controller's publicly accessible website to a 
webpage that allows a consumer, an authorized agent of the consumer or a person authorized by 
section 9606, ion 4 to exercise t ' • ghts, to opt out of i:,, •• •''"'"•:&ii,~ processing 
of the consu sonal data for the eted advertisin or sale of 

ersonal data 

data thr n opt-out pr • • ' platform, 
technolo tout of the 
ffollecti: 1 ==~~ tform technolo 
mechanism: 

(a) Must be consumer-friendly and easy to use by the average consumer: 

(b) Must use clear, easy to understand and unambiguous language: 

(c) Must be as consistent as possible with any other similar platform, technology or mechanism 
required by federal or state law. rule or regulation: 
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(d) Must enable the controller to reasonably determine whether the consumer is a resident of the 
State, which reaso e dete 'nation may be based on the location associated with the 
c ~~,,+~n~, whether the consumer has made a le itimate re uest to 
o ersonal data· 

(e) May not unfairly disadvantage another controller: and 

iven and unambi uous choice t 
consumer's personal data. 

A controller that recognizes an opt-out preference signal that has been approved by the laws of another 
state is considered to be in compliance with this paragraph. 

D. If a consumer's decision to opt out of any 1cml'ecti.6fifoil processing of the consumer's personal data for 
the purposes of targeted advertising or profiling or any sale of personal data through an opt-out preference 
signal sent in accordance with paragraph C, subparagraph (2) conflicts with the consumer's existing 
controller-specific privacy setting or the consumer's voluntary participation in a controller's bona fide 
loyalty, rewards, premium features, discounts or club card program, the controller may notify the 
consumer of the conflict and provide the consumer a choice to confirm the controller-specific privacy 
setting or participation that program. 

§9609. Responsibilities of processors and controllers 

1. Contract required. If a controller uses a processor to process personal data of a consumer, the 
controller and the processor shall enter into a contract in accordance with the requirements of this section that 
governs the processor's data processing procedures with respect to processing performed on behalf of the 
controller. 

A. The contract must be binding and must clearly set forth: 

(1) Instructions for processing personal data; 

(2) The nature and purpose of the processing: 

(3) The type of personal data subject to processing: 

(4) The duration of the processing: and 

(5) The rights and obligations of the processor and the controller. 

B. The contract must require that the processor: 

(1) Ensure that each person processing personal data is subject to a duty of confidentiality with 
respect to the data: 

(2) Establish, implement and maintain reasonable administrative, technical and physical data security 
practices to protect the confidentiality, integrity and accessibility of personal data, considering the 
volume and nature of the personal data: 

(3) Stop processing personal data on request by the controller made in accordance with a consumer's 
authenticated request: 

( 4) At the controller's direction, delete or return all personal data to the controller as requested at the 
end of the provision of service, unless retention of the personal data is required by law: 

(5) On the reasonable request of the controller, make available to the controller all information in the 
processor's possession necessary to demonstrate the processor's compliance with the obligations in 
this chapter; 

(6) After providing the controller an opportunity to object, engage a subcontractor to assist with 
processing personal data on the controller's behalf only in accordance with a written contract that 
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requires the subcontractor to meet the processor's obligations regarding the personal data under the 
processor's contract with the controller; 

(7) Allow and cooperate with reasonable assessments by the controller, the controller's designated 
assessor or a qualified and independent assessor arranged for by the processor to assess the 
processor's policies and technical and organizational measures in support of the obligations under this 
chapter. An assessment conducted under this subparagraph must be conducted using an appropriate 
and accepted control standard :framework and assessment procedure; and 

(8) On request of the controller, provide the controller with a report of an assessment conducted under 
subparagraph (7). 

2. Processor responsibilities. A processor shall: 

A. Adhere to a contract with a controller and the instructions of the controller; 

B. Assist the controller in meeting the controller's obligations under this chapter, including: 

(1) By employing appropriate technical and organizational measures as much as reasonably 
practicable to fulfill the controller's obligation to respond to requests to exercise consumer rights, 
considering the nature of processing and the information available to the processor; and 

(2) By assisting the controller in meeting the controller's obligations in relation to the security of 
processing the personal data under this chapter and in relation to the notification of a breach of the 
security of a system, as required by chapter 210-B; and 

C. Provide necessary information to enable the controller to conduct and document data protection 
assessments as required by section 9611. 

3. Processing relationship liability. This section may not be construed to relieve a controller or a 
processor from the liabilities imposed on the controller or processor by virtue of the controller's or processor's 
role in the processing relationship in accordance with this section. 

4. Fact-based determination of role. The determination of whether a person is acting as a controller or a 
processor with respect to a specific processing of personal data is a fact-based determination that depends on 
the context in which the personal data is being processed as described in this subsection. 

A. A person is considered to be a controller if: 

(1) The person is not limited in the person's processing of specific personal data in accordance with a 
controller's instructions; or 

(2) The person fails to adhere to a controller's instructions with respect to a specific processing of 
personal data. 

B. A processor that continues to adhere to a controller's instructions with respect to a specific processing 
of personal data remains a processor. 

C. If a processor or 3rd party begins, alone or jointly with others, determining the purposes and means of 
the processing of personal data, the processor is a controller with respect to the processing and may be 
subject to an enforcement action under section 9614. 

5. Controller's duties unaffected. This section may not be construed to alter a controller's obligation to 
limit a person's processing of personal data or to take steps to ensure that a processor adheres to the 
controller's instructions. 

1iiiu?:Tliiid'.:p~~s~itsihilitles 

LD 1822- Sponsor's Proposed Amendment (5.22.25) Page 14 of 19 



Representative Kuhn's Proposed Amendment to LD 1822 
For Work Session Ma 23, 2025 

§9611. Data protection assessments 

1. Definition. For the purposes of this section, "processing activities that present a heightened risk of 
harm to a consumer" means: 

A. The ~;fiJU!!lllJ'/l;~ processing of personal data for the purposes of targeted advertising: 

B. The sale of personal data: 

C. The F!Jjz~"fmfllf;I processing of sensitive data: and 

D. The processing of personal data for the purposes of profiling, in which the profiling presents a 
reasonably foreseeable risk of: 

(1) Unfair, abusive or deceptive treatment of a consumer; 

(2) Having an unlawful disp~rate impact on a consumer; 

(3) Finandal, physical or reputationai injury to a consumer: 

( 4) A physical or other intrusion on the solitude or seclusion, or the private affairs or concerns, of a 
consumer, when the intrusion would be offensive to a reasonable person; or 

(5) Other substantial injury to a consumer. 

• rotection 
risk of 

3. Required elements. A data protection assessment required by subsection 2 must be conducted in 
accordance with the requirements of this subsection. 

A. The data rotec • nt must identi and wei h the benefits that ma flow directl and 
indirectl from the ~ rocessin to the controller the consumer other interested arties and 
the public against: 

(1) The potential risks to the rights of the consumer associated with the ~oiled"ti:fJn11;-A processing as 
mitigated by safeguards that may be employed by the controller to reduce these risks: and 

2 offl!:Jz11i!RimTJ] • in relation to the stated u ose of 

B. The controller shall factor into a data protection assessment: 

(1) The use of de-identified data: 

(2) The reasonable expectations of consumers; 

(3) The context of the f!GTl~io'IB8~ processing; and 

( 4) The relationship between the controller and the consumer whose personal data will be ~31/e'/{ffilfiij 
processed. 

4. Disclosure to Attorney General. The Attorney General may require that a controller disclose to the 
Attorney General a data protection assessment that is relevant to an investigation conducted by the Attorney 
General. The Attorney General may evaluate the data protection assessment for compliance with the 
responsibilities set forth in this chapter. 

5. Confidentiality. A data protection assessment is confidential and exempt from disclosure under Title 
1, chapter 13 but may be used by the Attorney General in an action to enforce this chapter. To the extent that 
any information contained in a data protection assessment disclosed to the Attorney General pursuant to this 
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section includes information subject to attorney-client privilege or work product protection, the disclosure 
does not constitute a waiver of that privilege or protection. 

6. Reciprocity. If a controller conducts a data protection assessment for the purpose of complying with 
another applicable law or regulation, the data protection assessment satisfies the requirements established in 
this section if the data protection assessment is reasonably similar in scope and effect to the data protection 
assessment that would otherwise be conducted in accordance with this section. 

7. Deadlines for performing data protection assessments. A controller shall conduct and document a 
data protection assessment as required by this section: 

to 

A. Within 6 months of the date that the controller first engages in a fctJf[i&7@'n'ijJ-n processing activity that 
presents a heightened risk of harm to a consumer; and 

B. Within 6 months of making a material change to any fiJollecii6n/ifj,, processing activity that presents a 
heightened risk of harm to a consumer. 

uirement to conduct a data ion assessment under this section a lies onl 
tivities that occur on or 1 2026. 

§9612. De-identified data 

1. Re-identification not required. This chapter may not be construed to require a controller or processor 

A. Re-identify de-identified data; 

B. Maintain data in an identifiable form; or 

C. Collect, obtain, retain or access any data or technology in order to be capable of associating an 
authenticated consumer request with personal data. 

2. Consumer requests. This chapter may not be construed to require a controller or processor to comply 
with an authenticated consumer rights request if the controller: 

A. Is not reasonably capable of associating the request with the personal data, or it would be unreasonably 
burdensome for the controller to associate the request with the personal data; 

B. Does not use the personal data to recognize or respond to the consumer who is the subject of the 
personal data, or associate the personal data with other personal data about the same consumer; and 

C. Does not sell the personal data to a 3rd party or otherwise voluntarily disclose the personal data to a 
3rd party other than a processor, except as otherwise allowed in this chapter. 

3. Contractual oversight. A controller that discloses de-identified data shall exercise reasonable 
oversight to monitor compliance with contractual commitments to which the de-identified data is subject and 
shall take appropriate steps to address breaches of those contractual commitments. Whether oversight is 
reasonable and whether steps taken to address breaches of contractual commitments are appropriate depends 
in part on whether the disclosed de-identified data would be considered sensitive data if the data were re­
identified. 

§9613. Exemptions 

1. Exempt activities. This chapter may not be construed to restrict a controller's or processor's ability to: 

A. Comply with federal laws or regulations, the laws and rules of the State or local laws and ordinances; 

B. Comply with a civil, criminal or regulatory inquiry, investigation, subpoena or summons by a federal 
or Maine governmental authority, including a governmental authority of a federally recognized Indian 
tribe in the State: 
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C. Cooperate with federal, tribal or Maine law enforcement agencies concerning conduct or activity that 
the controller or processor reasonably and in good faith believes may violate federal laws or regulations, 
the laws and rules of the State or local laws and ordinances: 

D. Investigate, establish, exercise, prepare for or defend legal claims: 

E. Provide a product or service specifically requested by a consumer: 

F. Perform under a contract to which a consumer is a party, including fulfilling the terms of a written 
warranty; 

G. Take steps at the request of a consumer prior to entering into a contract; 

H. Take immediate steps to protect an interest that is essential for the life or physical safety of the consumer 
or another individual and when the processing cannot be manifestly based on another legal basis: 

I. Prevent, detect, protect against, investigate, prosecute those responsible for or respond to security 
incidents, identity theft, fraud, harassment, malicious or deceptive activities or any other type of illegal 
activity; • 

J. Preserve the integrity or security of systems; ~ 
• • • • • . f'>-t; 

@V:ffe1t1ffinfwiMifRNi<iiiiW,i/;niJekljeffJJ;i/fllf/ifs_7?iitli!Jfi$r_'sb,iafitllil1fffii_a 
1(.iJtrterjilesi"{djfeil;Jl{};if[th}WloifsJ;{Jls';ifis@a_NiliilA 

2. Internal use. The obligations imposed on a controller or processor under this chapter do not restrict a 
controller's or processor's ability to collect, use or retain personal data for internal use to: 

A. Effectuate a product recall; 

B. Identify and repair technical errors that impair existing or intended functionality; or 

C. Perform internal operations that: 

(1) Are reasonably aligned with the expectations of the consumer or can be reasonably anticipated 
based on the consumer's existing relationship with the controller: or 

(2) Are otherwise compatible with processing data to provide a product or service specifically 
requested by a consumer or performing under a contract to which the consumer is a party. 

3. Evidentiary privilege. The obligations imposed on controllers or processors under this chapter do not 
apply when compliance with this chapter by the controller or processor would violate an evidentiary privilege 
under state law. This chapter may not be construed to prevent a controller or processor from providing 
personal data concerning a consumer to a person covered by an evidentiary privilege under state law as part of 
a privileged communication. 

4. Exceptions to liability. This subsection limits the liability of a controller, processor or 3rd-party 
controller for violations of this chapter by other persons. 

A. A controller or processor that discloses personal data to a processor or a 3rd-party controller in 
compliance with this chapter has not violated this chapter if the processor or 3rd-party controller that 
receives the personal data violates this chapter as long as: 
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(1) At the time the disclosing controller or processor disclosed the personal data, the disclosing 
controller or processor did not have actual knowledge that the receiving processor or 3rd-party 
controller would violate this chapter; and 

(2) At the time the disclosing controller or processor disclosed the personal data, the disclosing 
controller or processor was, and remained, in compliance with its obligations as the discloser of the 
personal data. 

B. A 3rd-party controller or processor that receives personal data from a controller or processor in 
compliance with this chapter is not in violation of this chapter for the independent misconduct of the 
controller or processor from which the 3rd-party controller or processor received the personal data. 

5. Freedom of speech; freedom of the press; personal or household use. This chapter may not be 
construed to: 

A. Impose an obligation on a controller or processor that adversely affects the rights or freedoms of any 
person, including, but not limited to, the rights of any person to freedom of speech or freedom to engage 
in political activity or the right of freedom of the press guaranteed in the United States Constitution, 
Amendment I: or 

B. Apply to an individual's ~?i_ll~t:it~'rt'f6~ processing of personal data in the course of the individual's 
purely personal or household activities. 

,-,-......... PC:-.'3'\i 
6. Burden of roof. If a controller fJolllictsfoit, rocesses ersonal d 

section, the controller bears the burden of demonstrating that the ti:¥ 
exemption and complies with the limitations in subsection 7. 

7. Limitations. Personal dat a controller or 
to the extent t 

rsuant to an exem tion in this 
, processing qualifies for the 

A. Subject to reasonable administrative, technical and physical measures to protect the confidentiality, 
integrity and accessibility of the personal data and reduce reasonably foreseeable risks of harm to 
consumers relating to the collection, use or retention of personal data: 

B. Reasonably necessary and proportionate to the purposes listed in this section: and 

C. Adequate, relevant and limited to what is necessary in relation to the specific purposes listed in this 
section. 

is: 

8. P~/~~, ~: '· c:,~::"': F -. f _;;,-;:'iiiiig perso ata pursuant to an exemption. A person that 
fco1t" • •• • tion in this section ma not be considered a controller 
sol el data. 

§9614. Enforcement 

1. Violation as unfair trade practice; exclusive Attorney General enforcement. A violation of this 
chapter constitutes an unfair trade practice under the Maine Unfair Trade Practices Act, except that the 
provisions of Title 5, section 213 do not apply to this chapter and except as provided in subsection 2. The 
Attorney General has the exclusive authority to enforce violations of this chapter under the Maine Unfair 
Trade Practices Act. 

2. Discretionary notice and rii:ht to cure. Notwithstanding any provision of the Maine Unfair Trade 
Practices Act to the contrary, before initiating any action under subsection 1 for an alleged violation that 
occurs on or before April 1, 2027, if the Attorney General believes that it is possible to cure the alleged 
violation, the Attorney General may issue a notice of violation to the controller or processor that is allegedly 
violating this chapter. If the Attorney General issues a notice of violation to a controller or processor under 
this subsection, the Attorney General may not bring an action to enforce the violation unless the controller or 
processor fails to cure the violation within 60 days of receiving the notice of violation. The Attorney General 
shall consider the following factors in deciding whether to issue a notice of violation under this subsection: 
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A. The number of alleged violations; 

B. The size and complexity of the controller or processor; 

C. The nature and, extent of the controller's or processor's ~bll~'/!if/!DiT~l processing activities; 

D. The likelihood of injury to the public; 

E. The degree to which the alleged violations affect the safety of persons and property; 

F. Whether the alleged violation was likely caused by a human or technical error; and 

G. The extent to which the controller or processor has previously violated this chapter or similar laws. 

Sec. 2. Report. By February 1, 2027 fftlraJg'i,@afl»:tfi~,:l'iiti@, the Attorney General shall submit a report to 
the joint standing committee of the Legislature having jurisdiction over judiciary matters regarding the 
implementation and operation of the Maine Revised Statutes, Title 10, chapter 1057. The report must include, 
at a minimum, the following information: 

1. The number of notices the Attorney General has issued under Title 10, section 9614, subsection 2 and 
the nature of the violations alleged in the notices; 

2. The number of persons sent a notice described in subsection 1 that conferred with the Attorney General 
during the notice period described in Title 10, section 9614, subsection 2 in a manner that alleviated the need 
for a civil action under the Maine Unfair Trade Practices Act; 

3. The number of civil actions brought by the Attorney General under the Maine Unfair Trade Practices 
Act to enforce violations of Title 10, chapter 1057; and 

4. Any recommendations the Attorney General has for improving the operation of Title 10, chapter 1057. 

The joint standing committee of the Legislature having jurisdiction over judiciary matters may report out 
legislation related to the report to the 133rd Legislature in 2027. 

Sec. 3. Effective date. This Act takes effect~ 1$_,f/Jtf!Jff'i/('1 1, 2026. 

SUMMARY 

~hi~jliijii"/Jme;at;'41:•~I{4~""];:1:rt1~nt~1£mma.rii1()&~t4raftw1J 
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An Act to Enact the Maine Online Data Privacy Act 

Be it enacted by the People of the State of Maine as follows: 

Sec. 1. 10 MRSA c. 1057 is enacted to read: 

CHAPTER 1057 

MAINE ONLINE DATA PRIVACY ACT 

§9601. Short title 

This chapter may be known and cited as "the Maine Data Privacy and Protection Act." 

§9602. Definitions 

As used in this chapter, unless the context otherwise indicates, the following terms have the following 
meanings. 

1. Affiliate. "Affiliate" means a person that, directly or indirectly through one or more intermediaries, 
controls, is controlled by or is under common control with another person, such that the person: 

A. Owns or has the power to vote more than 50% of the outstanding shares of any voting class of the 
other person's securities; 

B. Has the power to elect or influence the election of a majority of the directors, members or managers of 
the other person; 

C. Has the power to direct the management of the other person; or 

D. Is subject to the other person's exercise of the powers described in paragraph A, B or C. 

2. Authenticate. "Authenticate" means to use reasonable means to determine that a request to exercise a 
consumer right in accordance with section 9606 is being made by, or on behalf of, a consumer who is entitled 
to exercise the consumer right with respect to the personal data at issue. 

3. Biometric data. "Biometric data": 

A. Means data generated by automatic measurements of the biological characteristics of a consumer that 
can be used to uniquely authenticate a consumer's identity, including a fingerprint, a voiceprint, an image 
of a retina or iris and any other biological characteristic that can be used to uniquely authenticate a 
consumer's identity; and 

B. Does not include a digital or physical photograph, an audio or video recording or any data generated 
from a digital or physical photograph or an audio or video recording, unless the data is generated to 
identify a specific consumer. 

4. Business associate. "Business associate" has the same meaning as in HIP AA. 

5. Child. "Child" means an individual who has not attained 13 years of age. 

6. Collect. "Collect" means to purchase, rent, gather, obtain, receive, access or otherwise acquire personal 
data. 

7. Consent. "Consent": 

A. Means a clear affirmative act signifying a consumer's freely given, specific, informed and 
unambiguous agreement to allow the b'oll~'i:iil:ltt:''J~ processing of personal data relating to the consumer 
for a particular pm:pose. "Consent" may include a written statement, including by electronic means, or 
any other unambiguous affirmative action; and 

B. Does not include: 
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(1) Acceptance of a general or broad terms of use document or similar document that contains 
descriptions of personal data tolie'ciion o'A processing along with other unrelated information; 

(2) Hovering over, muting, pausing or closing a piece of content; or 

(3) Agreement obtained through the use of a dark pattern. 

8. Consumer. "Consumer": 

A. Means an individual who is a resident of this State; and 

B. Does not include an individual acting in a commercial or employment context or an individual acting 
as an employee, owner, director, officer or contractor of a company, partnership, sole proprietorship, 
nonprofit organization or government entity whose communications or transactions with a controller 
occur solely within the context of the individual's role with the company, partnership, sole proprietorship, 
nonprofit organization or government entity. 

9. Consumer health data. "Consumer health data" means personal data that a controller uses to identify a 
consumer's physical or mental health status, and includes, but is not limited to, data related to gender­
affirming health care services and reproductive health care services. 

10. Control. "Control" means: 

A. Ownership of, or the power to vote, more than 50% of the outstanding shares of any class of voting 
security of a person; 

B. Control in any manner over the election of a majority of the directors of a person or of individuals 
exercising similar functions in a business; or 

C. Power to exercise controlling influence over the management of a person. 

11. Controller. "Controller" means a person that, alone or jointly with other persons, determines the 
purpose and means ofbollecting or processing personal data. 

12. Covered entity. "Covered entity" has the same meaning as in HIP AA. 

13. Dark pattern. "Dark pattern" means a user interface designed or manipulated with the substantial 
effect of subverting user autonomy, decision making or choice and includes, but is not limited to, any practice 
the Federal Trade Commission refers to as a II dark pattern." 

14. De-identified data. "De-identified data" means data that :d~es n~i id~ntify) cannot reasonably be used 
to infer information about er and cdnnoi otherwise be linked to an identified or identifiable consumer, or a 
device that may be linked to an identified or identifiable consumer, if the controller that possesses the data: 

A. Takes reasonable measures to ensure that the de-identified data cannot be linked with a consumer; 

B. Commits in a publicly available terms and conditions document or in a publicly available privacy 
policy to maintain and use the data in its de-identified format; and 

C. Contractually obligates recipients of the data to satisfy the criteria and commitments in paragraphs A 
andB. 

15. Decisions that produce legal or similarly significant effects concerning the consumer. "Decisions 
that produce legal or similarly significant effects concerning the consumer" means decisions that result in the 
provision or denial to the consumer of financial or lending services; housing; insurance; education enrollment 
or opportunity; criminal justice; employment opportunities; health care services; or access to essential goods 
or services. 

16. Familial status. "Familial status" has the same meaning as in Title 5, section 4553, subsection 5-A. 

17. Gender identity. "Gender identity" has the same meaning as in Title 5, section 4553, subsection 5-C. 
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18. Gender-affirming health care services. "Gender-affirming health care services" has the same 
meaning as in Title 14, section 9002, subsection 4. 

19. Genetic data. "Genetic data" means any data, regardless of its format, that concerns a consumer's 
genetic characteristics. "Genetic data" includes, but is not limited to: 

A. Raw sequence data that results from sequencing of a consumer's complete extracted deoxyribonucleic 
acid, or DNA, or a portion of the consumer's DNA; 

B. Information extrapolated, derived or inferred from analyzing the raw sequence data under paragraph A, 
including, but not limited to, genotypic and phenotypic information; and 

C. Self-reported health information submitted to a direct-to-consumer genetic testing company by a 
consumer regarding the consumer's health conditions that is used for scientific research or product 
development and analyzed in connection with the consumer's raw sequence data. 

20. Geofence. "Geofence" means technology that establishes or monitors a virtual geographic perimeter 
around a specific physical location through the use of global positioning system coordinates, cellular tower 
connectivity, cellular data, radio frequency identification, wireless access point data or any other form of 
location detection technology. 

21. HIP AA. "HIP AA" means the federal Health Insurance Portability and Accountability Act of 1996, 42 
United States Code, Chapter 7, Subchapter XI, Part C, and the regulations, rules, guidance and exemptions 
adopted pursuant to that Act. 

22. Identified or identifiable consumer. "Identified or identifiable consumer" means a consumer who 
can readily be identified, either directly or indirectly. 

23. Institution of higher education. "Institution of higher education" means a person that is licensed or 
accredited to offer one or more programs of postsecondary education leading to one or more degrees. 

24. Personal data. "Personal data" means information that is linked or can be reasonably linked to an 
identified or identifiable consumer or that is linked or reasonably can be linked fo a device that is linked or 
reasonably can be linked to an identified or identifiable consumer. "Personal data" does not include de­
identified data or publicly available information. 

25. Physical or mental disability. "Physical or mental disability" has the same meaning as in Title 5, 
section 4553, subsection 7-A. 

26. Precise geolocation data. "Precise geolocation data": 

A . Means information derived frornt~chnolo~that can precisely and accurately identify the pasl6t 
f }fei~ttt specific location of a Ctin•e11 ~~nsz.mi~~ within a radius of 1,750 feet. "Precise geolocation 
data" includes global positioning system level latitude and longitude coordinates or data from other 
similar mechanisms; and • 

B. Does not include the content of communications, data generated by or connected to advanced utility 
metering infrastructure systems or data generated by equipment used by a utility. 

27. Process. "Process" means any operation or set of operations performed on personal data or on sets of 
personal data by manual or automated means, including the use, storage, disclosure, analysis, deletion or 

~ ,., , '>~",,,•,,; ~,,,, 1'.<_ ~--,' :;,:·c,\'\' ·" . f<' '· _, '"'°C~' ,:<.:•"',' ·:-'_,{. '"''." ,,,--·-.•~• ''•"' "'"·:::·:~1 

modification of personal dataJ'but/no'iihfFcHlleciion otpetsonalaatcl. 

28. Processor. "Processor" means a person that processes personal data on behalf of a controller. 

29. Profiling. "Profiling" means any form of automated process performed on personal data to evaluate, 
analyze or predict personal aspects related to an identified or identifiable consumer's economic situation, 
health, demographic characteristics, personal preferences, interests, reliability, behavior, location or 
movements. 

30. Protected health information. "Protected health information" has the same meaning as in HIP AA. 
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31. Publicly available information. "Publicly available information": 

A. Means information about a consumer that a person: 

(1) Lawfully obtains from a record of a governmental entity; 

(2) Reasonably believes has. been lawfully made available to the general public by the consumer or by 
widely distributed media; 0f 

(3) Obta-ira. from a person to v.110m the collilumer disclosed the information µn}ess the consumer ha§ 
resttjgted the m:formatjon tg a speqifiQ f!YWQRQQ; and 

B. Does not include: 

(1) Any obscene visual depiction as described in 18 United States Code, Section 1460; 

(2) Biometric data; 

(3) Genetic data, unless the genetic data has been made available to the general public by the 
consumer; 
1(4) Any information that is coilatedancicomhinedio crea~ a con;umer profile iiiai ts made available 
to a user of a publicly available Internet website or mobile application either for remuneration or 
free ofchargd 

(5) Any information .that is made available (or sale.3 

(6) {#faferences derived from information described insubparagraphs (4) or {5) or inferences 
'derfved fi'oni, a combination of publicly available information and other personal data; or • • 

(7) ® Intimate images a controller or processor knows have been created or shared without consent 
of the consumer depicted in the images. For purposes of this subparagraph, "intimate image" means a 
photograph, videotape, film or digital recording of a consumer in a state of nudity or engaged in a 
sexual act or engaged in sexual contact for which there is no public or newsworthy purpose. 

32. Reproductive health care services. "Reproductive health care services" has the same meaning as in 
Title 14, section 9002, subsection 9. 

33. Sale of personal data. "Sale of personal data": 

A. Means the exchange of personal data for monetary or other valuable consideration by a controller, 
processor or affiliate of a controller or processor to a 3rd party; and 

B. Does not include: 

(1) The disclosure of personal data to a processor that processes the personal data on behalf of the 
controller if the processing of the personal data is limited to the controller's processing purpose; 

(2) The disclosure of personal data to a 3rd party for purposes of providing a product or service 
affirmatively requested by the consumer; 

(3) The disclosure of personal data to an affiliate of the controller; 

( 4) The disclosure of personal data when the consumer directs the controller to disclose the personal 
data or intentionally uses the controller to interact with a 3rd party; br 

(5) The disclosure of personal data that the consumer: 

(a) Intentionally made available to the general public via mass media: and 

(b) Did not restrict to a specific audience:.;-er 

(6) The disclosure of pei=S0t1af data to a. 3rd party as an asset that is ;pa.rt of ffil. actual or proposed 
merger, acguisition. bankruptcy or other transaction in which !;he 3rg party assµmes cont@l of all or 
Part of the controller's assets. 
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34. Sensitive data. "Sensitive data" means personal data that includes: 

A. Data revealing racial or ethnic origins, religious beliefs, consumer health data, sexual activity, sexual 
orientation, gender identity, national origin or citizenship or immigration status; 

B. Genetic data or biometric data; 

C. Personal data of a consumer that the controller knows or should know is a minor; 

D. Precise geolocation data; 

E. A social security number, driver's license number or nondriver identification card number; 

F .. Billing, .fitlarieialor payfuenftnethod mfonn/rliofu. exe61Jtthat. 11serisitive data"..·does not inolude the· la~¢ 
'4 digits of a debit eru:d or credit eard number A~count nu~ber, creJitcardnu~beror debit card number; 
if circumstances exist wherein such a number could be used withoutadditional identiryirig information,: 
1access codes of pas'swords; 

G. Account or device log-in credentials or security or access codes, including passwords, for an account 
or device; or 

H. Data concerning a consumer's status as a victim of a crime. For the purposes of this paragraph, 
"victim" has the same meaning as in Title 17-A, section 2101, subsection 2. 

35. Sex. "Sex" has the same meaning as in Title 5, section 4572-A, subsection 1. 

36. Sexual orientation. "Sexual orientation" has the same meaning as in Title 5, section 4553, subsection 
9-C. 

37. Targeted advertising. "Targeted advertising": 

A. Means displaying advertisements to a consumer or on a device identified by a unique identifier when 
the advertisement is selected based on personal data obtained or inferred from the consumer's activities 
over time and across nonaffiliated websites or online applications that are unaffiliated with each other in 
order to predict the consumer's preferences or interests; and 

B. Does not include: 

(1) Advertisements based on the context of a consumer's current search query or visit to a website or 
online application; 

(2) Advertisements based on a consumer's activities within a controller's own websites or online 
applications; 

(3) Advertisements directed to a consumer in response to the consumer's request for information or 
feedback; or 

( 4) !Proeessing Ci>llecting or p;·oce~sirl.g personal data solely to measure or report advertising 
frequency, performance or reach. 

38. Third party. "Third party" means a person other than the consumer, controller, processor or affiliate 
of the controller or processor of particular personal data. 

39. Trade secret. "Trade secret" has the same meaning as in section 1542, subsection 4. 

§9603. Applicability * 1. Effective date. The requirements of this chapter take effect on MY September 1, 2026. 

2. Persons affected. The provisions of this chapter apply to persons that conduct business in this State or 
persons that produce products or services that are targeted to residents of this State and that during the 
preceding calendar year: 

A. Controlled or processed the personal data ofnotless than 35,000 consumers, excluding personal data 
controlled or processed solely for the purpose of completing a payment transaction; or 
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B. Controlled or processed the personal data of not less than 10,000 consumers and derived more than 
20% of gross revenue from the sale of personal data. 

§9604. Exceptions 

1. Exempt entities. The provisions of this chapter do not apply to: 

A. A body, authority, board, bureau, commission, district or agency of this State, a political subdivision 
of this State or a federally recognized Indian tribe in this State; 

B. An organization that is exempt from taxation under Section 501(c)(3), Section 501(c)(4), Section 
501(c)(6) or Section 50l(c)(12) of the United States Internal Revenue Code of 1986, as amended; 

C. An institution of higher education; 

D. A national securities association that is registered under the federal Securities Exchange Act of 1934, 
15 United States Code, Section 78a et seq.; 

E. A supervised financial organization or a service corporation. For purposes of this paragraph, 
"supervised financial organization" has the same meaning as in Title 9-A, section 1-301, subsection 38-A 
and "service corporation" has the same meaning as in Title 9-B, section 131, subsection 37; 

F. A health care facility, a health care practitioner or an affiliate of a health care facility or health care 
practitioner that qualifies both as a business associate of that health care facility or health care practitioner 
and provides services only to covered entities. For purposes of this paragraph, "health care facility" and 
"health care practitioner" have the same meaning as in Title 22, section 1711-C, subsection 1, paragraphs 
D and F, respectively; 

G. A person or entity that qualifies as a licensee under Title 24-A, section 2263, subsection 8, to the 
extent the person or entity is in compliance with any applicable data security and data privacy 
requirements of Title 24-A; or 

H. A person or entity that is a provider of broadband Internet access service as defined in Title 35-A, 
section 9301, but only to the extent that the person or entity is providing broadband Internet access 
service. 

2. Exempt data. The provisions of this chapter do not apply to: 

A. Nonpublic personal information regulated under and collected, processed, sold or disclosed in 
accordance with the requirements of the federal Gramm-Leach-Bliley Act, 15 United States Code, 
Section 6801 et seq. (1999); 

B. Protected health information; 

C. Patient-identifying information as described in 42 United States Code. Section 290dd-2; 

D. Identifiable private information used for the purposes of the federal policy for the protection of human 
subjects in research under 45 Code of Federal Regulations, Part 46; 

E. Identifiable private information to the extent that it is collected as part of human subjects in research 
pursuant to the good clinical practice guidelines issued by the Intei:national Council for Harmonisation of 
Technical Requirements for Pharmaceuticals for Human Use or successor organization or in accordance 
with the standards for the protection of human subjects in research under 21 Code of Federal Regulations, 
Parts 50 and 56; 

F. Personal data used or shared in research, as defined in 45 Code of Federal Regulations, Section 
164.501, that is conducted in accordance with the standards set forth in paragraphs D and E, or other 
research conducted in accordance with applicable law; 

G. Information and documents created for purposes of the federal Health Care Quality Improvement Act 
of 1986, 42 United States Code, Section 11101 et seq.; 
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H. Information derived from health care-related information listed in this subsection that is de-identified 
in accordance with the requirements for de-identification pursuant to HIP AA: 

I. Information that originates from information described in paragraphs B to H, or infom1ation that is 
intermingled so as to be indistinguishable from information described in paragraphs B to H, that a 
covered entity, business associate or program or activity relating to substance use disorder as described in 
42 United States Code, Section 290dd-2, creates, processes or maintains in the same manner as is required 
under the applicable laws and regulations cited in paragraphs B to H; 

J. Information used for public health activities and purposes as authorized by HIP AA; 

K. The collection, maintenance, disclosure, sale, communication or use of personal information bearing 
on a consumer's creditworthiness, credit standing, credit capacity, character, general reputation, personal 
characteristics or mode of living by a consumer reporting agency, furnisher or user that provides 
information for use in a consumer report, and by a user of a consumer report, but only to the extent that 
such activity is regulated by and authorized under the federal Fair Credit Reporting Act, 15 United States 
Code, Section 1681 et seq.; 

L. Personal data collected, processed, sold or disclosed in compliance with the federal Driver's Privacy 
Protection Act of 1994, 18 United States Code, Section 2721 et seq.; 

M. Personal data regulated by the federal Family Educational Rights and Privacy Act of 1974, 20 United 
States Code, Section 1232g et seq.; 

N. Personal data collected, processed, sold or disclosed in compliance with the federal Farm Credit Act 
of 1971, 12 United States Code, Section 2001 et seq.; 

0. Data fJoiiifai~m, processed or maintained: 

(1) In the course of an individual's applying to, being employed by or acting as an agent or 
independent contractor of a controller, processor or 3rd party, to the extent that the data is collected 
and used within the context of that role; 

(2) As the emergency contact information of an individual under this chapter used for emergency 
contact purposes; or 

(3) That is necessary to retain to administer benefits for another individual relating to the individual 
who is the subject of the information under subparagraph (1) and used for the purposes of 
administering those benefits; rel 

P. Personal data collected, processed, sold or disclosed in relation to price, route or service, as such terms 
are used in the federal Airline Deregulation Act of 1978, 49 United States Code, Section 40101 et seq., by 
an air carrier subject to that Act, to the extent this chapter is preempted by the federal Airline 
Deregulation Act of 1978, 49 United States Code, Section 417 l 3~ ~on 

'un'ilert1ietControllldSubsian'c~ 
. . . . . .· . .· . ii-!~'.Codi/.iSectib'nfsfoJ • 

3. Compliance with COPPA. Controllers and processors that comply with the verifiable parental 
consent requirements of the federal Children's Online Privacy Protection Act of 1998, 15 United States Code, 
Section 6501 et seq., and the regulations, rules, guidance and exemptions adopted pursuant to that Act are 
compliant with an obligation to obtain parental consent pursuant to this chapter. 

§9605. Consumer health data 

1. Confidentiality. A person may not provide an employee or a contractor access to consumer health 
data unless: 

A. The employee or contractor is subject to a contractual or statutory duty of confidentiality; or 

B. Confidentiality is required as a condition of employment of the employee. 
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2. Processor duties. A person may not provide a processor access to consumer health data unless the 
person providing access to the consumer health data and the processor comply with section 9609. 

3. Geofence. A person may not use a geofence to establish a virtual perimeter that is within 1,750 feet of 
any facility that provides in-person health care services for the purpose of identifying, tracking or collecting 
data from or for the purpose of sending any notification to a consumer regarding the consumer's health data. 
This subsection does not prohibit the operator of a facility that provides in-person health care services from 
using a geofence around the facility. 

§9606. Consumer rights 

1. Consumer rights. A consumer has the right to: 

A. Confirm whether a controller is bJiiXlit~~bt processing the consumer's personal data: 

B. If a controller 1colfecti.df processes a consumer's personal data, access the consumer's personal data; 

C. Correct inaccuracies in the consumer's personal data, taking into account the nature of the personal 
data and the purposes of the processing of the consumer's personal data; 

D. Require a controller to delete personal data provided by. or obtained about, the consumer unless 
retention of the personal data is required by law; 

E. When processing of personal data is done by automatic means, obtain a copy of the consumer's 
personal data G~iletied!/ria processed by the controller in a portable and, to the extent technically 
feasible, readily usable format that allows the consumer to transmit the data to another controller easily 
and without hindrance; 

F. Obtain a list of the 3rd parties to which the controller has sold the consumer's personal data or, if the 
controller does not maintain information about the 3rd parties to which the controller has sold the 
personal data of the specific consumer, obtain a list of the 3rd parties to which the controller has sold any 
consumer's personal data: and 

G. Opt out of the tbllecti~i{bizfi processing of the consumer's personal data for purposes of: 

(1) Targeted advertising: 

(2) The sale of personal data; or 

(3) Profilirigl1i'~ile'~f()~s~1~iyaµtomated· a~ii!si6ns'tlitrtprt1ciu2e·.1~"gaF& similfii~/s1gn1fibW 
e!Thets cl6Meriringthe ·ooilSUlllf!f~ .Pro'lilingctn .. f7ktherO.nce·•ofanV automated deii~tdn• 'that produc~; 
any legal or sirnzlarly•sigtiigccinteffectconcerningthe·/::o'nsurnehi • 

2. Exception; trade secrets. This section may not be construed to require a controller to reveal a trade 
secret. 

3. Exercise of consumer rights. This subsection governs 'iii~ exercise of the consumer rights established 
in subsection 1. 

A. A controller shall establish a secure and reliable method euf.siµin{id:sec:tion 9~Q§( ~ub_~e.ctJ$n' ~ for a 
consumer to exercise a consumer right under this section. 

B. A c,ons11mer mayexerdsea con,sll1}1er right underthi~section, i'iiciudiiigihr~ug/2.'a'ftoifier-Htrilifidtt~l 
~h.o hdJ_ aiiihd~iJ2 undetsubse~ti~rz'4 tqiJf~rcise tile ~~irsy"l,iers tights_, using the method established by 
the controller under paragraph A. 

4. Exercise of consumer rights by agent or guardian. The following persons may exercise the rights 
established in subsection 1 on behalf of a consumer. 

A. A consumer may designate an agent in accordance withsection 9607 to exercise the consumer's right 
under subsection 1. paragraph G to opt out of the ~(}[[~cf{()r;"dnd processing of personal data. 
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B. If the consumer is a child, a parent or legal guardian may exercise the consumer's rights under 
subsection 1. • 

C. If the consumer is subject to a guardianship, conservatorship or other protective arrangement, the 
guardian or conservator of the consumer may exercise the consumer's rights under subsection 1. 

5. Response to exercise of consumer rights. Except as otherwise provided in this chapter, a controller 
shall comply with a request by a consumer or other person authorized to exercise the consumer's rights under 
subsection 1 as follows. 

A. A controller shall respond to a request not later than 45 days after the controller receives the request. 
The controller may extend the response period by a period of 45 days if: 

(1) It is reasonably necessary to extend the period to complete the request based on the complexity 
and number of the requests; and 

(2) The controller informs the consumer of the extension and the reason for the extension within the 
initial 45-day response period. 

B. If a controller declines to take action regarding the request, the controller shall inform the consumer 
without undue delay, but not later than the 45th day after receipt of the request, of: 

(1) The justification for declining to take action; and 

(2) Instructions for how to appeal the decision. 

C. A controller shall provide information to a consumer in response to a request, free of charge, once 
during any 12-month period, except that, if requests from a consumer or other person authorized to 
exercise the consumer's rights are manifestly unfounded, excessive, technically infeasible or repetitive, 
the controller may: 

(1) Charge the consumer a reasonable fee to cover the administrative costs of complying with the 
request; or 

(2) Decline to act on the request. 

The controller bears the burden of demonstrating the manifestly unfounded, excessive, technically 
infeasible or repetitive nature of the request. 

D. If a controller is unable to authenticate a request to exercise a consumer right under subsection 1 using 
commercially reasonable efforts, the controller: 

(1) Is not required to comply with a request to initiate an action in accordance with this section; and 

(2) Shall provide notice to the consumer that the controller is unable to authenticate the request to 
exercise the right until the consumer or other person authorized to exercise the consumer's-rights 
provides additional information reasonably necessary to authenticate the consumer and the 
consumer's request to exercise the right. 

E. Notwithstanding paragraph D and except as provided in section 9607, a controller is not required to 
authenticate an opt-out request. 

F. A controller that has obtained personal data about a consumer from a source other than the consumer is 
in compliance with a request to delete that data pursuant to subsection 1, paragraph D by retaining a 
record of the deletion request and the minimum data necessary for the purpose of ensuring that the 
consumer's personal data: 

(1) Remains deleted from the controller's records; and 

(2) Is not used for any other purpose. 
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6. Appeals. A controller shall establish a process in accordance with the requirements of this subsection 
for a consumer or other person authorized to exercise the consumer's rights to appeal the controller's inaction 
on a request within a reasonable period of time after the consumer's receipt of the decision. 

A. The appeal process must be conspicuously available and similar to the process for submitting requests 
to initiate action pursuant to this section. 

B. Not later than the 60th day after receipt of an appeal, a controller shall inform the consumer or other 
person authorized to exercise the consumer's rights in writing of action taken or not taken in response to 
the appeal, including a written explanation of the reasons for the decisions. 

C. If a controller denies an appeal, the controller shall provide the consumer with an online mechanism, if 
available, through which the consumer or other person authorized to exercise the consumer's rights may 
contact the Attorney General to submit a complaint. 

§9607. Authorized agent 

1. Authority to designate agent to opt out of eiJUecdon 'tl,ui processing. A consumer may designate 
another person to serve as the consumer's authorized agent, and act on the consu~er'sbehalf, to exercise the 
consumer's right under section 9606, subsection 1, paragraph G to opt out of the qoll~t#~n ~4 processing of 
personal data. 

2. Method of designating agent. The consumer may designate an authorized agent by way of, among 
other methods, a technology, including, but not limited to, an Internet link or a browser setting, browser 
t:X:t~1c1s.ion gr gl() bat~evic;~ .s.(:ttingl. indi~-~tillg the cons~~(s .. i11te11t~() 'h:ercise'thecoitsuffier's fight Undr!A 
~ection96d0;<subsedioif1; paragriiph Gio opt out of terl:a.in' 'colle~tioir and processing of llie'cimsUliieii~ 
~irsh',idi data. 

3. Authentication of agent's opt-out request. A controller shall comply with a request received from an 
authorized agent to exercise the consumer's right under section 9606, subsection 1, paragraph G to opt out of 
the tbiletif6i{a11d processing of personal data if, using commercially reasonable efforts, the controller is able 
to authenticate: 

A. The identity of the consumer; and 

B. The authorized agent's authority to act on the consumer's behalf. 

§9608. Actions of controllers 

1. Prohibitions. A controller may not: 

A. Collect, process or share sensitive data concerning a consumer, unless the collection or processing is 
strictly necessary to provide or maintain a specific product or service requested by the consumer; 

B. Sell sensitive data; 

C. Probes~ Coil~ct or p1·ocess personal data in violation of state or federal laws that prohibit unlawful 
discrimination; 

D. If the controller knows or reasonably should know that the consumer is a minor: 

(1) Process Coiiecior proc~ss personal data of the consumer for the purpose of targeted advertising; 
or 

(2) Sell the personal data of the consumer; 

E. Retaliate against a consumer for exercising a consumer right granted in this chapter, including by 
denying goods or services, charging different prices or rates for goods or services or providing a different 
level of quality of goods or services to the consumer; 

F. Collect, process or disclose personal data or publicly available information in a manner that unlawfully 
discriminates in or otherwise unlawfully makes unavailable the equal enjoyment of goods or services on 
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the basis of an individual's actual or perceived race, color, sex, sexual orientation or gender identity, 
physical or mental disability, religion, ancestry, national origin, age or familial status. This paragraph 
does not apply to the collection, processing or disclosure of personal data for: 

(1) The purpose of self-testing to prevent or mitigate unlawful discrimination; 

(2) The purpose of diversifying an applicant, participant or customer pool; or 

(3) A private establishment described in 42 United States Code, Section 2000a(e); or 

G. Unless the controller obtains the consumer's consent, process personal data for a purpose that is neither 
reasonably necessary to nor compatible with the disclosed purposes for which the personal data is 
processed, as disclosed to the consumer. 

2. Duties. A controller shall: 

A. Limit t • of personal <lat • easonably necessary and pro • ate to proyide or 
ma· the consume ins ih'ciiidiiij~'l; v-~,,, 'T,.,, ... :·:,,:,··•.·sroc,,,,,, _.,,.... . . - ,, , .,. . · --
fQU ourit,:servidii '. 
r~a ~,F;yu:;,,,sfan: •• . 
tl/ntr~li . in '&:~IJ'tdt:iiiie-Vtliilith ~~]1Z~¾t~f a'cohs@mf,t;risetJBn 'the'f:Snsu:,iier'i: dctzviiies -vvfihtn'r;~b ' . . . .... ·--. . .. . _ ..... .. . .... ··Ht1onfin~ 

B. Establish, implement and maintain reasonable administrative, technical and physical data security 
practices to protect the confidentiality, integrity and accessibility of personal data appropriate to the 
volume and nature of the personal data at issue. These processes must include the disposal of personal 
data in accordance with a retention schedule that requires the disposal of personal data by the controller 
when the data is required to be deleted by law or when the data is no longer necessary for the pul])ose for 
which the data was processed unless the consumer has consented to the retention of the data for a longer 
period of time or retention of the data is required by law. For purposes of this paragraph, "disposal of 
personal data" means the destruction or permanent deletion of the data or other modification of the data to 
make the data unreadable and unrecoverable; and 

C. Provide an effective mechanism for a consumer to revoke the consumer's consent to processing 
personal data under this section that is at least as easy to use as the mechanism by which the consumer 
provided the consumer's consent and, upon revocation of the consent, shall cease to process the data as 
soon as practicable, but not later than 30 days after the receipt of the request. 

3. Exceptions; loyalty programs. Subsection 1 and 2 may not be construed to: 

A. Require a controller to provide a product or service that requires the processing of personal data of a 
consumer that the controller does not collect or maintain; or 

B. Prohibit a controller from offering a different price, rate, level, quality or selection of goods or services 
to a consumer, including offering goods or services for no fee, if the offering is in connection with a 
consumer's voluntary participation in a bona fide loyalty, rewards, premium features, discounts or club 
card program, as long as the sale of personal data is not a condition of participation in the program. 

4. Privacy notice. A controller shall provide consumers with a reasonably accessible, clear and 
meaningful privacy notice that includes the following information: 

A. The categories of personal data, including sensitive data, 'holl~ttidht: processed by the controller; 

B. The controller's purpose for ~ollect:ingand processing personal data: 

C. How consumers may exercise their consumer rights under this chapter, including how a consumer may 
appeal a controller's decision regarding the consumer's request and how a consumer may revoke consent; 

LD 1822 - Sponsor's Proposed Amendment (Rev. 5/29/25) Page 11 of 19 



Representative Kuhn's Proposed Amendment to LD 1822 
Revised for Work Session 5/30/25 - each chan e marked with a* 

D. The categories of 3rd parties with which the controller shares personal data, with a level of detail that 
enables a consumer to understand the type of, business model of or processing conducted by each 
category of 3rd party; 

E. The categories of personal data, including sensitive data, the controller shares with any 3rd party; 

F. The length of time the controller intends to retain each category of personal data or, ifit is not possible 
to identify the length of time, the criteria used to determine the length of time the controller intends to 
retain each category of personal data; and 

G. An active e-mail address or other online mechanism that a consumer may use to contact the controller. 

5. Notice of sale of personal data, targeted advertising or profiling; opt-out mechanism. If a 
controller sells personal data to 3rd parties, 'collects or processes personal data for the purposes of targeted 
advertising or processes personal data for the purposes of profiling the consumer in furtherance of decisions 
that produce legal or similarly significant effects concerning the consumer, the controller shall clearly and 
conspicuously disclose the sale. coliection1 or processing, as well as the manner in which a consumer may 
exercise the right to opt out of the sale, collection' or processing. The disclosure required under this 
subsection must be prominently displayed on the controller's publicly accessible website and the language 
used must be clear, easy to understand and unambiguous. 

6. Method for exercising consumer rights. A controller shall establish, and shall describe in the privacy 
notice as required by subsection 4, paragraph C, one or more secure and reliable mechanisms for a consumer 
to submit a request to exercise each consumer right under this chapter. 

A. The design of the secure and reliable mechanism for a consumer to submit a request must take into 
account: 

(1) The ways in which consumers normally interact with the controller; 

(2) The need for secure and reliable communication of consumer requests; and 

(3) The ability of the controller to verify the identity of a consumer making the request. 

B. A controller may not require a consumer to create a new account to exercise a consumer right. A 
controller may require a consumer to use an existing account to exercise a consumer right. 

C. A controller may satisfy the controller's obligation under this subsection to establish a secure and 
reliable mechanism for a consumer to exercise the right to opt out under subsection 5 by: 

(1) Providing a clear and conspicuous link on the controller's publicly accessible website to a 
webpage that allows a consumer, an authorized agent of the consumer or a person authorized by 
section 9606, subsection 4 to exercise the consumer's rights, to opt out of any ~oliettibh"oA processing 
of the consumer's personal data for the purposes of targeted advertising or profiling or any sale of 
personal data; 'and eF 
(2) No later than JW:y September l, 2026, allowing a consumer to opt out of any FJit~Z!ibhbf 
processing of the consumer's personal data for the purposes of targeted advertising gfpfdfilihg or any 
sale of personal data through an opt-out preference signal sent, with the consumer's consent, by a 
platform, technology or mechanism tothe controller indicating the C()nsumer's intent to opt out of the 
cdliection;i processing or sale ilis.cfiiilribldins~~iiFin9607♦ ~ubset:tibA"2. The platform, technology or 
mechanism: 

(a) Must be consumer-friendly and easy to use by the average consumer; 

(b) Must use clear, easy to understand and unambiguous language; 

(c) Must be as consistent as possible with any other similar platform, technology or mechanism 
required by federal or state law, rule or regulation; 
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(d) Must enable the controller to reasonably determine whether the consumer is a resident of the 
State, which reasonable determination may be based on the location associated with the 
consumer's Internet protocol address, and whether the consumer has made a legitimate request to 
opt out of any such bbli~t'tioti~ processing or sale of the consumer's personal data; 

(e) May not unfairly disadvantage another controller; and 

(f) May not make use of a default setting but must require the consumer to make an affirmative, 
freely given and unambiguous choice to opt out of any such t.ol/ei:tr1/-d(: processing or sale of the 
consumer's personal data. 

A controller that recognizes an opt-out preference signal that has been approved by the laws of another 
state is considered to be in compliance with this paragraph. 

D. If a consumer's decision to opt out of any boitd!tiJhiJ~ processing of the consumer's personal data for 
the purposes of targeted advertising or profiling or any sale of personal data through an opt-out preference 
signal sent in accordance with paragraph C, subparagraph (2) conflicts with the consumer's existing 
controller-specific privacy setting or the consumer's voluntary participation in a controller's bona fide 
loyalty, rewards, premium features, discounts or club card program, the controller may notify the 
consumer of the conflict and provide the consumer a choice to confirm the controller-specific privacy 
setting or participation that program. 

§9609. Responsibilities of processors and controllers 

1. Contract required. If a controller uses a processor to process personal data of a consumer, the 
controller and the processor shall enter into a contract in accordance with the requirements of this section that 
governs the processor's data processing procedures with respect to processing performed on behalf of the 
controller. 

A. The contract must be binding and must clearly set forth: 

(1) Instructions for processing personal data; 

(2) The nature and purpose of the processing; 

(3) The type of personal data subject to processing; 

(4) The duration of the processing; and 

(5) The rights and obligations of the processor and the controller. 

B. The contract must require that the processor: 

* 

(1) Ensure that each person processing personal data is subject to a duty of confidentiality with 
respect to the data; 

(2) Establish, implement and maintain reasonable administrative, technical and physical data security 
practices to protect the confidentiality, integrity and accessibility of personal data, considering the 
volume and nature of the personal data; 

(3) Stop processing personal data on request by the controller made in accordance with a consumer's 
authenticated request; 

( 4) At the controller's direction, delete or return all personal data to the controller as requested at the 
end of the provision of service, unless retention of the personal data is required by law; 

(5) On the reasonable request of the controller, make available to the controller all information in the 
processor's possession necessary to demonstrate the processor's compliance with the obligations in 
this chapter; 

( 6) ;AJtei: providing the oootroller. an. opportunity to objeot, engage.~ ~ng{lge any subcontractor to 
assist with processing personal data on the controller's behalf only in accordance with a written 
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contract that requires the subcontractor to meet the processor's obligations regarding the personal data 
under the processor's contract with the controller: 

(7) Allow and cooperate with reasonable assessments by the controller, the controller's designated 
assessor or a qualified and independent assessor arranged for by the processor to assess the 
processor's policies and technical and organizational measures in support of the obligations under this 
chapter. An assessment conducted under this subparagraph must be conducted using an appropriate 
and accepted control standard framework and assessment procedure; and 

(8) On request of the controller, provide the controller with a report of an assessment conducted under 
subparagraph (7). 

2. Processor responsibilities. A processor shall: 

A. Adhere to a contract with a controller and the instructions of the controller; 

B. Assist the controller in meeting the controller's obligations under this chapter, including: 

(1) By employing appropriate technical and organizational measures as much as reasonably 
practicable to fulfill the controller's obligation to respond to requests to exercise consumer rights, 
considering the nature of processing and the information available to the processor; and 

(2) By assisting the controller in meeting the controller's obligations in relation to the security of 
processing the personal data under this chapter and in relation to the notification of a breach of the 
security of a system, as required by chapter 210-B: and 

C. Provide necessary information to enable the controller to conduct and document data protection 
assessments as required by section 9611. 

3. Processing relationship liability. This section may not be construed to relieve a controller or a 
processor from the liabilities imposed on the controller or processor by virtue of the controller's or processor's 
role in the processing relationship in accordance with this section. 

4. Fact-based determination of role. The determination of whether a person is acting as a controller or a 
processor with respect to a specific processing of personal data is a fact-based determination that depends on 
the context in which the personal data is being processed as described in this subsection. 

A. A person is considered to be a controller if: 

(1) The person is not limited in the person's processing of specific personal data in accordance with a 
controller's instructions; or 

(2) The person fails to adhere to a controller's instructions with respect to a specific processing of 
personal data. 

B. A processor that continues to adhere to a controller's instructions with respect to a specific processing 
of personal data remains a processor. 

C. If a processor or 3rd party begins, alone or jointly with others, determining the purposes and means of 
the processing of personal data, the processor is a controller with respect to the processing and may be 
subject to an enforcement action under section 9614. 

5. Controller's duties unaffected. This section may not be construed to alter a controller's obligation to 
limit a person's processing of personal data or to take steps to ensure that a processor adheres to the 
controller's instructions. 

§96io.'Thl~d~1i!!th~·;~su;;;ib&s 
1;. ~ti~e r~g&ireil.'tf ~ 3M party ffiteridsto use or shaf~a ·o~er•s i,.~&onal·clatii· fu ctfuafuw 

futensfotent withthedi5ofosures mooe•fu·the coos.umer at the·time. iliat tlie. personal dcitawas eollecte.~ &d 
Bra party sh!!ll provide'an: affected' eorunmfor•;nth notice of the ll~ or ellrwgecl use of ~~arrng Qfperson!!l 
klata eefore i$Plementing the :ae·.vcir'oha-hged use hr sharing: 
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.-.c-•r~1~th~der'.netifie,fio!l;···•·rhi3rdp~ii§~ii~'pr~Vl~·.then?tloq'.r@~'ti.Blibsgcaon·ruFa•• 
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§9611. Data protection assessments 

1. Definition. For the purposes of this section, "processing activities that present a heightened risk of 
harm to a consumer" means: 

A. The ~W!Mti..~hQ~ processing of personal data for the purposes of targeted advertising; 

B. The sale of personal data; 

C. The 'c/olt~ti~fibf, processing of sensitive data; and 

D. The processing of personal data for the purposes of profiling, in which the profiling presents a 
reasonably foreseeable risk of: 

(1) Unfair, abusive or deceptive treatment of a consumer; 

(2) Having an unlawful disparate impact on a consumer; 

(3) Financial, physical or reputational injury to a consumer; 

( 4) A physical or other intrusion on the solitude or seclusion, or the private affairs or concerns, of a 
consumer, when the intrusion would be offensive to a reasonable person; or 

(5) Other substantial injury to a consumer. 

2. Data protection assessments regui!!!d. A controller shall conduct and document a data protection 
assessment for each oft~~.c:ontt-9llt::r's ~bll~ctiono~ proct::s~ing.a()tiy~~ies. tllat present a heightened risk of 
harm to a consumer, including an assessment for ~~c? algorithm 'that is used. A single data protection 
assessment may address a comparable set of~olielftib,fo~ processing operations that include similar activities. 

3. Required elements. A data protection assessment required by subsection 2 must be conducted in 
accordance with the requirements of this subsection. 

A. The data protection assessment must identify and weigh the benefits that may flow directly and 
indirectly from the ~oli/icti8?/i 6~ processing to the controller, the consumer, other interested parties and 
the public against: 

(1) The potential risks to the rights of the consumer associated with the fcoll(!qtiifll'b~ processing as 
mitigated by safeguards that may be employed by the controller to reduce these risks; and 

(2) The necessity and proportionality ofcoll&iioHbr processing in relation to the stated purpose of 
i>·,·s' ·•: .:·· :•: : 

the c9Ilection bf processing. 

B. The controller shall factor into a data protection assessment: 

(1) The use of de-identified data; 

(2) The reasonable expectations of consumers; 

(3) The context of the tollibtidn ;;~ processing; and 

( 4) The relationship between the controller and the consumer whose personal data will be ~<)/!ii~l~tlo..f 
processed. 

4. Disclosure to Attorney General. The Attorney General may require that a controller disclose to the 
Attorney General a data protection assessment that is relevant to an investigation conducted by the Attorney 
General. The Attorney General may evaluate the data protection assessment for compliance with the 
responsibilities set forth in this chapter. 

5. Confidentiality. A data protection assessment is confidential and exempt from disclosure under Title 
·1, chapter 13 but may be used by the Attorney General in an action to enforce this chapter. To the extent that 
any information contained in a data protection assessment disclosed to the Attorney General pursuant to this 
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section includes information subject to attorney-client privilege or work product protection, the disclosure 
does not constitute a waiver of that privilege or protection. 

6. Reciprocity. If a controller conducts a data protection assessment for the purpose of complying with 
another applicable law or regulation, the data protection assessment satisfies the requirements established in 
this section if the data protection assessment is reasonably similar in scope and effect to the data protection 
assessment that would otherwise be conducted in accordance with this section. 

7. Deadlines for performing data protection assessments. A controller shall conduct and document a 
data protection assessment as required by this section: 

A. Within 6 months of the date that the controller first engages in a ~~ll4bi{()1i§_5 processing activity that 
presents a heightened risk of harm to a consumer; and 

B. Within 6 months of making a material change to any ~oilettioHoA processing activity that presents a 
heightened risk of harm to a consumer. 

8~ Application. The requirement to conduct a data protection assessment under this section applies only 
to 1~6ll_~ction: o'r processing activities that occur on or after July I, 2026. 

• §9612. De-identified data 

to: 
1. Re-identification not required. This chapter may not be construed to require a controller or processor 

A. Re-identify de-identified data; 

B. Maintain data in an identifiable form; or 

C. Collect, obtain, retain or access any data or technology in order to be capable of associating an 
authenticated consumer request with personal data. 

2. Consumer requests. This chapter may not be construed to require a controller or processor to comply 
with an authenticated consumer rights request if the controller: 

A. Is not reasonably capable of associating the request with the personal data, or it would be unreasonably 
burdensome for the controller to associate the request with the personal data; 

B. Does not use the personal data to recognize or respond to the consumer who is the subject of the 
personal data, or associate the personal data with other personal data about the same consumer; and 

C. Does not sell the personal data to a 3rd party or otherwise voluntarily disclose the personal data to a 
3rd party other than a processor, except as otherwise allowed in this chapter. 

3. Contractual oversight. A controller that discloses de-identified data shall exercise reasonable 
oversight to monitor compliance with contractual commitments to which the de-identified data is subject and 
shall take appropriate steps to address breaches of those contractual commitments. Whether oversight is 
reasonable and whether steps taken to address breaches of contractual commitments are appropriate depends 
in part on whether the disclosed de-identified data would be considered sensitive data if the data were re­
identified. 

§9613. Exemptions 

1. Exempt activities. This chapter may not be construed to restrict a controller's or processor's ability to: 

A. Comply with federal laws or regulations, the laws and rules of the State or local laws and ordinances; 

B. Comply with a civil, criminal or regulatory inquiry, investigation, subpoena or summons by a federal 
or Maine governmental authority, including a governmental authority of a federally recognized Indian 
tribe in the State; 
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C. Cooperate with federal, tribal or Maine law enforcement agencies concerning conduct or activity that 
the controller or processor reasonably and in good faith believes may violate federal laws or regulations, 
the laws and rules of the State or local laws and ordinances; 

D. Investigate, establish, exercise, prepare for or defend legal claims; 

E. Provide a product or service specifically requested by a consumer; 

F. Perform under a contract to which a consumer is a party, including fulfilling the terms of a written 
warranty; 

G. Take steps at the request of a consumer prior to entering into a contract; 

H. Take immediate steps to protect an interest that is essential for the life or physical safety of the consumer 
or another individual and when the processing cannot be manifestly based on another legal basis; 

I. Prevent, detect, protect against, investigate, prosecute those responsible for or respond to security 
incidents, identity theft, fraud, harassment, malicious or deceptive activities or any other type of illegal 
K~~ , 

J. Preserve the integrity or security of systems; ~ 

K. Assist another controller or processor or a 3rd party with an obligation under this chapter; bt 
~h~~~ ~, •

7

., •• "·· ;'•,. ,,, • ·"·· •· ··7cp~i~~:~ / ,, ••••• •·>,,,, •• , '~i#§:fi~~~:f:fti~~~JA;YJ:~h~a~{cictfo11 

aorl' • ••• ••• • 1:IiiffuuhiiivJHh.r -
iiti ttNi~ft,fie1t~ 

1@2'.i~J!4y;t'!JMflifhl€}f}f,jllfififiiiity'io3 
fat"If{iliiflfl#~.1fifr1fFtiJta_@fco.Ws}i~tf~l4i;ii@_ihe;~qqdiu:ffii/i·~fe.f$:ri@k'iJa.@/tJnd 
tfb.i1te'47lilsMklitii:iiilof:11iifilJnsw,r~:iiifrMoila1aaia~ 

2. Internal use. The obligations imposed on a controller or processor under this chapter do not restrict a 
controller's or processor's ability to collect, use or retain personal data for internal use to: 

A. Effectuate a product recall; 

B. Identify and repair technical errors that impair existing or intended functionality; or 

C. Perform internal operations that: 

(1) Are reasonably aligned with the expectations of the consumer or can be reasonably anticipated 
based on the consumer's existing relationship with the controller; or 

(2) Are otherwise compatible with processing data to provide a product or service specifically 
requested by a consumer or performing under a contract to which the consumer is a party. 

3. Evidentiary privilege. The obligations imposed on controllers or processors under this chapter do not 
apply when compliance with this chapter by the controller or processor would violate an evidentiary privilege 
under state law. This chapter may not be construed to prevent a controller or processor from providing 
personal data concerning a consumer to a person covered by an evidentiary privilege under state law as part of 
a privileged communication. 

4. Exceptions to liability. This subsection limits the liability of a controller, processor or 3rd-party 
controller for violations of this chapter by other persons. 

A. A controller or processor that discloses personal data to a processor or a 3rd-party controller in 
compliance with this chapter has not violated this chapter if the processor or 3rd-party controller that 
receives the personal data violates this chapter as long as: 

LD 1822- Sponsor's Proposed Amendment (Rev. 5/29/25) Page 17 of 19 



Representative Kuhn's Proposed Amendment to LD 1822 
Revised for Work Session 5/30/25 - each chan e marked with a * 

(1) At the time the disclosing controller or processor disclosed the personal data. the disclosing 
controller or processor did not have actual knowledge that the receiving processor or 3rd-party 
controller would violate this chapter; and 

(2) At the time the disclosing controller or processor disclosed the personal data. the disclosing 
controller or processor was. and remained. in compliance with its obligations as the discloser of the 
personal data. 

B. A 3rd-party controller or processor that receives personal data from a controller or processor in 
compliance with this chapter is not in violation of this chapter for the independent misconduct of the 
controller or processor from which the 3rd-party controller or processor received the personal data. 

5. Freedom of speech; freedom of the press; personal or household use. This chapter may not be 
construed to: 

A. Impose an obligation on a controller or processor that adversely affects the rights or freedoms of any 
person. including, but not limited to, the rights of any person to freedom of speech or freedom to engage 
in political activity or the right of freedom of the press guaranteed in the United States Constitution. 
Amendment I; or 

B. Apply to an individual's t'c,lleciion bts processing of personal data in the course of the individual's 
purely personal or household activities. 

6. Burden of proof. If a controller ~$ii~bis6r processes personal data pursuant to an exemption in this 
section, the controller bears the burden of demonstrating that the "tolletiidh o~ processing qualifies for the 
exemption and complies with the limitations in subsection 7. 

7. Limitations. Personal data t'ollectedor processed by a controller or processor pursuant to an 
exemption in this section may be tolleciedoft processed only to the extent that the tb!l~cilon iJ~ processing is: 

A. Subject to reasonable administrative. technical and physical measures to protect the confidentiality, 
integrity and accessibility of the personal data and reduce reasonably foreseeable risks of harm to 
consumers relating to the collection, use or retention of personal data; 

B. Reasonably necessary and proportionate to the purposes listed in this section; and 

C. Adequate, relevant and limited to what is necessary in relation to the specific purposes listed in this 
section. 

8~ Pr~~essi~g 'CJTiecdnf!.'andprociissitti personal data pursuant to an exemption. A person that 
tollecti 01\ processes 11~rsonal. data pursuant to an exemption in this section may not be considered a controller 
solely based on that ~91le~d¢~iJt processing of personal data. 

§9614. Enforcement 

1. Violation as unfair trade practice; exclusive Attorney General enforcement. A violation of this 
chapter constitutes an unfair trade practice under the Maine Unfair Trade Practices Act, except that the 
provisions of Title 5, section 213 do not apply to this chapter and except as provided in subsection 2. The 
Attorney General has the exclusive authority to enforce violations of this chapter under the Maine Unfair 
Trade Practices Act. 

2. Discretionary notice and right to cure. Notwithstanding any provision of the Maine Unfair Trade 
Practices Act to the contrary. before initiating any action under subsection 1 for an alleged violation that 
occurs on or before April 1, 2027, if the Attorney General believes that it is possible to cure the alleged 
violation, the Attorney General may issue a notice of violation to the controller or processor that is allegedly 
violating this chapter. If the Attorney General issues a notice of violation to a controller or processor under 
this subsection. the Attorney General may not bring an action to enforce the violation unless the controller or 
processor fails to cure the violation within 60 days ofreceiving the notice of violation. The Attorney General 
shall consider the following factors in deciding whether to issue a notice of violation under this subsection: 
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A. The number of alleged violations: 

B. The size and complexity of the controller or ~rocessor; 

C. The nature and extent of the controller's or processor's ~6ltet:ti6,i oA processing activities; 

D. The likelihood of injmy to the public; 

E. The degree to which the alleged violations affect the safety of persons and property; 

F. Whether the alleged violation was likely caused by a human or technical error; and 

G. The extent to which the controller or processor has previously violated this chapter or similar laws. 

Sec. 2. Report. By February 1, 2027 WllJ:aflnuallyfl{eie7/iie~, the Attorney General shall submit a report to 
the joint standing committee of the Legislature having jurisdiction over judiciary matters regarding the 
implementation and operation of the Maine Revised Statutes, Title 10, chapter 1057. The report must include, 
at a minimum, the following information: 

1. The number of notices the Attorney General has issued under Title 10, section 9614, subsection 2 and 
the nature of the violations alleged in the notices; 

2. The number of persons sent a notice described in subsection 1 that conferred with the Attorney General 
during the notice period described in Title 10, section 9614, subsection 2 in a manner that alleviated the need 
for a civil action under the Maine Unfair Trade Practices Act; 

3. The number of civil actions brought by the Attorney General under the Maine Unfair Trade Practices 
Act to enforce violations of Title 10, chapter 1057; and 

4. Any recommendations the Attorney General has for improving the operation of Title 10, chapter 1057. 

The joint standing committee of the Legislature having jurisdiction over judiciary matters may report out 
legislation related to the report to the 133rd Legislature in 2027. 

Sec. 3. Effective date. This Act takes effect [w.] ~if>.irififgfi 1, 2026. 

SUMMARY 

1{fKi}tri,iriint1~11t:),:;1<fmJ~7i,l;{i~tsurifmritl1{iJty~t}l/-iJ..ierJ.] 
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LU- U.LJ..LJ..LL diagnoses ~i~)@m~i[~t~tf'ef&oi;i':i.1,; sexual orientation; -·· . . a.J; =~ LU, .LU .. LJ..Lil 

• Genetic or "biometric data" ( defined on as certain data citizenshij:> or immigration status • "Genetic"/ "biometric data" (biometric: defined as data ,-.. 
"c~ble of being used" to IQ_~j:>~cifi_c tl?:dividu~L • tf.i!:ru:&t~~.@g]] genetic or "biometric data" to that "can be used" to uniguely iden!!fy an individual} 6, 

• ~-i-li~_fil!t~~~onditt(iiipt;,t;li!&n,2.'.'1~ uniquely ID an individual (''biometric data" defined as • ~ohStitti~ti'h&itii&t.;.·(ti~&tto"ID0 pliy~i§i'.Cor'ii~nw_ 
• Personal data of a person known to be a child (<13) certain data '~1:i~ist to ID a specific individual) [~mf:1~{&~iy~fjIM#tf~~¥¼~~*:tiW:f.&1;;'., •• :-,-~~~~ ~ 
• Precise ~olocation data (within 1 750 feet) • Personal data of a person known to be a child ( <13) • J?ersTonal data ofjq>er~c>n the c?ntroller 1 ;. =~ 
• s··· · al. ·• • ·g, 'dri .··~· i li''' • < • • '•··~·· H.B: ·JD'=,-,, •• , b7 • Precise geolocation data (within 1,750 feet) ~,1iotil~.,khc>:'"f.J,s•itJ11.m.9i,;.(~l8)1 

0 11111~41i ~ • Dara cone~ lli~du~ssbM ~a-, tlroffi ,.,:--ifi~~~~~~~~~~~~~~¾~:T;1;y----... 

• Data concerning individual's status as a crime victim 

❖ Exception (both types of data above): f'· '2-

"Consumer" is defined to exclude an employee, contractor, etc. 
interacting with a controller solely in an employment context 

❖ Controller: person that alone or jointly with others \'· 2-

determines purpose and means of processing personal data 
.. n:c-:=:·~~ 

••• Processor: person that processes (\NU~~}:s~ uses, stores, 
discloses, analyzes, modifies or deletes) personal data for a f•3 
controller 
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• 
• Data concernin Fi~@.t#.e~~ status as a crime victim 

❖ Exception (both types of data above): f· ,-~ ❖ Exception (both types of data above): . f>, 2.. 

"Consumer" is defined to exclude an employee, contractor, etc. 
interacting with a controller solely in an employment context 

"Consumer" is defined to exclude an employee, contractor, etc. 
interacting with a controller solely in an employment context 

❖ Controller: person that alone or jointly with others p, 2... ❖ Controller: person that alone or jointly with others 
determines purpose and means of processing personal data determines purpose and means of processing personal data 

❖ Processor: person that processes ~jJi~ uses, stores, 
discloses, analyzes, modifies or deletes) personal data for a 
controller 

❖ Processor: person that processes (uses, stores, discloses, 
0,0 analyzes, modifies or deletes) personal data for a controller 
I p,'i 
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❖ A consumer (or parent if child <13, guardian or conservator) 
has a right, upon making an authenticated request, to: 

• Confirm whether controller processes personal data 
• Access own personal data processed by controller 
• Correct inaccuracies in own personal data 
• Delete personal data about the consumer 
• Obtain a portable copy of own personal data from a 

controller; and, if technically feasible, in a way that can 
be transmitted to another controller 

Exceptions: 
• Controller need not disclose: (a) info. that would reveal 

a trade secret; (b) de-identified data or data controller is 
not reasonably capable of associating w / the consumer; 
{ c) data it does not use to reco e the consumer; or 

lti,liflt~ ~3·;,l;;, . ~ijfli~~iq 
• If the controller does not sell the personal data or 

voluntarily disclose the data to anyone other than a 
processer, it need not respond to a consumer request 

• If controller did not itself collect the data the consumer 
requests be deleted, it may retain the minimum data 
necessary to ensure data remains deleted in its system 
and not use it for any other purpose 

❖ Request/ appeal process: S'1~C'-\ (3~) 'l 
• Each consumer may make one free request per year f· 

except controller may charge a reasonable fee or decline 
manifestly unfounded, excessive or repetitive requests 

• Controller need not fulfill unauthenticated request, but 
must notify consumer of the unauthenticated request 

• Controller must respond without undue delay and 
within 45 days of request (may extend once for 45 days) 

• If declines a request, must do so within 45 days, giving a 
justification and info. on how to appeal the decision 

Prepared by Office of Policy and Legal Analysis (I.Stocco) {for Work Session May 14, 2025) 

❖ A consumer ( or parent if child <13, guardian or conservator) 
has a right, upon making an authenticated request, to: 

• Confirm whether controller processes personal data 
• Access own personal data processed by controller 
• Correct inaccuracies in own personal data 
• Delete personal data about the consumer 
• Obtain a portable copy of own personal data from a 

controller; and, if technically feasible, in a way that can 
be transmitted to another controller 

Exceptions: 
• Controller need not disclose: (a) info. that would reveal 

a trade secret; (6) de-identified data or data controller is 
not reasonably capable of associating w / the consumer; 
c data it does not use to reco~e the consumer; or 

.. _~i15tif~~t·j~!f ,~-1~w.~~~m12 

• If the controller does not sell the personal data or 
voluntarily disclose the data to anyone other than a 
processer, it need not respond to a consumer request 

• If controller did not itself collect the data the consumer 
requests be deleted, it may retain the minimum data 
necessary to ensure data remains deleted in its system 
and not use it for any other p~ose ~ff!btl'"J""'.7 
~f§Jis~~fitB't~'.fil2¢hw[il#)f;p~~i.~~, 

❖ Request / appeal process: 3' '11.iicLJ (3-4) f-S'4 
• Each consumer may make one free request per year 

except controller may charge a reasonable fee or decline 
manifestly unfounded, excessive or repetitive requests 

• Controll_er need not fulfill unauthenticated request, but 
must notify consumer of the unauthenticated request 

• Controller must respond without undue delay and 
within 45 days of request (may extend once for 45 days) 

• If declines a request, must do so within 45 days, giving a 
justification and info. on how to appeal the decision 

❖ A consumer ( or parent if child <13, guardian or conservator) 
has a right, upon making an authenticated request, to: 

• Confirm whether controller rocesses ersonal data @ ~~ 
• Access own personal dat processed y controller io i~ 

'ICc> l-a~" 
• Correct inaccuracies in own personal data 
• Delete ersonal data about the consumer -

• . ~- !lie:•¢ -~ obtain a 
portable copy of own personal data from a controller; 
if technically feasible, in a way that can be transmitted 
to another controller 

• llt¥11~: 
Exceptions: 
• Controller need not disclose: (a) info. that would reveal 

a trade secret; (6) de-identified data or data controller is 
not reasonably capable of associating w/the consumer; 
or ( c) data it does not use to recognize the consumer 

• If the controller does not sell the personal data or 
voluntarily disclose the data to anyone other than a 
processer, it need not respond to a consumer request 

• If controller did not itself collect the data the consumer 
requests be deleted, it may retain the minimum data 
necessary to en~ure data remains deleted in its system 
and not use it for an other ose 

❖ Request / appeal process: 311.,.,c'"\(i,{_5-&) f, 101( 

• Each consumer may make one free request per year 
except controller may charge a reasonable fee or decline 
a manifestly unfounded, excessivelrt~~~hl!fwl~~~lbl~ 
or repetitive requests 

• Controller need not fulfill unauthenticated request, but 
must notify consumer of the unauthenticated request 

• Controller must respond without undue delay and 
within 45 days of request (may extend once for 45 days) 

• If declines a request, must do so within 45 days, giving a 
'ustification and info. on how to a eal the decision 

Page 2 ofl2 



Detailed comparison of Comprehensive Data Privacy Proposals - LD 1088 (Henderson), LD 1224 (Roberts) and LD 1822 (Kuhn) 

'-"i,'c:•''0','LC:;c-:;:•;:-,,.:,.<•; j 

• Appeal: Consumer may appeal controller's inaction or 
denial within a reasonable time and decision in response 
to appeal (with_ reasoning) is required within 60 days 

• If appeal is denied, must provide online mechanism (if 
an for consumer to submit a com laint to the AG 

❖ Controller must provide accessible, clear privacy notice in 
plain language understandable by reasonable consumer stating: 

• Categories of personal data processed (remember, 
process includes collection) by controller 

• Purpose for processing personal data 
• How consumers may exercise their consumer rights 
• Categories of personal data shared with 3rd parties 
• Categories of 3rd parties personal data is shared with 
• Controller's contact information (active e-mail or other) 

"Targeted advertising" means displaying an advertisement to a 
consumer when the advertisement is selected based on personal 
data obtained or inferred from that consumer's activities over 
time and across nonaffiliated ffilWfryj~~aj..§1~ websites or 
online applications to predict that consumer's preferences or 
interests. "Targeted advertising" does not include: 

A. Advertisements based on activities within a controller's own 
p}'ipli.clv.·~fG~$~).1?1~ websites or online applications; 

B. Advertisements based on the context of a consumer's 
current search query, visit to a pµ9Jig.yf ic£€,~~~ website or 
online application; 

C. Advertisements directed to a consumer in response to the 
consumer's request for-information or feedback; or 

D. Processing personal data solely to measure or report 
advertising frequency, performance or reach. 
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• Appeal: Consumer may appeal controller's inaction or 
denial within a reasonable time and decision in response 
to appeal (with reasoning) is required within 60 days 

• If appeal is denied, must provide online mechanism (if 
an for consumer to submit a com laint to the AG 

❖ Controller must provide accessible, clear privacy notice in 
plain language understandable by reasonable consumer stating: 

• Categories of personal data processed (remember, 
process includes collection) by controller 

• Purpose for processing personal data 
• How consumers may exercise their consumer rights 
• Categories of personal data shared with 3rd parties 
• Categories of 3rd parties personal data is shared with 
• Controller's contact information (active e-mail or other) 

"Targeted advertising" means displaying an advertisement to a 
consumer when the advertisement is selected based on personal 
data obtained or inferred from that consumer's activities over 
time and across nonaffiliated [u:IilicJy)~c~llibl] websites or 
online applications to predict tliat consumer's preferences or 
interests. "Targeted advertising" does not include: 

A. Advertisements based on activities within a controller's own 
~y,blicly'~~~~~ibl~ websites or online applications; 

B. Advertisements based on the context of a consumer's 
current search query, visit to a pµ,bliclyj.t~ess_jb~~ website or 
online application; 

C. Advertisements directed to a consumer in response to the 
consumer's request for information or feedback; or 

D. Processing personal data solely to measure or report 
advertising frequency, performance or reach. 

• Appeal: Consumer may appeal controller's inaction 
within a reasonable time and decision in response to 
appeal (with reasoning) is required within 60 days 

• If appeal is denied, must provide online mechanism (if 
an for consumer to submit a ·com laint to the AG 

❖ Controller must provide accessible, clear privacy notice in 
plain language understandable by reasonable consumer stating: 

• Categories o{g~s~?~:d~~a, ~~~~Jf~3W~f#, ,<;'\ ~ 
processed @~f~J:~Mt:i~~~,~~~ by controller ~ ;~;o 

: i~~iil~~[~,lr~' l .~ 
• How consumers may exercise their consumer rights 
• Categories of personal data, ~H~dili~]¥ft{~fflt~~t#, 

shared with 3rd parties 

• C••::7::taiik~P-
• Controller's contact information active e-mail or other 

"Targeted advertising": 

A. Means disela~g advertisements to a consumer ~ft>K~ 
~c¥id~ti)i.5.'~ffby);HJtilfili~,iclegci#eJl when the advertisement 
is selected based on personal data obtained or inferred from the 
consumer's activities over time and across nonaffiliated websites 
or online applications µ;it~e.®a.ffiliit~~al:wii:li -~a¢p;J~tti~ in 
order to predict the consumer's preferences or interests; and 

B. Does not include: 
(1) Advertisements based on the context of a consumer's 
current search query or visit to a website or online 
application; 
(2) Advertisements based on a consumer's activities within a 
controller's own websites or online applications; 
(3) Advertisements directed to a consumer in response to 
the consumer's request for information or feedback; or 
4 rocessin ersonal data solely to measure or report 

fre uen , erformance or reach. L, 
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:tiji1i![sJlnt~~~,i~%.l:iiit1;I};mt:}:l, 
• M lim' 11 • f 1 d h • §'lldOloU) ••• ust 1t co ection o persona ata to w at 1s p. 10 

"adequate, relevant and reasonably necessary'' to the processing 
purpose disclosed to the consumer (in the privacy notice) 

•r=-'=c>'<·=,""''· :;~~~f~~%:~1~~{14 

❖ Prohibited activities (regardless of consent) 
• Process personal data of a minor known ( or willfully 

disregarded) to be 13-15 for targeted advertising 
• Process data of a known child <13 years old in violation 

of federal COPPA law/regulation requirements 

❖ Activities permitted only with consent (opt-in) 
• Process personal data for purpose "neither reasonably 

for, nor com atible with" a disclosed gurpose 
0;,, Wi?.tr§~~tj 

• 

• Sell personal data of a minor known ( or willfully 
disregarded) to be age 13-15 

Exceptions: "sale" defined to exclude sharing 
personal data with (a) processor; (b) 3rd ·party for 
purpose of providing requested product or service; 
(c) affiliate; (d) 3rd party consumer intentionally 
wants controller to interact with; or ( d) successor in 
interest after mer er, bankru t , other transaction. 

❖ Activities permitted unless consumer objects ( opt-out) 
Processing personal data (of person not known to be <16) 
• For targeted advertising 
• For sale (see exceptions to "sale" above) 
• For profiling in furtherance of automated decisions 

producing legal or similarly significant effects 

❖ Must limit collection of personal data to what is §q&t,~l(i) 
"adequate, relevant and reasonably necessary'' to the proce·ssing 
purpose disclosed to the consumer (in the privacy notice) 

❖ Prohibited activities (regardless of consent) 
• Process personal data of a minor known ( or willfully 

disregarded) to be 13-15 for targeted advertising 
• Process data of a known child <13 years old in violation 

of federal COPP A law/ regulation requirements 

❖ Activities permitted only with consent (opt-in) 
• Process personal data for purpose "neither reasonably 

necessary for, nor compatible with" a disclosed purpose 

• Process sensitive data for any purpose 

• Sell personal data of a minor known ( or willfully 
disregarded) to be age 13-15 

Exceptions: "sale" defined to exclude sharing 
personal data with (a) processor; (b) 3rd party for 
purpose of providing requested product or service; 
(c) affiliate; (d) 3rd party consumer intentionally 
wants controller to interact with; or ( d) successor in 
interest after mer er, bankru t , other transaction. 

❖ Activities permitted unless consumer objects ( opt-out) 
Processing personal data (of person not known to be <16) 
• For targeted advertising 
• For sale (see exceptions to "sale" above) 
• For profiling in furtherance of automated decisions 

producing legal or similarly significant effects 

Prepared by Office of Policy and Legal Analysis (J.Stocco)e""rrec~for Work Session May 23, 2025) 

1' '82,2. ✓rn,hib~ C-1[.!nV1t'\f.5._ 

• 

• 

❖ Activities permitted only with consent ( opt-in) 
• Process personal data for purpose "neither reasonably 

necessary for, nor compatible with" a disclosed purpose 

• Retain personal data past the time "when it is no 
longer necessary for the purpose for which the data was 
processed" 

❖ Activities ermitted unless consumer objects ( o:et-out} 
Processing\ ersonal data ( of person ~Jj_~jlm~fg}fil~l%g§) 
• For targeted advertising 
• For sale (same exceptions to ''sale" as in W 1088 & 1224) 
• For profiling in furtherance of automated decisions 

roducin le or similarl s· cant effects 
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❖ Opt-In "consent'' mechanism/ requirements: ❖ Opt-In "consent'' mechanism/ requirements: 
• Opt-in consent may be provided by (a) consumer or (b) • Opt-in consent may be provided by (a) consumer or (b) 

parent or legal guardian of minor consumer <13 years parent or legal guardian of minor consumer <13 years 
old (in accordance with federal COPPA law) p, ~ old (in accordance with federal COPPA law) I'·+ 

• Clear,3f§rtnati~ act unam~iguyusly_ signaling consent • Clear, affirmative act unambiguously signaling consent 

• [~~i~~=~l~~t~I~~t&~;i~f~;:J~i 
• May not be based on: (a) Accepting a terms of use 

agreement ( containing info. unrelated to consenting); 
(b) hovering over, muting, pausing or closing content; 
or (c) use of dark pattern to obtain agreement 

• Mechanism to revoke consent must be at least as 
easy as mechanism to provide consent and ·controller 
must cease rocessin within 15 da s of revocation 

❖ Opt-out notice: Controller must clearly and conspicuously 
disclose on website the following & the method for opting out: 

• That it sells personal data to 3rd parties 
• That it processes personal data for targeted advertising 

-§ '1 iPO(p('t) f, 12.. 
❖ Opt-Out mechanism / requirements: 

• Consumer ( or parent if child <13 or a guardian or 
conservator) or designated agent may exercise opt-out 
rights (e.g., via browser or global device setting) 

• Must be M~e. an~relia):>!e, ~d-mar,1.;?t feq~~ new 

iillliim.J&~ 
• By Dec. 1, 2027 - Universal Opt-Out: must allow 

consumer to use an opt-out signal sent by a platform, 
technology or other mechanism used by the consumer 
that is consumer friendly; does not unfairly 
disadvantage another controller; does not use a default 
setting; is consistent with other opt-out mechanisms 
required by federal or state law; and allows controller to 
reasonably determine the consumer is a Maine resident 
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• 

• 

May not be based on: (a) Accepting a terms of use 
agreement ( containing info. unrelated to consenting); 
(b) hovering over, muting, pausing or closing content; 
or ( c) use of dark pattern to obtain agreement 
Mechanism to revoke consent must be at least as 
easy as mechanism to provide consent and controller 
must cease processing within 15 days of revocation 

❖ Opt-out notice: Controller must clearly and conspicuously 
disclose on website the following & the method for opting ou1=: 

• That it sells personal data to 3rd parties 
• That it processes personal data for targeted advertising 

~•)'&owl?-) f' i I 
❖ Opt-Out mechanism / requirements: • 

• Consumer (or parent if child <13, or a gi.iardian or 

J;~ ' ~~¥~-fui~t~#~~~~y~◊j~~!:~::g!~~ 
exercise opt-out rights (e.g., via browser setting or 
global device setting) 

• Must be secure and reliable and may not require new 
account. 

• By Dec.1, 2027- Universal Opt-Out: must allow 
consumer to use an opt-out signal sent by a platform, 
technology or other mechanism used by the consumer 
that is consumer friendly; does not unfairly 
disadvantage another controller; does not use a default 
setting; is consistent with other opt-out mechanisms 
required by federal or state law; and allows controller to 
reasonably determine the consumer is a Maine resident 

❖ Opt-In "consent'' mechanism/ requirements: 
• Opt-in consent may be provided by (a) consumer or (b) 

parent or legal guardian of minor consumer <13 years 
old (in accordance with federal COPPA law) p1 'o 

• Clear, affirmative act unamb~ously signaling consent 
t~personal data f<;#(it]1ti:ti~~'p.jgp,§s~ 

-$ ,~-i ~~ -~'7("\ ci 0-c<:. • 
11 co1\ect '' 

-• May not be based on: (a) Accepting a terms of use 
agreement (containing info. unrelated to consenting); 
(b) hovering over, muting, pausing or closing content; 
or (c) use of dark pattern to obtain agreement 

• Mechanism to revoke consent must be at least as 
easy as mechanism to provide cons~nt and controller 
must cease processing within ~~j of revocation 

❖ Opt-out notice: Controller must clearly and conspicuously 
disclose on website the following & the method for opting out: 

• That it sells personal data to 3,d parties ~~ l::o :dS, 

• A __ ~-~- i~€§e3B_.:_r~_.?.11al' • __ ,_da, ,_._ -~.-~-·.·.£ .•. ?._=,·.!ar,g,· _e __ t __ .. ~~~ladv~sin~,...\ 0 I?~ • f!!la,t itlrs>'cej&esJ~.~s8Aarja§SJorJ?1~@1ig :,'111cs'-'>; { • 1 i 
❖ Opt-Out mechanism / requirements: 

• Consumer ( or parent if child <13 or a guardian or 
§"l(,,,cl conservator) or designated agent may exercise opt-out 

p.,1-12. rights (e.g., via browser or global device setting) 
• Must be secure and reliable and may not require new 

account. ; '1 lvo8 l lo) 

• ~Y;J:ill.L~ - Universal Opt-Out: must allow f· '4 

consumer to use an opt-out signal sent by a platform, 
technology or other mechanism used by the consumer 
~~!l~~nsumer friendly and w·>?iih:i?dn:c1,et.'sf~g 
~@.ag$ does not unfairly disadvantage another 
controller; does not use a default setting; is consistent 
with other opt-out mechanisms required by federal or 
state law; and allows controller to reasonably determine 

~~~g¥,~~~~~}ri~~~~~.s~*a:~§Jf,![~~~;~~6*~ 
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❖ Controller may not discriminate against consumer for ❖ Controller may not discriminate against consumer for 
exercising a right under this law, including by: exercising a right under this law, including by: 

• Denying or charging different prices for goods/ services • Denying or charging different prices for goods/ services 
• Providing different level or quality of goods or services • Providing different level or quality of goods or services 

Exceptions: 
• Need not offer product or service without having 

required personal data 
• May offer different price, quality or selection of goods 

or services via a voluntary consumer loyalty program 

❖ Controller ma;,1;~!;!;:" 3 "I &O (;,l3)(p_::,) fll 
• Process (~gll,?§, use, disclose, ?-f1alyze, delete) personal 

data in manner that violates state and federal laws 
prohibiting unlawful discrimination against consumers 

❖ Person may not use geofence (1,750 foot virtual perimeter) 
around health care facility for purpose of identifying, tracking, 
collecting data from or se~di::~??~ce~, 1:.eg;arc.Jtn~, c?.1;sum;r 
health data to a consumer ~}1'.qi¢t:\l~rs~,1:1:i:W~::ffi;:~~i~zj 

Exception: ~)Ivor i <.:, 

• Facili o erator's eofence ex: to check in atients 
❖ Controller must establish and implement reasonable data 
security practices to protect confidentiality, accessibility and 
integrity of data appropriate to the volume and nature of data 

❖ Controller must establish and implement a data retention 
schedule requiring deletion or de-identification when retention 
of the data is "no longer reasonably necessary and relevant'' to 
disclosed purposes for processing data-unless controller is 
re uired to retain the ersonal data lon er b law 

§ q (tO (.o (';t..)()c') f< \0 
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Exceptions: 
• Need not offer product or service without having 

required personal data 
• May offer different price, quality or selection of goods 

or services via a voluntary consumer loyalty program 

❖ Controller mail:;~:~1l . • ~q1;()&;(3)C:6)'f,IO 
• Process (toll¢c.G, use, disclose, analyze, delete) personal 

data in manner that violates state and federal laws 
prohibiting unlawful discrimination against consumers 

❖ Controller must establish and implement reasonable data 
security practices to protect confidentiality, accessibility and 
integrity of data appropriate to the volume and nature of data 

!ci wo bC 2.XA) p, 4 

❖ Controller may not discriminate against consumer for 
exercising a right under this law, including by: 

• Denying or charging different prices for goods/services 
• Providing different level or quality of goods or services 

Exceptions: 
• Need not offer product or service without having 

required personal data 
• May offer different price, quality or selection of goods 

~~~$~~i~t~~•m:ii~~-~i~i; 
❖ Controller may not: §ei1.tos (1;(l).1{f) r .. l'l-

• ~use, disclose, analyze, delete) personal data in 
manner that violates state and federal laws prohibiting 

. i~~-%;~11~¥~s.~,i~i~:~;-::·,uh112r 
s 

"! 

~it~ f~.--·~ 
❖ Person may not use geofence (1,750 foot virtual perimeter) 
around health care facility for purpose of identifying, tracking, 
collecting data from or sending notices regarding consumer 
health data a consumer 

Exception: 
• Facili o erator's eofence ex: to check in atients 

❖ Controller must establish and implement reasonable data 
security practices to protect confidentiality, accessibility and 
integrity of data appropriate to the volume and nature of data 

❖ Controller must establish and im lement a data retention 
schedule re uirin Ue~ftu:choif'a':z' of data 

iliiil~~1ii;~,~ ~j.;;i;;l!] tim, 

or controller is re uired to retain the ersonal data lon er b law 
§ 9lt>O'H2-)(e) f· 1:2---13 
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❖ Controller must conduct and document data protection 
assessment(s) weighing direct and indirect benefits to 
controller, consumer and public of processing the data against 
the risks to consumers of processing the data, as mitigated by 
safeguards employable by the controller 

What activities must be assessed? All activities presenting a 
heightened risk to consumers that are created or initiated after 
July 1, 2026, including: 

• Processing of sensitive data 
• Processing personal data for targeted advertising 
• Sale of personal data 
• Processing of personal data for profiling that presents a 

reasonably foreseeable risk of unfair treatment of 
consumers, of physical, reputational or financial injury 
to consumers, offensive intrusion on consumer's 
private affairs; or other "substantial injury'' 

Copy to AG: Must provide copy of assessment to AG on 
request (if relevant to an investigation). 

• Assessment is confidential (for FOAA purposes) 
• Disclosure to AG as required by law doesn't waive 

attorney-client or work-product privileges 

❖ Processor must 
• Assist controller with meeting obligations of this law 
• Assist controller with responding to consumer requests 
• Notify controller of any security breach in processor's 

system (when notice to consumer of a security breach is 
required by current Maine law: Title 10, chapter 210-B) 

• Provide necessary informa!ion to enable controller to 
conduct data protection assessments 

• Act only under contract with controller requiring it to: 
o Ensure each person processing personal data is 

sub"ect to a du of confidentiali 

Prepared by Office of Policy and Legal Analysis (I.Stocco) (for Work Session May 14, 2025) 

❖ Controller must conduct and document data protection 
assessment(s) weighing direct and indirect benefits to 
controller, consumer and public of processing the data against 
the risks to consumers of processing the data, as mitigated by 
safeguards employable by the controller 

What activities must be assessed? All activities presenting a 
heightened risk to consumers that are created or initiated after 
July 1, 2026, including: 

• Processing of sensitive data 
• Processing personal data for targeted advertising 
• Sale of personal data 
• Processing of personal data for profiling that presents a 

reasonably foreseeable risk of unfair treatment of 
consumers, of physical, reputational or financial injury 
to consumers, offensive intrusion on consumer's 
private affairs; or other "substantial injury'' 

Copy to AG: MU;st provide copy of assessment to AG on 
request (if relevant to an investigation). 

• Assessment is confidential (for FOAA purposes) 
• Disclosure to AG as required by law doesn't waive 

attorney-client or work-product privileges 

❖ Processor must: 3,qtt,o:i-, f· 1\- It--
• Assist controller with meeting obligations of this law 
• Assist controller with responding to consumer requests 
• Notify controller of any security breach in processor's 

system (when notice to consumer of a security breach is 
required by current Maine law: Title 10, chapter 210-B) 

• Provide necessary information to enable controller to 
conduct data protection assessments 

• Act only under contract with controller requiring it to: 
o Ensure each person processing personal data is 

sub"ect to a du of confidentiali 

❖ Controller must conduct and document data protection 
assessment(s) weighing direct and indirect benefits to 
controller, consumer and public of processing the data against 
the risks to consumers of processing the dat~~~ ~~~:,d,.~J:,. 

~~~=~liLLJ:~l:i:~:iifr::;;z~~l\~!rQ, 
What activities must be .assessed? All activities· Eresenting a 
h • htened risk to consumers~~cllii <e~ffi\i~g6~ that is 
u~, wI~9S~ after July 1, do26·:r;;a:~g.~-~,"t·@ 

• ~s§g))f sensitive data .5fU'S«:r's 

• ~essingpersonal data for targeted advertising -
• Sale of personal data r=:...®f'X2.v'i~ +ti ,rc\vo.e ~d.l :\\~" 

• Processing of personal data for profiling that presents a 
reasonably foreseeable risk of unfair treatment of 
consumers, of physical, reputational or financial injury 
to consumers, offensive intrusion on consumer's 
private affairs; or other "substantial injury'' 

l~~~-t~:~lk7~tr 
Copy to AG: Must provide copy of assessment to AG on 
request (if relevant to an investigation). 

: . ~~~it~;Ji~~::~:~:~;~~!;!~ttl~~ 
• Disclosure to AG as required by law doesn't waive 

attorne -client or work- reduct rivile es 
❖ Processor must f qW] p,1s--}(t:J 

• Assist controller with meeting obligations of this law 
• Assist controller with responding to consumer requests 
• Notify controller of any security breach in processor's 

system (when notice to consumer of a security breach is 
required by current Maine law: Title 10, chapter 210-B) 

• Provide necessary information to enable controller to 
conduct data protection assessments 

• Act only under contract with controller requiring it to: 
o Ensure each person processing personal data is 

sub·ect to a du of confidentiali 
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Detailed comparison of Comprehensive Data Privacy Proposals - LD 1088 (Henderson), LD 1224 (Roberts) and LD 1822 (Kuhn) 

0 

0 

0 

0 

Delete or return personal data at end of processing 
activity, unless retention required by law 
Give controller requested information to 
demonstrate processor's compliance with law 
Cooperate with controller assessments or share 
independent assessments of its own services 
Require all subcontractors (if any) to comply with 
processor's obligations related to personal data via 
written contract 

❖ Processor may not: §il ldA-(..1-\') r I 't 
• Process personal data beyond directions in contract 

with controller (otherwise, it assumes all responsibilities 
and liabilities of a controller under LD 1088) 

n/a 

ossession of de-identified data must 

f ~: "'"~~+'" :;i~f ~i~~i•~rrt~ 
Contractually obligate recipients of the de-identified • 
data to comply with this law & exercise reasonable 
oversi ht, includin ta.kin ste s to address violations 

n/a 

Prepared by Office of Policy and Legal Analysis (I.Stocco) (for Work Session May 14, 2025) 

.;.tf P: g,~~'.<~?k$tt~);.\¼t~{~;;: ~\'.;,:~~~;,;~:i;:~>L,:{~:;~:tF·:~~;i;;.j; ~; ;:.:"~;.:;:::.~: .. ;:;;:·.';••• 
o Delete or return personal data at end of processing 

activity, unless retention required by law 
o Give controller requested information to 

demonstrate processor's compliance with law 
o Cooperate with controller assessments or share 

independent assessments of its own services 
o Require all subcontractors (if any) to comply with 

processor's obligations related to personal data via 
written contract 

❖ Processor may not . .§'i(oO'Tl.Lf) f'· l'l--

• Process personal data beyond directions in contract 
with controller ( otherwise, it assumes all responsibilities 
and liabilities of a controller under LD 1224) 

n/a 

❖ Cont:rgller ~-P_<?.ssession of d~-identified data ll_1.~st: 

: ~';:··~Sl~;· c · . ~ -.. ,,;;;c•t~ emppng~ ·--~ ;Ide;;~ 
• Contractually obligate recipients of the de-identified 

§"ll.c'i l1) data to comply with this law & exercise reasonable 
?,13-ltf overs' ht, includin takin ste s to address violations 

n/a 

o Delete or return personal data at end of processing 
activity, unless retention required by law 

o Give controller requested information to 
demonstrate processor's compliance with law 

0 Cooperate with controller assessments or F~a~ 

O i~!\iii~i':~~~~ff= 
to comply with processor's obligations related to 

ersonal data via written contract 

: *¥~;:o~m~Jt1,1t 
❖ Processor may not ~ /oertc.J..t) p. l"'-1 

• Process personal data beyond directions in contract 
with controller ( otherwise, it assumes all responsibilities 
and liabilities of a controller under 1822 

~""'-L-...,-;:;:;-;-,,..-,.--;;;;;-i 

❖ Controller in possession of de-identified data must: 
• Contractually obligate recipients of the de-identified 

data to comply with this law & exercise reasonable 
§%12. . . . . . . 

o ons 
f' ,l 'i -c::;a:J 

~-~ 
,.o;::..~ 
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Detailed comparison of Comprehensive Data Privacy Proposals - LD 1088 (Henderson), LD 1224 {Roberts) and LD 1822 (Kuhn) 

n'Sµi~!l,l}t;,i;\tT From July 1, 2026, to December 31, 2027: From July 1, 2026, to December 31, 2027: 

11111ii{i\t + L:w ~~:d?J:::.;.::!•:, target Maine residents & ♦ L:" ~:1:d:1:~~:::.;,:::n':":, target Maine residents & 

f.jfb):,,~:~~-~};.\r:K • Last calendar year controlled/processed personal data: • Last calendar year, controlled/processed personal data: 

{['{~~:ii{~f):fi~ o Of ~100,000 Maine residents (except solely for o ~~;~e~~~~~;::;::::~~e:~e~: solely for 

)1~ f~~9t~ttiz: 
........... - . . ._,:.'·;-·:~- -

)~;};)'.:1f /:-~:;;if:~5 f\;\::f;f ::~ 

❖ Law only applies t~ persons that: 
• Conduct business in Maine or target Maine residents & 
• Last calendar year, controlled/processed personal data: 

o Of 2:50,000 Maine residents (except solely for 
purposes of payment transactions) Q! 

o Of 2:25,000 Maine residents and derived > 25% 
of oss revenue from the sale of ersonal data 

❖ Law not applicable to (types of entities): 
• State or its political subdivisions or boards or agencies; 
• Federally recognized Indian tribes in the State; 
• National securities associations registered under the 

federal Securities Exchange Act of 193'!.J ex: FINRA) 

• ■i1i&l:llj 
• A "licensee" under Maine's insurance laws - to the 

extent it is complying with any applicable data security 
and privacy requirements in Maine insurance law 

o Of :?::25,000 Maine residents and derived >25% 
of oss revenue from the sale of ersonal data 

Beginning January 1, 2028: 

❖ Law only applies to persons that: 
• Conduct busin~ss in Maine or target Maine residents & 
• Last calendar year, controlled/processed personal data: 

o Of 2:50,000 Maine residents ( except solely for 
purposes of payment transactions) or 

o Of 2:25,000 Maine residents and derived > 25% 
of oss revenue from the sale of ersonal data 

❖ Law not applicable to (types of entities): 
• State or its political subdivisions or boards or agencies; 
• Federally recognized Indian tribes in the State; 
• National securities associations registered under the 

fe!!._1:!~ Securities Exch~g~ Act of 193_±_~!: F~)__ 

• liilff ~A~~;!~=~ffl=l 
• A "licensee" under Maine's insurance laws - to the 

extent it is complying with any applicable data security 
and privaCLreguirements in Maine insurance law_, 

• .. \iiiM;tlrlrltir '~¾. 

❖ Law not applicable to (types of data): §'l W~L\) p-1r1- ❖ Law not applicable to (types of data): §0,loD~ (4) p,5"-
• Data regulated by GLBA if it is collected, processed, • Data regulated by GLBA if it is collected, processed, 

sold or disclosed in accordance with the GLBA sold or disclosed in accordance with the GLBA 

Prepared by Office of Policy and Legal Analysis (I.Stocco) (for Work Session May 14, 2025) 

Beginning July 1, 2026: 

❖ Law only applies to persons that: 
• Conduct business in Maine or target Maine residents & 
• Last calendar }'.ear, controlled/processed personal data: 

o Of ~~Ji® Maine residents ( except solely for 
purposes of payment transactions) or 

Wi¾.~-,,-_..,,-.,.c;l t'·...,·:;,.'c.<' j 

o Of 2:il\PJlQQ Maine residents and derived >[29o/~ 
of gross revenue from the sale of personal data 

❖ Law not applicable to (types of entities): 
• State or its political subdivisions or boards or agencies; 
• Federally reco~ed Indian tribes in the State; 

• ~,:-~.~B.'6tifilPtil.,ijoP. ·.tlf_;_-_;·co•.:;.P£f_,_ .. :_JPg.) i.'.·e:F .• _t.-.I ··•·;:•~]J(cl~]}l!)it6Ji'@a;:It~m 
• ~~ u _ Ill -~ ~114 
• National securities associations registered under the 

federal Securities Exchange Act of 1934 (ex: FINRA); 

: lflllllllli 
• A "licensee" under Maine's insurance laws - to the 

extent it is complying with any applicable data security 

· iiir~~~i~ie~g;u;.~ 
❖ Law not applicable to (types of data): §'q1pol--j(2--) f, 1-'t> 

• Data regulated by GLBA if it is collected, processed, 
sold or disclosed in accordance with the GLBA 
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Detailed comparison of Comprehensive Data Privacy Proposals - LD 1088 (Henderson), LD 1224 (Roberts) and LD 1822 (Kuhn) 

• HIP AA: (a) "protected health information" (b) info. de­
identified in accordance with HIP AA; and ( c) info. for 
public health activities as authorized by HIP AA 

• Patient-identifying info. related to substance-use 
disorder treatment (under 42 USC §290dd-2) 

• Identifiable information collected as part of human 
subject research conducted under certain federal laws or 
international guidelines 

• Information intermingled with certain health info. listed 
above held by HIP AA-regulated entities and protected 
in accordance with HIP AA or 42 USC §290dd-2 

• Info. created for purposes of or info. regulated by: 
o Health Care Quality Improvement Act of 1986 
o Family Educational Rights and Privacy Act of 1974 
o Airline Deregulation Act of 1978 

• Info. created, collected, processed, sold or disclosed in 
compliance with the following federal laws: 
o Fair Credit Reporting Act 
o Driver's Privacy Protection Act of 1994 
o Farm Credit Act of 1971 

• Information of those applying to or employed by a 
controller, processor or third party to administer 
benefits to these employees and their relatives 

❖ Controller / Processor activities not affected by LD 1088: 
• Complying with federal or Maine laws or rules 
• Complying with investigations, subpoenas or 

summonses by federal, Maine or tribal authorities 

• Cooperating with federal, Maine or tribal law 
enforcement concerning conduct the entity believes in 
good faith may violate federal or Maine laws or rules 

• Investigating, exercising or defending legal claims 
• Providing product or service requested by consumer, 

including performing contracted services (ex: warranty) 
• Taking requested steps prior to entering a contract 
• Taking immediate steps to protect life or physical safety 

of a consumer or other individual 

Prepared by Office of Policy and Legal Analysis (J.Stocco) (for Work Session May 14, 2025) 

• HIP AA: (a) "protected health information"(b) info. de­
identified in accordance with HIP AA; and ( c) info. for 
public health activities as authorized by HIP AA 

• Patient-identifying info. related to substance-use 
disorder treatment (under 42 USC §290dd-2) 

• Identifiable information collected as part of human 
subject research conducted under certain federal laws or 
international guidelines 

• Information intermingled with certain health info. listed 
above held by HIP AA-regulated entities and protected 
in accordance with HIP AA or 42 USC §290dd-2 

• g)1&tt.f?~gfWtamiitB1:~a¥llii~1t$~~:tlit'.s~~if?it~~ 
Info. created for purposes of or regulated by: 
o Health Care Quality Improvement Act of 1986 
o Family Educational Rights and Privacy Act of 1974 
o Airline Deregulation Act of 1978 

• Info. created, collected, processed, sold or disclosed in 
compliance with the following federal laws: 
o Fair Credit Reporting Act 
o Driver's Privacy Protection Act of 1994 
o Farm Credit Act of 1971 

• Information of those applying to or employed by a 
controller, processor or third party to administer 
benefits to these em lo ees and their relatives 

❖ Controller / Processor activities not affected by LD 1224: 
• Complying with federal, ~Y};~ta.'t~ or local laws 

• Complying with investi~~on~! __ subpoenas or 
summonses by federal, Im ''t,~ or tribal authorities 

• Cooperating with federal, "'" or tribal law 
enforcement conduct the entity believes in good faith 
may violate federal or ~~~ laws or rules 

• Investigating, exercising or defending legal claims 
• Providing product or service requested by consumer, 

including performing contracted services (ex: warranty) 
• Taking requested steps prior to entering a contract 
• Taking immediate steps to protect the life or physical 

safe of a consumer or other individual 

• HIP AA: ( a) "protected health information" (b) info. de­
identified in accordance with HIP AA; and ( c) info. for 
public health activities as authorized by HIP AA_ 

• Patient-identifying info. related to substance-use 
disorder treatment (under 42 USC §290dd-2) 

• Identifiable information collected as part of human 
subject research conducted under certain federal laws or 
international guidelines 

• Information intermingled with certain health info. listed 
above held by HIP AA-regulated entities and protected 
in accordance with HIP AA or 42 USC §290dd-2 

• Info. created for purposes of or regulated by. 
o Health Care Quality Improvement Act of 1986 
o Family Educational Rights and Privacy Act of 1974 
o Airline Deregulation Act of 1978 

• Info. created, collected, processed, sold or disclosed in 
compliance with the following federal laws: 
o Fair Credit Reporting Act 
o Driver's Privacy Protection Act of 1994 
o Farm Credit Act of 1971 

• Information of those applying to or employed by a 
controller, processor or third party to administer 
benefits to these employees and their relatives 5u..'ef:/rW'(l)) 

® l\('i)C) ::::17' -Oat""' co\ \ec+c.d © ~ ~ '1.v-.M;)\ 'eJ 

❖ Controller / Processor activities not affected by LD 1224: 
[i's''c,";7;;,:i:-;,;J 

• Complying with federal, Maine 9&:!fi~illj laws or rules 
• Complying with investigations, subpoenas or 

summonses by federal, Maine or tribal authorities 
• Cooperating with federal, Maine or tribal law enforce. 

concerning conduct the enti1:y believes in good faith 
may violate federal, Maine ~tJit@ laws or rules 

• Investigating, exercising or defending legal claims 
• Providing product or service requested by consumer, 

including performing contracted services ( ex: warranty) 
• Taking requested steps prior to entering a contract 
• Taking immediate steps to the life or physical safety of a 

consumer or other individual 
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Detailed comparison of Comprehensive Data Privacy Proposals - LD 1088 ffienderson), LD 1224 (Roberts) and LD 1822 (Kuhn) 

• 

• 

• 

• 

• 

Preventing or responding to security incidents, identity 
theft, fraud, harassment, deceptive or illegal activity, 

Kif~ili~ill 
Assisting another controller, processer or 3rd party with 

m!iif~ll!!EP 
Collection, use or retention of data for internal use: 
0 lti~~m.:~@--,t9w.iffrq~~f9£1JWiit]it2dJ!~~; 
o Product recalls, 
o Identifying and repairing technical errors, and 
o Internal operations reasonably aligned with 

expectations of the consumer or compatible with 
processing data to provide a product or service 
specifically requested by the consumer 

❖ Attorney General may bring an action under Unfair Trade 
Practices Act (OTP A) against anyone who violates this law: 

• Must provide at least 30-days advance notice and 

itl1ii,iiiSfPi~ 
❖ No private right of action 

❖ No AG rulemaking authority under UTP A to interpret law 

Prepared by Office of Policy and Legal Analysis (I.Stocco) (for Work Session May 14, 2025) 

• Preventing or responding to security incidents, identity 
theft, fraud, harassment, deceptive or illegal activity, 

• ill&iliii,!llq 
• Assisting another controller, processer or 3rd party with 

· iitiilii~,~~~~ 
• Collection, use or retention of data for }nt"131al use: 

o WetJiiillt&:~tbJinp;qye/ r~~aful;J,qc.liicisJ 
o Product recalls, 
o Identifying and repairing technical errors, and 
o Internal operations reasonably aligned with 

expectations of the consurn,er or compatible with 
processing data to provide a product or service 
specifically requested by the consumer 

❖ Attorney General may bring an action under Unfair Trade 
Practices Act (UTP A) against anyone who violates this law: 

: ,iiliiiiiiiif41o~,aj 
❖ No private right of action 

❖ No AG rulemaking authority under UTP A to interpret law 

• Preventing or responding to security incidents, identity 
theft, fraud, harassment, deceptive or illegal activi!J, 

isys!en:i irit~getynor r.epo~g tliose_ i;ici,d~1ts ~liiktb! 
'il:!fferef:n(wJifaliijj,Jfi;pfnJJW:.'1,08§. 'it#? 1'.JJY 2XxJ 

• Assisting another controller, processer or 3rd party with 
its compliance with this law 

• Collection, use or retention of data for internal use: 
o Product recalls, 
o Identifying and repairing technical errors, and 
o Internal operations reasonably aligned with 

expectations of the consumer or compatible with 
processing data to provide a product or service 
specifically requested by the consumer 

®New _ --h"Al"6-k:-r FS°".:t..t dA:t-4 +o .5u CC.e:ss«" a.s ""-. 
,es~\+cf i-t9er "r loani.:.r-~p-t--c..y onlj if 

aJ,[tlfle4!, ()Ma:. io ~,s&) O.\\~ CW\SUV\er"S 70 re: 
.-\-tA<! i r cl&<. re.. ~ J< ~ 

❖ Attorney General may bring an action under Unfair Trade 

Pracf~ces_ ,_f~t(l!TP_ _ A) agairi_· ,~ st ~_J?ne_ -..vho -~o!~t-_ ;s_ ,. this la~ _ ,. 
-·;•'":·,u.tilA""'tlff•'2027'·fA(J .. B1t··_-:,1 .. ·i·.·,-: --··-•·br£'.?\1 

❖ No private right of action 

❖ ~~J~:~ult!fuaki#g'.iip,t!i~iity:;~d¥tfO'rP.1\~tiif ilitfffi~t l,a~ 
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Detailed comparison of Comprehensive Data Privacy Proposals - LD 1088 (Henderson), LD 1224 (Roberts) and LD 1822 (Kuhn) 

❖ Law does not/ may not be construed to: ~C)ia/1 (3,5) f-lr ❖ Law does not/ may not be construed to: §'4!t>JOC3)5') p.llo ❖ Law does not/ may not be construed to: S'ilJl/3(3_,5) f', 2D 

• Apply if compliance requites violatlon of an evidentlary • Apply if compliance requires violatlon of an evidentlary • Apply if compliance requires violatlon of an evidentlary 
privilege under Maine law privilege under Maine law privilege under ~l~:fK.la.~ 

• Apply to processing of personal data by person purely • Apply to processing of personal data by person purely • Apply to processing of personal data by person purely 
for own household use for own household use for own household use 

• Impose an obligatlon that adversely affects ri hts of • Impose an obligatlon that adversely- affects rights of • Impose an obligatlon that adversely affects the rights or 

~z~ili.~Ili~r~~:.:~ ress !;

7

"_•:. -E~c, :~ ~k~2.~zl~~w:tqTMC:mf-~~r~,;. ~:~~:~~!~t1i~E~ ~:e~~=s 
0!:~:~~~:&~~~w~~~~~~iwii~:;•~ 

-'--'-"'-,~---c----+--------'------"""-='-'=--'==-"-==="---~:--'"-'-"-'-".C:C....-""'-'=-'"-'--"-~ 

••_:,_ •.• _: __ :_._:._.,:_·.li:E· ... --:: __ -:_· ___ :_:_:_:::····•::··•::·_·:•_~:_•,x.•·:_~:•,·._'_:._ •. ;.·:•.'b··:·••.•·_··:.·_, •. :_'.:.c·•:•.:·;_::.•-.····.:_':.'.,·_e_.,•:·· .. ·,li:·•: ___ :·_·.·::_p·._·.•,_:·: .• _·.~:._·.· .• :.·: .•. ·_ti:,::::--· __ ·'.··~·~-:.:_:_. __ .:_:.·_•·o·•·,_:.·.•,_~ __ ·,_::.:·;:.•_·_· •. '..·:••,n···'..•,_:_· .. :·,_·::,:_.,_._·::·:•.•=.··.~.s •. ::.-.·.·_~---~-\::·::_~.-,:.:•·:_:.=t_.:_. __ :_·. __ ":··_,_• __ •.co::···:_~_:_-•~.·:_·:.•···•_•.;_·:,·:••-":_.:_·.•:•_ •. •,.·:_._ •.. :_• .. :_. ❖ 8:ce~;:; ?:'.;!!r:;:,;,:: ;' ;:J;z';;htes ❖ E:ce~:::;; ::;;~~r;;:: ;' :l;;;::e:w ❖ E:ce~;;,;;,;:~;i:!:!,~l~;;f ::;~1;: 
, ,·· • • _, : • .• • • Processor/3rd party not liable for controller's violatlons • Processor/3rd party not liable for controller's violatlons ~.Tuftit?U.fr.q~5i)iifa1E;@:w.:i0~Ji~~7:hSJi\y 

• Processor/3rd not liable for controller's violatlons 
~iec-f--------------------------+-------------------------+---------'--'---'---------------; 

'~MMiie ❖ Establishes nonlapsing Maine Privacy Fund consistlng of: 
:;~¥~~c;c;, • All monetary penaltles, attorneys fees or costs 

• Any appropriatlons, donatlons and interest earned 

• Uses: funds must be used to provide funding for the staff 
l{ d actlvitles • r this law 

n/a 

July 1, 2026 p.20 

❖ Attorney General must submit report by 1~u.aWfi:i'~\202B, to 
the Judiciary Committee containing: 

• Data on number of 30-day notlces of violatlon sent; 
nature of the alleged violatlons; number that conferred 
with OAG to prevent enforcement actlon; number of 
civil actions brought to enforce the law 

• Any recommendatlons for improving the law 

ommittee ma re ·slatlon in 133rd Le 
f,)C,-'20 

Prepared by Office of Policy and Legal Analysis (I.Stocco) (for Work Session May 14, 2025) 

❖ Establishes nonlapsing Maine Privacy Fund consistlng of: 
• All monetary penaltles, attorneys fees or costs 
• Any appropriatlons, donatlons and interest earned 

❖ Uses: funds must be used to provide funding for the staff 
and actlvitles necess to the Attorne General under this law 

Does not repeal ISP law 

July 1, 2026 

❖ Attorney General must submit report by February 1, 2027, 
to the Judiciary Committee containing: 

• Data on number of notices of violatlon sent; nature of 
the alleged violations; number that conferred with 
OAG to prevent enforcement actlon; number of civil 
actlons brought to enforce the law 

• Any recommendatlons for improving the law 

Committee ma 

n/a 

❖ Attorney General must submit report by February 1, 2027, 
to the Judiciary Committee containing: 

• Data on number of notlces of violatlon sent; nature of 
the alleged violatlons; number that conferred with 
OAG to prevent enforcement actlon; number of civil 
actions brought to enforce the law 

• Any recommendatlons for improving the law 

p.22-
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Detailed comparison of Comprehensive Data Privacy Proposals - LD 1088 (Henderson), LD 1224 (Roberts} and LD 1822 (Kuhn} 

Protected. 
LD 1088 (Henderson) 
❖ "Personal data": 1 'i(,,,c,Z. (rt) f · 3 

• Data linked or reasonably linkable to an identifiable 
individual (a "consumer") who is a Maine resident 

Excludes: § 9601-l2li) t'·'J{ 

• "Publicly available information" (excludes biometric 
data, genetic data not revealed to the general public by 
the consumer; inferences from a combination of 
publicly available information and personal data; 
obscene visual depictions or intimate images created or 
shared without consent); and 

• "de-identified data" ~'ifte•2.U3)r-2-

❖ "Sensitive data": subset of personal data including: 
• Data revealing racial or ethnic origins, religious beliefs, 

mental or physical health conditions/ diagnoses; sexual 
orientation; citizenship or immigration status 

• Genetic or "biometric data" ( defined on as certain data 
"capable of being used" to ID a specific individual) 

• ~6h~um.et b.~alth data {reveals condition-~;_ diag;i~_~j; 
• Personal data of a person lmown to be a child (<13) 
• Precise geolocation data (within 1,750 feetL_ __ 
• Social security; driver;s licehseor n~n@.~erJD nllillhe::tj 

(exceptlaiit 4 digits of these numhets); 
• ~cc.cunt number,1og:-fainfo, or ci:edit6fdibit c~~ 

rumber that; in. cqmbinatiqn with a security cq~()_; 
password; permits. acctess to a financial account 

• Data concerning individual's status as a crime victim 

❖ Exception (both types of data above): (', 2-

"Consumer" is defined to exclude an employee, contractor, etc. 
interacting with a controller solely in an employment context 

❖ Controller: person that alone or jointly with others f'• 2 .. 

determines purpose and means of processing personal data 

❖ Processor: person that processes (collects, uses, stores, 
discloses, analyzes, modifies or deletes) personal data for a !;,.~ 
controller 

Prepared by Office of Policy and Legal Analysis (I.Stocco) (for Work Session May 14, 2025) 

LD 1224 (Roberts) 
❖ "Personal data": 

• Data linked or reasonably linkable to an identifiable 
individual (a "consumer") who is a Maine resident 

Excludes: 

• ~'P11blicly a~ailable information" Kdefined in a ~~y) 
t]iat dqes not e~dudl'! the categories of inforinationj 
bxcludedin LO 1088 and ID 1822. as described in left~ 
Jiand col1.111111 of this tablt!}C;;:d--· ~-~1~-~"ic2.if 

• "de-identified data" r 3-<-\ 

~"~v-o 2 U3) f· 2.. 

❖ "Sensitive data": subset of personal data including: 
• Data revealing racial or ethnic origins, religious beliefs, 

~e::<:11._c_i~!:!fi:stcity:,_!_l:lental or physi.c::~-health conditions or 
diagnoses !:>i a medicll1 professio_i:i.!l!; sexual orientation; 
dtizenship or immigration status 

• [The pfoc:essing o~ genetic or "biometric data" to 
uniquely ID an individual (''biometric data" defined as 
certain data '~used,'' to ID a specific individual) 

• Personal data of a person lmown to be a child (<13) 
• Precise geolocation data (within 1,750 feet) 
• Data concerning individual's status as a crime victim 

❖ Exception (both types of data above): f', 1--z,.. 

"Consumer" is defined to exclude an employee, contractor, etc. 
interacting with a controller solely in an employment context 

❖ "Personal data": .§9t.e,c,Z. (i.L\'.) f•'-1 
• Data linked or reasonably linkable to (a) an identifiable 

individual (a "consumer") who is a Maine resident or 
(b) ~d~~ke linked orteasonablyJi,nkedtba consurri~9 

Excludes: 
• "Publicly available information" (d~fj.necl differently; 

th.an LPJ08~ but excludes all of the same categories of 
information excluded in LD 1088 as described in the 
left-hand column of this table); and 1 '1(.-02..( 3\) r, i.j--'::> 

• "de-identified data" 
§ "1 l,02-(. 1~) ~· 2, 

❖ "Sensitive data": subset of personal data including: 

• Data reve~g racial or ethnic ori~_s~_!~~gi-~~~_!?eliefs; 
~exualattiv~ty;, sexual orientation; g~g:c!~J~ntiJy; 
p.ational ori~, citizenship or immigration status N 

• "Genetic"/ "biometric data" (biometric: defined as data Ci 
that "can be used" to uniquely identify an individual) 6 
r· ·.· -.,-· \ ·.- . "':-_. .. ,·. :·· -:--··=----;-.. -.. -._,.,:--,·· ._..:. ,_. ·-.. ·. -._ ""'1 

• ~qns\l1IlC!f healthda~ (usC!d.to I[).physical orment~-.-- Cr\ 
p.ealth status, e.g .• gender:-affirining or reproductive care) VI 

• !1,_ersonal data of a P~!~?t?:!!1:~.5~:mtroller ~ows o~ 
~hould know is a minor (<18): 

• Precise g(!olofation data (withiril,750 fe~t) •. ·· .. ·.·.··· ·.···· ··• 
• Social security, driver's licensC! or nondrivet II) numbei 

:Cincluding 1:he last 4 digits of th(!se-~1ltllbers); 
• ~Pllng, financial or p~yinent method informatlo~ 

:(Exfept last 4 digits of creditcard• prsimilar.numb~r)__ 
• ;Accoll!!.t or. de:vice.log.:.in, securi._ty codes or pas~~E!Q~ 
• Data concernin ~onsuriler'~ status as a crime victim 

❖ Exception (both types of data above): . f, 2. 

"Consumer" is defined to exclude an employee, contractor, etc. 
interacting with a controller solely in an employment context 

❖ Controller: person that alone or jointly with others f', 2. ❖ Controller: person that alone or jointly with others 
determines purpose and means of processing personal data determines purpose and means of processing personal data 

❖ Processor: persorithat processes (collects:, uses, stores, 
discloses, analyzes, modifies or deletes) personal data for a 
controller 

❖ Processor: person that processes (uses, stores, discloses, 
analyzes, modifies or deletes) personal data for a controller 
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