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INTRODUCTION 

This report accounts for the privacy/civil liberties/civil rights (P/CL/CR) audit that 
was conducted by the Maine Information & Analysis (MIAC) audit team (Team) for 
the period of 01 August 2021 through 31 December 2021. 

The members of the Team were MIAC Board Member Brewer Police Chief, Jason 
Moffitt; MIAC Board Member Michael Feldman; LT Tyler Stevenson, MIAC Director 
and SGT Mathew Casavant, MIAC Compliance Officer. The audit is conducted 
pursuant to the MIAC Privacy Policy, specifically Part X(3)(B). 

GENERAL AUDIT PROCESS 

To conduct the audit, the Team followed the "MIAC Privacy Audit Policy," which is 
attached to this report. 

As a general note, certain presumptions generally guided the Team in its work. 
Those presumptions included, as examples: 

■ That, generally, records that are the subject of such audits are commonly 
understood to be restricted for law enforcement (LE) use only; 

■ That, generally, records that are the subject of such audits are typically 
confidential/nonpublic by law, and that their dissemination is therefore 
restricted by law; 

• That conclusions stated or asserted in records prepared by a LE agency (LEA) 
are presumed to be factually based; 

• That, currently, no records subject to such audits that are maintained in 
MIAC-administered systems are required by law to be purged; 

■ That certain databases in which records are maintained or through which 
records are disseminated (for example, eGuardian) are accessible only by 
authorized LEAs and LE officers (LEOs); 

■ That the MIAC Compliance Officer reviews and approves each Activity Report 
entry on a weekly - if not daily - basis, that information is reviewed and 
approved prior to its entry into the eGuardian system, and that all bulletins 
are peer-reviewed before their dissemination; 

• That "personally identifying information" was to be construed broadly for the 
purposes of question 6 on the Record Evaluation Form, and not to be 
construed to mean "personal information" (as defined in 10 M.R.S. c. 210-B), 
which is more narrowly defined. 
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POINTS OF DISCUSSION FOR FURTHER REVIEW WITH THE ADVISORY BOARD 

Points of discussion during the audit that will be further discussed by the Board 
included: 

1. The significant increase in eGuardian submissions during this rating period. 

2. Is threatening or hate speech protected under the 1st amendment? This was a 
point of conversation in the 5th Audit as well. 

3. Discussion on a potentially 1st amendment protected protests occurring on the 
private property of a public employee. 

CONCLUSION 

■ The audit found no evidence of nonconformance by the MIAC with the 
Center's Privacy Policy, revised 04 October 2021. 

■ The inclusion of two MIAC Advisory Board Members in the P /CR/CL Audit was 
found to be constructive and beneficial to this process. They provided 
valuable feedback and engaged in meaningful discussion on a variety of 
matters relating to P/CR/CL. The addition of selections of MIAC Activity 
Report entries by the board members also proved to be very valuable. 
Oftentimes those handpicked entries generated the most substantive 
discussions amongst the audit Team. 

ATTACHMENTS 

■ Individual evaluation forms accounting for the Team's work during the 
privacy audit. 
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Stevenson, Tyler Y 

From: 
Sent: 
To: 
Subject: 

Follow Up Flag: 
Flag Status: 

Jason Moffitt <jmoffitt@brewermaine.gov> 
Tuesday, February 22, 2022 2:17 PM 
Stevenson, Tyler Y 
Audit Process 

Follow up 
Flagged 

EXTERNAL: This email originated from outside of the State of Maine Mail System. Do not click links or open 
attachments unless you recognize the sender and know the content is safe. 

Lt. Stevenson, 

This email is to confirm that I participated in the following two in-person audits on October 25th
, 2021 and January 27th

• 

2022 for the 5th and 6th MIAC audits respectively. I will add that I am impressed with the level of internal oversight 
occurring every day at MIAC. The audits confirm this. I have no concerns with the management of this unit and, further, 
believe that your employees pursue the goal of enhancing public safety while simultaneously respecting the 

constitutional rights of citizens. 

Feel free to reach out if I can be of any further assistance. 

Jason J. Moffitt 
Director of Public Safety 
Brewer Police and Fire Department 
151 Parkway South 
Brewer, ME 04412 
207.989.7001 
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Board Memfier Name: MICHAEL FELDMAN\ 
Having now participated in the last 3 MIAC Audits, I'm going to 
now try to step fiack a fiit and look at the process of the Audit
which is relatively recent and has gone through changes in make
up and process over the last few years. This is really my opinion 
and shouldn't fie assumed to fie the same as most citizens. 
First, the atmosphere: This is really the most important step. If 
you are Bringing in a memfier of the pufilic to sit with 4 long-time 
law enforcement officers in a room for hours at a time and to 
relax- you have taken on a huge challenge! Next, you ask that 
public committee memfier to honestly express their opinions on 
the most controversial issues of the day- constitutional Bill of 
Rights issues- privacy, guns, right to protest, search and seizure, 
etc ..... Possibly disagreeing with the other 4 members after a 
serious discussion. 
Lt. Johnston and Sgt Casavant and now Lt. Stevenson have 
created that culture. This Audit can only be worthwhile if 
members feel free to express their true beliefs about these core 
issues. I certainly did. 
The second issue from my perspective is the determination of 
what communications to look at- what sufijects we choose to 
examine. I felt I was free to choose whatever ten I wanted to see; 
but, more specific information would be helpful for a first time 
auditor trying to figure out what to look at. We have lowered the 
large numfier of incidents we review, but have we gone too far? I 
don't know, but the entire MIAC should continually examine and 
refine this process so that it works well for all citizens. I think 
the last 2 years have been a very good start. 
I appreciate the opportunity to fie a part of this process and 
would recommended it to others. 
Mike Feldman 
Public Member, MIAC 



MAINE STATE POLICE 
MAINE INFORMATION &ANALYSIS CENTER 

MIAC Privacy/Civil Liberties/Civil Rights (P/CL/CR) Audit Policy 

The purpose of this policy is to establish the process the MIAC will 
follow when conducting privacy/civil liberties/civil rights (P/CL/CR) 
audits, which are intended to help to continually improve the Center's 
compliance with the MIAC P/CL/CR Policy. 

The following process shall be followed when MIAC P/CL/CR audits are 
conducted: 

1. The MIAC Director, the MIAC Compliance Officer, the MIAC 
P/CL/CR Officer, the Public Member of the MIAC Advisory Board, 
and a Member of the Board selected by the Board's Chair (the 
"Audit Team") shall conduct the P /CL/CR audit. If the Public 
Member of the Board cannot participate in an audit, then the Chair 
shall select another Member of the Board to participate. 

2. The MIAC Director shall determine the timeframe for which the 
P/CL/CR audit will account. 

3. To avoid any actual or perceived selection bias during the audit 
process, MIAC will pick activity entries at random using the 
"Research Randomizer" website (www.randomizer.org). A 
random sample of ten (10) MIAC Activity Report entries ("AR 
entries") for the timeframe specified shall be audited, as well 
shall be all entries made by the MIAC into the Federal eGuardian 
system during the timeframe. In addition, both of the Board 
Members participating in the P/CL/CR audit each shall select ten 
(10) AR entries to be audited from the range of AR entry report 
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numbers that are used to generate the random sample. If any AR 
entry resulting from the random selection process is an 
administrative entry (such as a "watch desk duty" entry), that 
entry shall be discarded and a new one shall be randomly selected. 

4. The AR entries to be audited - including the ten selected (twenty 
(20) total) by the respective Board Members - shall be 
disseminated to the Audit Team no later than fourteen (14) 

calendar days prior to the date of the P/CL/CR audit. 

5. The MIAC Compliance Officer shall prepare a summary of each AR 
entry that will be reviewed during the P/CL/CR audit. The 
summaries may be prepared before, during, and/or following the 
audit. The summaries of the respective AR entries that are 
prepared by the MIAC Compliance Officer shall be forwarded to 
the MIAC P/CL/CR Officer for later inclusion in the MIAC 
evaluation forms described in section 6. The content summary 
should be de-identified information regarding each activity report 
that can lawfully be disseminated publicly in the interest of 
promoting transparency and clarity on MIAC's activities. 

6. A MIAC-designed evaluation form based on the Department of 
Homeland Security P/CR/CL Audit Guidance for the State, Local, 
Tribal, and Territorial Intelligence Component product, shall be 
used to audit each MIAC Activity Report entry, including all 
attachments to each entry. 

7. The Audit Team shall meet on the date of the P/CL/CR audit to 
conduct the audit, either in person or virtually. 

8. During the audit process, members of the audit team are 
encouraged to engage in constructive discussions regarding 
MIAC's activities with respect to privacy, civil rights and civil 
liberties. Members of the audit team are also encouraged and 
expected to identify any activities, operations or practices which 
arise during the audit that should be brought forward to the MIAC 
Advisory Board for additional discussion and consideration. 
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g. Once the Audit Team has completed the P/CL/CR audit, the 
evaluation forms shall be finalized by the MIAC P/CL/CR Officer. 
The P/CL/CR Officer shall include in the appropriate AR entry 
evaluations forms the AR report entry summaries prepared by the 
MIAC Compliance Officer. 

10. The MIAC P/CL/CR Officer shall prepare a report of the Audit 
Team's key findings. In addition, each of the Board Members 
participating in the P/CL/CR audit shall prepare a brief evaluation 
of the P/CL/CR audit and the P/CL/CR audit's findings to 
independently append to the audit report. 

11. Once the P /CL/CR audit report is finalized and the evaluations of 
the two Board Members have been appended to the report, the 
report is complete. 

12. The P/CL/CR audit report then shall be presented to the full 
Advisory Board at its next-scheduled meeting. 

Amended 12/12/2020 
Lt. Johnston and Chris Parr 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 
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HISN request on a Maine Registered Sex Offender arrested in another State. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIA C's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MlAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PU necessary? X 

B. If so, does the PU included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PU necessary to include in the RECORD, given the 
X information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical,U 11far 
10 left/ 11far right/ etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereof; or abl'idging ti,e freedom of speech, or of the press; or the l'igl,t of 
tlte people peaceably to assemble, and to petition ti,e government for a redress of 

X 

grievances. 11 
) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

HISN- Homeland Security Information Network. 
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MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18;2021 
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E-Guardian entry related to bomb threat at a critical infrastructure facility. 

Does the RECORD provide information that is consistent with the MIA C's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source ( e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

9 
Does the RECORD expressly state when the RECORD should be disregarded or 

X otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist.,'1 "radical," 11far 
10 left," 11£ar right, 11 etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sliall make 110 law respecting an establishment of religion, or prohibiting the free 

13 exercise tliereoft or abridging the freedom of speech, or of the press; or the right of 
the people peaceably to assemble, and to petition the govemment for a redress of 

X 

grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

2 



MAINE INFORMATION & AN AL YSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 
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Report of subject caught carrying a firearm in a motor vehicle who resisted arrest. 

Does the RECORD provide information that is consistent with the MIAC's 
mission? 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X 

information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11radical,U 11far 
X 10 left/ 11far right," etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
X 

information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation., X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sltall make no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereoft or abridging the freedom of speeclt, or of the press; or tlte rigltt of X 
the people peaceably to assemble, and to petition the government for a redress of 
grievances.") 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 
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Compilation of calls for service of a law enforcement agency. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X 

information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 

intended? 
X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U uradical,U 11far 
10 left,11 11far right,11 etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sltall make no law respecting an establislzment of religion, or proltibiting tlte free 

13 exercise tlzereof; or abridging tlze freedom of speeclt, or of tlze press; or tlze right of X 
tlze people peaceably to assemble, and to petition tlie government for a redress of 

grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
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HSIN request for information related to missing endangered female in another State. 

I 
I 

II 

Does the RECORD provide information that is consistent with the MIAC's Does the RECORD provide information that is consistent with the MIAC's 
mission? 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

X 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 

X 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical,U 11far 
10 left," 11far right," etc.) of persons and organizations? 

X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religionJ' sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall malce no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speech, or of the press; or the right of X 
the people peaceably to assemble, and to petition the government for a redress of 

grievances.") 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

HISN- Homeland Security Information Network. 

2 
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Request from Maine County EMA Director for all cybersecurity incidents on record for 2021. 

Does the RECORD provide information that is consistent with the MIAC's 
mission? 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



8 

9 

A. If so, was the inclusion of the PII necessary? 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 

data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical.,11 11far 
10 left/ "far right," etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make no law respecting an establishment of religion, or prohibiting the free 

13 exercise tliereof; or abridging the freedom of speech, or of the press; or the right of 
the people peaceably to assemble, and to petition the govemment for a redress of 
grievances. 11

) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 

relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 
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Report from law enforcement agency of public gatherings/rallies/protests for situational awareness. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 

a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("Pll")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PI! necessary? X 

B. If so, does the PI! included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PI! necessary to include in the RECORD, given the 
information being provided in the RECORD? 

X 

When it was originally reviewed, was the RECORD found to include erroneous 

data? 
X 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 

intended? 
X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11radical,U "far 
10 left,U "far right," etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sltall make no law respecting an establisltment of religion, or proltibiting tlie free 

13 exercise tltereof; or ab1idging tlte freedom of speech, or of the press; or tlte rigltt of X 
tlie people peaceably to assemble, and to petition tire government for a redress of 
grievances. 11 

) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

No action taken by the MIAC. 

2 
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Request from out of state law enforcement agency requesting assistance in locating a missing and suicidal individual. 

Does the RECORD provide information that is consistent with the MIA C's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIA C's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

X 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 

X 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? 

X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical," 11far 
10 left/ 11 far right,° etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation., X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sltall make no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speech, or of the press; or the right of X 
the people peaceably to assemble, and to petition the government for a redress of 
grievances.") 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

Subject was located before any information could be disseminated. 
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MIAC disseminated information related to a subject making threats to law enforcement who ultimately engaged in an 
altercation with law enforcement. 

Does the RECORD provide information that is consistent with the MIA C's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source ( e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIA C's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly slated in the RECORD? 

Are any opinions of MIAC personnel slated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII'')? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

X 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? 

X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist," 11radical.," 11far 
X 10 left," 11far right," etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
X 

information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speech, or of the press; or the right of X 
tlze people peaceably to assemble, and to petition tire government for a redress of 
grievances, " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

Regarding question 10, the subject involved provided broad descriptors in his own social media posts. 

2 
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Anonymous tip of subject potentially attempting to harm family members which was investigated by law 

enforcement. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



8 

9 

A. If so, was the inclusion of the PII necessary? 

B. If so, does the Pll included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the Pll necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 

data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 

intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical, 11 11 far 
10 left/ 11far right," etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speech, or of the press; or the right of 
the people peaceably to assemble, and to petition tlze govemment for a redress of 
grievances. 11

) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 

relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 

X 

Not disseminated due to the fact law enforcement had already been notified of the incident. 
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Report of subject making threats to CDC and other State entities which was shared with local law enforcement agency. 

I 
I 
II 

II 

Does the RECORD provide information that is consistent with the MIAC's Does the RECORD provide information that is consistent with the MIAC's 
mission? 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source ( e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

X 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? X 

When it was originally reviewed, was the RECORD found to include erroneous 
X data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 

X intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

10 
Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11radical," 11far 
left,U 11far right," etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's raceJ' ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sliall malce no law respecting an establislnnent of religion, or prohibiting the free 

13 exercise thereof; 01· abridging tlie freedom of speecl,, or of the press; or the right of X 
the people peaceably to assemble, and to petition tlie government for a redress of 
grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

Regarding question 10, the subject making the alleged threats provided broad descriptors in this report. 
Regarding question13, although much of the content is protected speech the threats made negate the protected activity. 

2 
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Public safety release related to fake prescription drugs being disseminated nationwide. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source ( e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 
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X 

X 

X 
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X 
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9 

A. If so, was the inclusion of the PII necessary? 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., "extremist," "radical," 11far 
10 left, 11 11far right," etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speec/1, or of the press; or the right of 
the people peaceably to assemble, and to petition the government for a redress of 
grievances. 11 

) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 
relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 
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E-Guardian entry related to a ransomware attack on an administrative office. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source ( e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII'')? 
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A. If so, was the inclusion of the PU necessary? 

B. If so, does the PU included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist," 11 radical,U 11far 
lO left/ 11far right/ etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 
or gender identity? 

A If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sliall make no law respecting an establisliment of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speech, or of t/,e press; or the right of 
the people peaceably to assemble, and to petition the government for a redress of 
grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 
relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 

Critical infrastructure, information referred to CISA. 
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Request for out of State LPR relating drug investigation. 

Does the RECORD provide information that is consistent with the MIAC's 
mission? 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 
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9 

A. If so, was the inclusion of the PII necessary? 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse., participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 

data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g . ., 11 extremist,U 11radical,U 11far 
10 left,U 11£ar right,U etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 

or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make no law respecting an establishment of religion, or prohibiting tlie free 

13 exercise thereof or abridging tlie freedom of speech, or of the press; or the right of 
the people peaceably to assemble, and to petition the government for a redress of 
grievances. 11 

) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 
relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 

LPR- License Plate Reader 
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£-Guardian entry related to a school threat Written on a bathroom wall. 

Does the RECORD provide information that is consistent with the MIA C's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source ( e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 
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9 

A. If so, was the inclusion of the PII necessary? 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11radical,1' 11far 
10 left/ 11far right,1' etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender., national origin, religion, sexual orientation, 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sl1all make 110 law respecting an establishment of religion, or prohibiting tlie free 

13 exercise thereof; or abridging the freedom of speec/1, or of the press; or the right of 
the people peaceably to assemble, and to petition the government for a redress of 
grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 
relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 

2 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



MAINE INFORMATION & AN ALYS IS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

2021-1819 

. · · . . : . · ·':' . :· :~ ·. .~".slifMMlii @E.RE<if@ftrn(sJ Ji.8!ftiiii1!1Em• ~ ·· . . . '••;•• . ·· " • 
0 ~ '9 °' Ye ~ ,s ~ ,c °' 

*The coiitent s11111111any sl1011li1 ve· ii ae-tfle11tifj,ja itflormatfio11 regati/Jfng ~ach activ.itfu reyplit tltat can lrm!(Jllly lie_ : 
'fHt1semi11atea 1?,!IV)icl.y i1ifTirfiJ1terest clft(J?licQJtlOJipgtt1wsppte11cu.a11'il claiit14:mi 1'<f1i-l:~'s activities, : •• :. • • • 

_ ~ ="= 0c~_0~';::,c,-½ 0 ;,s;a.t:J:0 ~::,s0~--~0-~:::::;;i!C 0 ~,~:,;0;'&,-~"4i¾i-=7, =-, ~" ~ ~ 

Request for information from law enforcement agency related to an ongoing drug investigation. 

Does the RECORD provide information that is consistent with the MIAC's 
mission? 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source ( e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? X 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist.,'1 11 radical.,. 11 ufar 
10 left," "far right,1' etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congtess 
shall make 110 law tespecting an establishment of religion, ot ptohibiting the free 

13 exacise thereoft or abridging the fteedom of speech, or of the ptess; or the right of 
the people peaceably to assemble, and to petition the government for a redress of 

X 

grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

2 
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£-Guardian entry related to threats received by Slate Legislators as well as Maine Government office. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MlAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly slated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 
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A. If so, was the inclusion of the PII necessary? 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 

data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11radical/ 11far 
10 left,'* 11far right," etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sliall make no law respecting an establishment of religion, or pm hi biting tlie free 

13 exercise thereof, 01· abridging the freedom of speech, or of the press; or the right of 
the people peaceably to assemble, and to petition the government for a redress of 
grieva1tces. 11 

) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 

Nationwide check and dissimination to federal authorities. 
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MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

2021-1753 

E-Guardian entry related to the discovery of an explosive device at a residence. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source ( e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIA C's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PI!")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical,U 11far 
10 left," 11 far right/ etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MlAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make 110 law respecting an establishment of religion, or prohibiting the free 

13 exercise thereoft or abridging the freedom of speeclt, or of tlte press; or the right of X 
tlte people peaceably to assemble, and to petition the government for a redress of 

grievances. '' ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

Information dissiminated to FBI. 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

RECQRDID Mi Iii iii i i•i§i§i'M IP G ti 2021-1765 

SUMMARY OF RECORD(S) EVALUATED* 

*Tlte co11te11t s1m1111ary s1,011ld be a de-identified i1iformatio11 regai·ding each activity repo1t that can lmvfi1lly 1,e 
disseminated publicly in tlze interest dfpro111oti11g transparency a11d clarity 011 MIA C's activities. 

Report of a sovereign citizen extremist group gathering in multiple locations in Maine, 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A, If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence., victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X 

information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 

X 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist," 11radical," 11far 
10 left,° 11far right," etc.) of persons and organizations? X 

A, If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? X 

B, If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall malce no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereofi or abridging the freedom of speech, or of the press; or the right of X 
the people peaceably to assenible, and to petition the government for a redress of 
grievances. 11 

) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

Regarding question 13, the assembly of people wasn't a law enforcement issue it was the motor vehicle violations. 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

2021-1869 

SUMMARY 0F RECORD{S) EVALUATED* 

'Tlte co11tent s11mmary_ sl,oulfl be a de-identified i1ifpn11atio11 regarding each activity_ repo1t tltat can lmvftllly_ I/C 
dissemi11ated publicly_ in the interest of promoting tra11spamicy_ and clarity_ 011 MIA.C's activities. 

MIAC received information related to theft suspects and completed case support related to the investigation. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PU necessary to include in the RECORD, given the 
X 

information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 

data? 
X 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad,. vague descriptors (e.g., 11 extremist,U 11radical.,'1 11 far 
10 left/ 11far right/ etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
X 

information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall malce no law respecting mt establishment of religion, or prohibiting the free 

13 exercise thereofi or abridging tlte freedom of speeclt, or of the press; or the right of X 
the people peaceably to assentble, and to petition the government for a redress of 
grievances. 11 

) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

I 1 0B!•M•iM@iiiiiiiM§i§!%iMbi 2021-1779 

SUMMARY OF RECORD(S) EV:AlilJATED* 

*The content s11111111ary slio11ld be a de-identified i1iformatio11 regarding eacl, actil1ity rnport tliat can lmtifitlly be 
disseminated p11blicly /11 the interest oj}pro11mti11g tnmsparency nnd claritiJ on MIA C's aeti11ities. 

E-Guardian entry related to suspicious letter containing white powder. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X 

information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 

X 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., uextremist,U 11radical," "far 
10 left," 11far right," etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual1s race, ethnicity, gender, national originJ' religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sltall make 110 law respecting an establisltment of religion, or proltibiting tlte free 

13 exercise tltereof; or abridging tlte freedom of speeclt, or of tlte press; or tlte rigltt of X 
tlte people peaceably to assemble, and to petition tlte government for a redress of 
grievances. 11 

) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

0#i•i1°1i•i@liiii♦iiM§i§i91MGd 2021-1837 

SUMMARY OE RE@ORD(S) EVAEUATED* 

*Tlte content s11111111ary_ sl,011/d be a de-ide11tified i,iformation regarding eaclr activity_ repplit tliat can lauijj,lly_ Tie 

disseminated p11blicly_ in the iuterest dfpromotillg tm11sparency_ and clarity_ 011 MIA.C's activities. 

E-Guardian entry related to a school threat experienced nationwide. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PI!")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



8 

9 

A. If so, was the inclusion of the PII necessary? 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 

data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical,t' 11far 
10 left,U 11far right/ etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall malce no law respecting an establishment of religion, or prohibiting tlte free 

13 exercise tltereof; or abridging the freedom of speech, or of the press; or the right of 
the people peaceably to assemble, and to petition the govemment for a redress of 
grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 
relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 
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MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

0#5•10-li•i@iiiii-SiMH~•i@irif G 2021-1870 

SUMMARY OF RECORD(S) EVALUATED* 

•Tite co11te11t s11111111ary should be a de-iile11tified i1ifon11atio11 tegardlng each acti<1ity repo1t tltat can lfmifu/ly be 
aissemi11ated p11blicly in tlte interest dfpromoti11g trnnsparency a11il clarity 011 MIA G's activities. 

E-Guardian entry related to swatting incidents received around the country and in Maine. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 
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X 



8 

9 

A. If so, was the inclusion of the PII necessary? 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 

data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., "extremist," 11radical,U "far 
10 left/ 11 far right,0 etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion,. sexual orientation, 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speech, or of tlte press; or the right of 
tlie people peaceably to assentble, and to petition the government for a redress of 
grievances. 11 

) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 
relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 

X 

X 

X 

X 

X 

X 

X 

"Swatting" is the action or practice of making a prank call to emergency services in an attempt to bring about the 
dispatch of a large number of armed police officers to a particular address. 
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MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

0 ii•i 1! tj i •1@i i Ii Iii i 1111§8§1 •MI ;j; ,, 2021-1887 

SUMMARY OF RECORD(S) EVA.LBATED* 

*The content s11111111m·y s/10111ii be a de-ide11tified i1iformatio11 regarding eac/r activity 1·epo1t that can lauift11ly be 
disseminated p11b1icly in the interest ofp;ro111oti11g tnmsparency a11d clarity 011 MIJ!\C's actii,ities. 

£-Guardian entry related to a bomb threat a Maine school. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



8 

9 

A. If so, was the inclusion of the PII necessary? 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad,. vague descriptors (e.g., 0 extremist,U 11radical,U 11far 
10 left,U 11far right/ etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereoft or abridging the freedom of speech, or of the press; or tile right of 
the people peaceably to assemble, and to petition the government for a redress of 
grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 
relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 
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MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 

Updated 2/18/2021 

I Aii•M-IM@Oliiiiiifi~HINM❖❖G 2021-1954 

SUMMARY 0F RECORD(S) EVALNA\TED* 

*The content summary s/umld be a dc-ideittifiiid i1if(mnatio11 regariflng each aati11ity repott tltat can lm1ift1lly Ile 
dissemi11ated publicly in tlte interest dfpromoti11g tra11spare11cy and clarity 011 MIA.C's acti11ities, 

Report of a protest at a private residence in Maine related to vaccination and mask mandates. 

I 
I 

II 

Does the RECORD provide information that is consistent with the MIAC's Does the RECORD provide information that is consistent with the MIAC's 
mission? 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII'')? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X 

information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? 

X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11radical,U 11far 
X 10 left,° 11far right,° etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
X 

information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity,. gender,. national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make no law respecting an establishme11t of religion, or prohibiti11g the free 

13 exercise thereofi or abridgiug the freedom of speech, or of the press; or tlze right of X 
the people peaceably to assemble, and to petition the govemme11t for a redress of 

grievances. 11 
) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

Regarding question 10 the record was made by a citizen who used the vague or broad descriptions. 

Although considerations were made for the 1st amendment right to protest there were concerns of it occurring on 
private property and the potential for criminal activity including criminal trespassing and obstruction of traffic. 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

2021-1731 

SUMMARY OF RECCJRD(S) EVALUATED* 

*T/te content s11m11ia1·y should be a de-identified i1ifor111atio11 regarding each activity re11ort tltat can lawjj1/ly be 
dissemiuated 1111blic/y ill the i11tetest ofpwmotiug tra11spare11cy a11d clarity 011 MIAC's activities. 

E-Guardian entry related to a subject threating to conduct a mass shooting at an educational facility 

Does the RECCJRD provide information that is consistent with the MIAC's 

Was the RECCJRD disseminated by the MIAC to any agency or person? 

A. If the RECCJRD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B, If the RECCJRD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECCJRDs prior to their dissemination? 

C. If the RECCJRD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECCJRD require labels or ratings relating to the confidence or 
reliability of the information in the RECCJRD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECCJRD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECCJRD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECCJRD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X 

information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 

data? 
X 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical/' 11far 
10 left/' "far right," etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make no law respecting an establis/1111ent of religion, or prohibiting the free 

13 exercise thereof; or abridging t/ie freedom of speech, or of the press; or the rigltt of X 
tlte people peaceably to assemble, and to petition the govemment for a redress of 

grievances. 11
) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 

Updated 2/18/2021 

a «+•m -11 •1@1,,, i+s, t•l§Hm,1, de" 2021-1698 

SUMMARY @F RECORD(S) RVCALUATED* 

*The content s11m111ary sluwlil be a 'de-itle11tifie'd i1ifor111ntio111·egatifittg each activity report tltat ca11 lawft1lly be 
disseminated p111ilicly iu tlze i11terest dfprnmoting trnnspprnncy mt'il clal'ity on ML/I.C's nctivities. 

E-Guardian entry related to a nationwide threat to schools being investigated in Maine. 

I 
I 
II 

II 

Does the RECORD provide information that is consistent with the MIAC's Does the RECORD provide information that is consistent with the MIAC's 
mission? 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing thatit 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the REC()RD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the REC@RD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the REC@RD contain personally identifying information ("PU")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



8 

9 

A. If so, was the inclusion of the PII necessary? 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 

data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 

intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g.,. 11 extremist/ 11 radical,U "far 
10 left,° 11far right,° etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Co11gress 
shall malce 110 law respecti11g att establislmie11t of religio11, or prohibiting the free 

13 exercise thereof; or abridgi11g the freedom of speech, or of the press; or the right of 
the people peaceably to assemble, a11d to petition the government for a redress of 

grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 
relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 

Information shared with local LEO and all school districts. 
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MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

H#iMG-li•ll§iiiiiiiii•i§i§iP.iirifid 2021-1737 

SUMMARY OF RECORD(S) EVALUATED* 

"Tlte co11tent s11111111amJ sl1011ld be a de-identified ilifonnation regarding eacl, activity report that can lmvjjdly be 
disseminated publicly 111 tlte interest oflwo111oti11g transparency a11d clarity 011 MIAG's activities. 

Report from law enforcement agency about a potential banner drop on Interstate 95 in violation of state law. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PU")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

X 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? X 

When it was originally reviewed, was the RECORD found to include erroneous 
X data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 

X intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

10 
Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical,t1 11far 
Ieft, 11 11far right, 11 etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion,. sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so,. is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereoft or abridging the freedom of speech, or of the press; or the right of X 
the people peaceably to asse111ble, and to petition the government for a redress of 
grievances.") 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

Regarding question13, although the content of the banner maybe protected the location of the drop is the concern. 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 

Updated 2/18/2021 

bii•!G-li•1@liiiMiM§Hi&#•;Jili 2021-1746 

SUMMARY 0F RECORI>(S) EVALUATEI)* 

*T1te co11te11t s1111111111ry should be a ae-ide11tifie'd information regaraing eacT, activity re,,ort tTlat can lmtijj,Uy be 
aissemillatea l'llblicly in the i11terest of promoting tr1111spare11cy 1111d clarity m1 l\J:IAX?'s activities. 

Report received about perceived hate speech being written on the side of a church. 

I 
I 

II 

Does the RECORD provide information that is consistent with the MIAC's Does the RECORD provide information that is consistent with the MIAC's 
mission? 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 

X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? X 

When it was originally reviewed, was the RECORD found to include erroneous 
X data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 

X intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

10 
Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical,11 11far 
left, 11 11far right, 11 etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual1s race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make no law respecting an establishment of religion, or prohibiting tlie free 

13 exercise thereof; or abridging the freedom of speech, or of the press; or the right of X 
tlie people peaceably to assemble, and to petition the government for a redress of 
grievances.") 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

Regarding question 11, the hate speech contained a racial slur. Regarding question 13, although some of the content of 
the speech could be protected, the content of hate speech and vandalism negates this. 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

08S•i1J•li•1@iiiiiiiiMH§Mcii;Jnti 2021-2158 

SUMMA'R:Y OF RE@ORD(S) EVAUllATED* 

*Tlte cautent s11111mary sltoulf/ lie a de-ide11tified i1ifprmatio11 regarding each activity report tit at can lauift1 lly lie 
disseminated publicly in tlte interest t.ifyxomoti11g transparency and clarify 011 MIA C's actiriities, 

Request for information from law enforcement agency related to the arrest of an outlaw motorcycle gang member. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as, 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X 

information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 

X 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? 

X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist," 11 radical," 11far 
10 left," 11far right," etc.) of persons and organizations? 

X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make 110 law respecting an establishme11t of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speec/1, or oftlie press; or tl,e right of X 
the people peaceably to assemble, and to petition the government for a redress of 

grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 

Updated 2/18/2021 

Gii•iA•li•l@iiiiiiii•i§Hii#i❖6G 2021-2026 

SUMMARY OF RECORD(S) EVAUlJATED* 

*The co11tent s1m1111ary s1,011/d be a de-iile11tifiril i1ifpnnatio11 regai-ding each activity report that can lm1ifj11ly be 
disseminated publicly in the i11terest df;prowotillg tra11sparency and clal'.it!J 011 MIA.C's activities, 

Citizen social media report of Outlaw Motorcycle Gang activity referred to the FBI. 

I 
I 

II 

Does the RECORD provide information that is consistent with the MIAC's Does the RECORD provide information that is consistent with the MIAC's 
mission? mission? 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source ( e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



8 

9 

A. If so, was the inclusion of the PU necessary? 

B. If so, does the PU included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PU necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11radical,U 11far 
10 left, 11 11far right," etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 
or gender identity? 

A, If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make Ito law respecting an establishment of religion, or prohibiting the free 

13 exercise thereofi or abridging the freedom of speech, or of the press; or the right of 
tl1e people peaceably to assemble, and to petition the government for a redress of 
grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 
relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 
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MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 

Updated 2/18/2021 

2021-2184 

SUMMARY QF RECORD(S) EVALUATED* 

*The co11te11t s11nm1ary slwuld be a de-fde11fijied i1ijommtio11 regardi11g each activity repprt tT1at can /rmiJjtlly be 
disseminated p11blicly in the interest 0J;ptomoti11g tra11spare11cy and clarity 011 MIA C's activities. 

Reports of a scam targeting those presently on the State of Maine Sex Offender Registry, disseminated to law 
enforcement agencies for awareness. 

I 
I 

II 

Does the RECORD provide information that is consistent with the MIAC's 
mission? 

Was the RECORD disseminated by the MIAC to any agency or person? Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
. . . 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 
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X 

X 

X 

X 

X 

X 

X 

X 



8 

9 

A. If so, was the inclusion of the PII necessary? 

B. If so, does the PU included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,. 11 "radical," 11far 
lO left/ 11far right," etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sltall make no law respecting an establisltment of religion, or proltibiting tlte free 

13 exercise tltereof; or abridging tire freedom of speeclt, or oftlie press; or tlte rigltt of 
tlte people peaceably to assemble, and to petition tire government for a redress of 
grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 
relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 

PII was included in a police report. 
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MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

1i❖M0fii•i@iili¥iii•i§i§ifoi•;j§d 2021-2178 

SUMMARY OF RECORD(S) EVALUATED* 

*Tile co11te1tt s11111111ary should be a de-identified i1ifprmatio11 regal'ding each activity report tliat ca11 lauif111/y be 
disseminated p11blfoly i11 tlte interest ofpromoting fra11spMe11cy a11d clarity 011 MIAC's activities. 

Report from a local police department to the FBI related to foreign nationals disappearing from a local university 

under suspicious circumstances. 

Does the RECORD provide information that is consistent with the MIAC's 
mission? 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PU")? 
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X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 

X intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11radical,." 11£ar 
X 10 left," 11far right,° etc.) of per!;,ons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sltall make no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speech, or of tlte press; or the right of X 
the people peaceably to assemble, and to petition the government for a redress of 
grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

Wasn't dissminated due to the fact the FBI already had the information. 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 

Updated 2/18/2021 

■ @#i•i1i❖i•id§ii!iiiiiM§i§i•Mi'1i·i 2021-2036 

SUMMARY OF RECORD(S) EVALUATED* 

*The conte11t s111m11a1y_ s1!011ld be a de-ide11ti,[fod i1iformatio111·egar,/i11g ead, actii,ity report tllat can lmofrtlly be 
disseminated publicly in the interest ofiprnmotingtn:msparency a11d clarity 011 MIAC's activities. 

Citizen report of information related to a homicide being investigated by the Maine Stale Police. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC lo any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and ii originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior lo MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical/' 11far 
10 Ieft,U "far right," etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Co11gress 
shall ma/ce 110 law respecti11g a11 establishme11t of religio11, or prohibiti11g the free 

13 exercise thereof; or abridgi11g the freedom of speech, or of tlie press; or the right of 
the people peaceably to assemble, a11d to petitio11 the govemme11t for a redress of 

X 

grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

2021-2199 

SUMMARY OF RECORD(S) EVAEUATED* 

*Tlie co11te11t s11111111ary s1!011/d be n de-id,mtified i11fom1atio11 regm'ding each acti11if:IJ repmt tlt!Jt c@ lcmift1lly lie 
disseminated publicly in the i11terest of promoting tra11sparency a11d clarity on Ml!1C's activities. 

Request for information from State law enforcement agency related to a criminal investigation. 

Does the RECORD provide information that is consistent with the MlAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X 

information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11radical,U 11far 
10 left," 11far right," etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
X 

information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall malce no law respecting an establishment of religion, or prohibiting the free 

13 exercise thereoft or abridging the freedom of speech, or of the press; or the right of X 
tlie people peaceably to assemble, and to petition the government for a redress of 
grievances.") 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

2021-1962 

SUMMARY OF RE@ORD(S) EVALU'&TED* 

*Tile co11te11t s11111ma1·y sl1011ld be o de-idmtij}ed i1ftormotio11 regarding eaclt activity repmt tltat can l1mijj1lly be 
disseminated 7JJ1lilicly i11 t/le interest dflpmmoting trausparency and clarity 011 MIAC's activities. 

Request for information from a law enforcement agency related to a vehicle which fled from them. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PU")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X 

information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist," 11radical,1' 11£ar 
10 left, 11 11far right, 11 etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual1s race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
sltall make no law respecting an establishment of religion, or prohibiting the free 

13 exercise tl1ereof; or abridging the freedom of speech, or of the press; or the right of X 
tl,e people peaceably to assemble, and to petition the government for a redress of 

grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

Demograph discriptors were included in the attempt to identify the suspect. 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

I @R#•l0-IMMOIH♦iiM§i§i•MMbi1 2021-2009 

SUMMARY OF REeORD(S) EV?ALUATED* 

'TIie content summary sl,oulit be a de-identified i11Jormatio11 reganling eacl, activity report tltat can /m6jj1lly lie 
dissemi1111ted publicly in the interest oJpmmotillg tia11spare11cy and clarity an MIA C's activities. 

Citizen report via social media on suspicious behavior involving possible foreign nationals in Maine, referred to FBI 

andDHS. 

Does the REeORD provide information that is consistent with the MIAC's 

Was the REeORD disseminated by the MIAe to any agency or person? 

A. If the REeORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the REeORD 
in the same manner in which MIAe would review and approve its own 
REeORDs prior to their dissemination? 

e. If the REeORD was disseminated, was it repurposed or revised by MIAe for 
a new audience? 

(1) If so, was the REeORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised REeORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the REeORD? 

A. If so, are such labels or ratings included in the REeORD? 

Does the REeORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAe personnel stated in the REeORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X 

information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11radical,U 11far 
10 left/ 11far right," etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall malce no law respecting an establishment of religion, or prohibiting the free 

13 exercise tl,ereof; or abridging the freedom of speech, or of tl,e press; or tl,e right of X 
the people peaceably to assen,ble, and to petition the government for a redress of 
grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

Regarding question 10 the record was made by a citizen who used the vague or broad descriptions. 
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MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

Arii•i0-,••i@iiiiliii\•i§Hi1MM9d 2021-1973 

SUMMARY OF RECORD(S) EVAUlJATED* 

*Tlte content s111,mtary s/iould be a de-ide11tified i11formatio11 regardittg each acti11/ty report tl,at can lauijj1lly fie 

disseminated prtlilicly in tlie interest ofpromotiug tra11sp_are11cy and clarity 011 MIA.C's activities. 

E-Guardian entry related to a bomb threat e-mail received by a Maine University. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PU")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



8 

9 

A. If so, was the inclusion of the PII necessary? 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U "radical," 11far 
10 left,U 11far right/ etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of or reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall make 110 law respecting a11 establishment of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speech, or of the press; or the right of 
tire people peaceably to assemble, and to petition the government for a redress of 
grievances. 11 

) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 
relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 
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MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

2021-1997 

SUMMARY OF RECORD(S) EVALUATED* 

*The content s1111111tary sho11ld be a de-identff/eil iJiformation ,·egal'iling eacl, actii,ity l'epprttltat can lrmif11lly be 
dissemi11ateil p_r,blicly in tlie interest ofpromoting tm11spam1cy and clarity 011 MIA C's actil!ities. 

MIAC disseminated information and provided case support related to car burglaries where firearms had been stolen. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PU")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



8 

9 

A. If so, was the inclusion of the PII necessary? 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
data? 

A. If so, was the RECORD amended or rescinded as a result? 

Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
otherwise purged? 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical,'1 11£ar 
10 Ieft, 11 11far right, 11 etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MlAC? 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? 

Does the record discuss or reference religion? 

A. If so, is the discussion of 01· reference to religion neutral? 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall malce 110 law respecting an establisl1ment of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speech, or of the press; or the right of 
the people peaceably to assemble, and to petition the government for a redress of 
grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD 
relates? 

B. If so, was there a compelling reason to create the RECORD? 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? 
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MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

Gii•iff •ll•M§iiiiiiiiMH§Wtii'ii·i 2021-2060 

SUMMARY OF RECORD(S) R"VA'UUATEI)* 

*The co11tent s1m1111anJ sl,011/d be a de-ide11tified i11formatio11 regarding cacl, activity rep01t tllat can laivfully be 
disseminated publicly in the i11temst ofpromoting trmtspmwcy and daiity 0111\IIIAC's activities. 

Request for information related to locating a subject in Maine as a result of the January 6th Capital investigation. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source ( e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X 

information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 

data? 
X 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11 radical," "far 
X 10 left,° 11far right," etc.) of persons and organizations? 

A. If so, was the use of the descriptors appropriate given the purpose of the 
X 

information provided in the RECORD? 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
slrall make no law respecting an establisl,ment of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speech, or of the press; or the right of X 
the people peaceably to assemble, and to petition the government for a redress of 
grievances. " ) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored lo achieve that purpose? X 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 
Updated 2/18/2021 

2021-2045 

SUMMARY OF RE@ORD(S) EVJXLUJ\:TED* 

*The content s11111111ary sl,011/if be 11 de-iile11tified itifmwation regarding each activity report tltat can la1,Jft1lly be 
disseminated pul>licly in the interest 0Jpromoti11g traizsporency and clarity 011 Mii'iC's activities. 

Request for information for police reports from out of state law enforcement agency related to a homicide. 

Does the RECORD provide information that is consistent with the MIAC's 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
X information being provided in the RECORD? 

When it was originally reviewed, was the RECORD found to include erroneous 
X 

data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 
intended? 

X 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11radical,U 11£ar 
10 left," 11far right," etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? 

X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual1s race, ethnicity, gender,. national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Congress 
shall malce 110 law respecting an establishment of religion, or prohibiting the free 

13 exercise thereof; or abridging the freedom of speech, or of the press; or the right of 
the people peaceably to assemble, and to petition the govenune11t for a redress of 

X 

grievances. 11 
) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

2 



MAINE INFORMATION & ANALYSIS CENTER ("MIAC") PRIVACY AUDIT 

RECORD EVALUATION FORM 

Updated 2/18/2021 

1i#S•iG•il•1@iiiiliiiM§Hl•M!'if G 2021-2236 

SUMMARY OF RECORD(S) EVAlilJA'l'ED* 

*The content s11111111ary should be a de-ide11tiJNd i1iformatio11 regarding eac/1 acti.1/ty repp1t t/iat can l(mift1lly lie 
disseminated publicly in the i11terest dfpromotillg tra11sparn11cy aud clarity 011 MIA.C's actiz>ities. 

Citizen report of suspected drug activity and possible motor vehicle violation, referred to local police. 

I 
I 

II 

Does the RECORD provide information that is consistent with the MIAC's Does the RECORD provide information that is consistent with the MIAC's 
mission? 

Was the RECORD disseminated by the MIAC to any agency or person? 

A. If the RECORD was disseminated, is there documentation evidencing that it 
was reviewed and approved prior to its dissemination? 

B. If the RECORD was disseminated and it originated from another source (e.g., 
another law enforcement agency), did MIAC review and approve the RECORD 
in the same manner in which MIAC would review and approve its own 
RECORDs prior to their dissemination? 

C. If the RECORD was disseminated, was it repurposed or revised by MIAC for 
a new audience? 

(1) If so, was the RECORD appropriately re-labeled or labeled as 
necessary prior to MIAC's dissemination of the repurposed or 
revised RECORD? 

Does the RECORD require labels or ratings relating to the confidence or 
reliability of the information in the RECORD? 

A. If so, are such labels or ratings included in the RECORD? 

Does the RECORD require any use or dissemination limitations or restrictions 
(legal or otherwise), given its content? 

A. If so, are such limitations or restrictions expressly stated in the RECORD? 

Are any opinions of MIAC personnel stated in the RECORD? 

A. If so, are the opinions expressly labeled or otherwise identified as such? 

Does the RECORD contain personally identifying information ("PII")? 

1 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 



A. If so, was the inclusion of the PII necessary? X 

B. If so, does the PII included in the RECORD relate to minors, victims of 
domestic violence, victims of sexual abuse, participants in substance abuse X 
programs, or participants in mental health treatment programs? 

(1) If so, was the PII necessary to include in the RECORD, given the 
information being provided in the RECORD? X 

When it was originally reviewed, was the RECORD found to include erroneous 
X data? 

A. If so, was the RECORD amended or rescinded as a result? X 

8 
Does the RECORD expressly identify the audience for whom the RECORD is 

X intended? 

Does the RECORD expressly state when the RECORD should be disregarded or 
9 otherwise purged? X 

Does the RECORD use broad, vague descriptors (e.g., 11 extremist,U 11radical,U 11far 
10 left," 11far right,° etc.) of persons and organizations? X 

A. If so, was the use of the descriptors appropriate given the purpose of the 
information provided in the RECORD? X 

B. If the response to "A" is "NO," was the RECORD prepared by the MIAC? X 

Does the RECORD include demographic descriptors pertaining to one or more 
individual's race, ethnicity, gender, national origin, religion, sexual orientation, X 
or gender identity? 

A. If so, were those descriptors appropriate to include, given the information 
being provided in the RECORD? X 

Does the record discuss or reference religion? X 

A. If so, is the discussion of or reference to religion neutral? X 

Does the RECORD relate to First Amendment-protected activity ("Co11gress 
shall make 110 law respecti11g a11 establishment of religio11, or prohibiti11g the free 

13 exercise thereof; or abridgi11g the freedom of speech, or of the press; or the right of X 
the people peaceably to assemble, and to petition the govemme11t for a redress of 
grievances. 11 

) 

A. If so, does the RECORD include any necessary and appropriate qualifiers or 
context regarding First Amendment-protected activities to which the RECORD X 
relates? 

B. If so, was there a compelling reason to create the RECORD? X 

C. If so, was the RECORD narrowly-tailored to achieve that purpose? X 

PII included by the reporting citizen. 
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