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INTRODUCTION

This report accounts for the privacy audit that was conducted by a Maine Information &
Analysis (“MIAC”) audit team (“Team”) on 10 and 12 September 2019. The members of the
Team were LT Michael Johnston, MIAC Director; SGT Mathew Casavant, MIAC Compliance
Officer; and Christopher Parr, MIAC Privacy Officer, The period the audit covered was 01
March 2019 through o1 September 2019. The audit is conducted pursuant to the MIAC
Privacy Policy, specifically Part X(3)(B).

GENERAL AUDIT PROCESS
To conduct the audit, the Team:

1. Identified the timeframe for which the audit would account;

2. Determined that a random sample of 3% of the total MIAC Activity Report entries
during the timeframe identified would be evaluated, as well as all ISE-SARs that
were entered into the Federal eGuardian system during that timeframe;

3. Used the “Research Randomizer” website (www.randomizer.org) to determine
which Activity Report entries would be evaluated and ensure that the sample was
randomized;

4. After reviewing the Department of Homeland Security Privacy, Civil Rights, and Civil
Liberties (P/CRCL) Audit Guidance for the State, Local, Tribal, and Territorial
Intelligence Component (Audit Guidance)! product for guidance, we prepared and
used a MIAC-designed evaluation form to assess each Activity Report entry to be
evaluated;

5. Over the course of two days, reviewed and discussed each Activity Report entry that
was evaluated, using the evaluation form to guide the Team'’s work.

COMMENTS: The process the Team designed and followed worked very well overall. As the
audit occurred, the Team determined that some questions on the evaluation form might be
reworded for future audits to account for certain presumptions that generally guided the
Team in its work. Those presumptions included, as examples:

B That, generally, records that are the subject of such audits are commonly understood
to be for law enforcement (“LE”) only;

1«The Privacy, Civil Rights, and Civil Liberties (P/CRCL) Audit Guidance for the State, Local, Tribal,
and Territorial Intelligence Component (Audit Guidance) is designed to help state, local, tribal, and
territorial (SLTT) agencies, including state and major urban area fusion centers, conduct a privacy,
civil rights, and civil liberties (P/CRCI.) audit of records within the agency’s intelligence component.
A P/CRCL audit will support agency leadership in ensuring the protection of community members’
privacy, civil rights, and civil liberties in the agency’ intelligence-related activities, including
intelligence collection, analysis, and dissemination.”
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B That, generally, records that are the subject of such audits are typically
confidential/nonpublic by law, and that their dissemination is therefore restricted
by law;

B That conclusions stated or asserted in records prepared by a LE agency (“LEA”) are
presumed to be factually based;

B That, currently, no records subject to such audits that are maintained in MIAC-
administered systems are required by law to be purged;

M That certain databases in which records are maintained or through which records
are disseminated are accessible only by authorized LEAs and LE officers (“LEOs”);

B That the MIAC Compliance Officer reviews and approves each Activity Report entry
on a weekly - if not daily - basis, and that all bulletins are peer-reviewed before
their dissemination.

One way the Team determined that future audits ought to be conducted in a more timely
and efficient manner would be to conduct them more than once per year - ideally, every
four (4) months - if possible.

KEY FINDINGS

1. The audit found no evidence of nonconformance by the MIAC with the Center’s
Privacy Policy, revised 20 March 2019.

2. The audit process itself benefitted from and was informed by discussions that
occurred not only during the record evaluation process, but during the
development of this audit report as well, Such discussions should be made part
of the process when conducting future MIAC privacy audits, at least until the
audit process is more defined. In relation to that, having two stages of audit
findings - a “preliminary findings” stage and a “final findings” stage - would
sirengthen the audit process, at least as the process continues to be developed.

3. As reflected in part in the evaluation forms related to them (see attached), two
records (2019-1335 and ME-FCU-0000-2019-00005) were the subject of
discussion not only during the Team’s record evaluation process, but also in
discussions that occurred in the development of this report. This is because the
records related to incidents that, while not criminal in nature, were suspicious,
and thus, to some extent, a “judgment call” needed to be made in the decisions
to disseminate the records. Ultimately, the Team finds that the dissemination of
those records was justified, given the potential risks to public safety that were
involved and the fact that a limited audience {namely, law enforcement) was to
be the recipients of the records.

PRE-PRIVACY AUDIT DUE DILIGENCE REVIEW
To add another level of review to the MIAC’s work and processes, LT Joseph Villers and

Deputy Director Deidre Boulter of the New Hampshire Information & Analysis Center
visited the MIAC on 29 August 2019 to conduct a general review of MIAC’s operations and
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procedures. The following excerpts are from an explanation and summary of that visit was
composed by MIAC Director LT Michael Johnston:

Tt was their epinion that MIAC’s current operations, policies and procedures are in good shape with
no issues or concerns. Many of our operations and procedures are either like or the same as New
Hampshire’s particularly as it relates to data retention. As part of this review we showed them not
only the procedure but how they are applied practically with actual case examples.

The goal [of the review was] to have member(s) of the New Hampshire Information and
Analyst Center review MIAC’s operations and procedures to determine if they are generally
compliant with MIAC’s privacy policy in addition to nationally recognized guidelines and
practices and to identify any perceived areas of noncompliance and possible corrective
actions and or suggested guidance. The purpose [was] not to conduct a full professional
and technical audit based on standards identified in the Generally Accepted
Government Auditing Standards or other professional standards.

The review specifically included the following;

Review sitoational awareness product(s)

Review of analytical products

Review of the use of MIAC’s activify report

Review of the use of MIAC’s Netsential Portal/ Website

Review of the practices and procedures surrounding the use of open source

monitoring and research for analysis and case support

¢ Review of the intake and processing of requests for information and analytical
support

e Review the intake and review process for suspicious activity reporting and E-
Guardian entries

¢ Review of information sharing practices with federal, State, county and local law
enforcement agencies.

» Responses to Requesis for Information (RFIs).

s Physical inspection of MIAC’s work area and systems as needed

ATTACHMENTS

B Individual evaluation forms accounting for the Team’s work during the privacy
audit.
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MAINE INFORMATION & ANALYSIS CENTER ("MIAC™) PRIVACY AUDLT

EECORD EVALUATION FORM

01 March 2018 - ox Sept. 2019

If necessary, does the RECORD state when the RECORD should be disregarded
or otherwise purged?

CASH REGISTER RECOVERY BULLETIN I

Does the RECORD include any priate qualifiers or context
regarding First dment-pr d activities to which the RECORD relates?

y and 2pp

Does the RECORD provide knfi ion that is 3

Py

with MIAC's

L

Do the KECORD avoid broad, vague descriptors {e.g., "extremist,” “radiea),”
” r "far pight," ete.) of and o tons?

1€ the RECORD originated from another source {e.g., another law enforcement
agency ("LEA")), did MYAC review and approve the RECORD in the same
manner in which MIAC would review and approve its own RECORDs prior to
their dissemination?

Are the information sources included, in the RECORD labeled or rated for thedr
cenfidence or reliabili

7

18

Dot the RECORD include demiographic descriptors pertaining to one or mare
Individual's race, ethniciry, gender, national orlgin, religion, sexual

ppropriate to incinde, given the information

being provided in the RECORD?

I# the information provided in the RECORD based ot individual behavior or
objective facts, and not on stereotypes, g alizand or

Are there necessary qualifiers in the RECORD regarding the confidence or
reliability of the Information included in the RECORD?

18

Is the RECORD neutral in its use of religious terminology?

%0

Is the RECORD neutral in its discussion of religion?

Are there any use or dissemination limitations or restrictions (legal or
§ |otherwise) stated in the RECORD that should be stated in the RECORD given
its content?

If the RECORD was repurposed or revised by MIAC for a new audience, was
6 jthe RECORD appropriately re-labeled or labeled as 7 prior to MIAC's
di ination of the repurposed o revised RECORD?

Are opinions of MIAC personnel that are stated in the ZECORD labeied ot
otherwise. identified as such?

Does the RECORD contain persopally identifying information ("PII")?

A. If w0, was the inclusion of the FIT vy

B. Does the PII included in the RECORD relate to mi: 3 i of d =t

viclence, victims of sexual sbuse, participanes {n systance abuse programms,
icipants in mental health treatment p

Wh.enitmsurigina]lyreviewed, wastheR.ECDBJJ found to include erronecuns
data?

A, If s0, was the RECORD ded or rescinded as a resulr?

10 JAre conclusions stated or agserted in the RECORD factually-haseds

i Is there documentation evidencing thar the RECORD was reviewed by MIAC
jorior to its dissemination?

" Does the RECORD jdentify the audience for whom the RECORD is inkended?

. Does the RECORD state whether the RECORD may be further disseminated?

Dees the RECORD relate to First Amend pr d activity?

A. If so, was thers a compelling reasen o sreats the RECORD?

B. If 30, was the RECORD narrowly-tailored to achisve that purpose?




MAINE INFORMATION #& ANALYSIS CENTER ("MIAC™) PRIVACY AUDIT " 1 necessary, does the RECORD state when the RECORD should be disregarded x
or otherwise purged?
RECORD EVALUATION FORM Does the RECORD include any necessary and appropriate qualifiers or context
o1 March 2013 - 01 Sept. 2019 15 |regarding First d protected activities to which the RECORD relates?] X
DRUG SEIZURE REPORT I " Dogs the RECORD aveid broad, vague descriptors (e, "extremist,” "radical,” x
! " "far right," etc.) of persons and g i ns?
S T e ST
, |Does the RECORD provide information that is consistent with MEAC's x 17 [individval's race, ethnicity, gendss, national origin, religlon, sexal X
mission? oricntation, or pender identity?
1If the RECORD originated from another source (e.g-, another law enforcement A IF 50, were those descriptors appropriate to inciade, glven Fhe fom
, [8eney ("LEA™), did MIAC review and approve: the RECORD in the same % being provided in the RECORD? X
manner in which MIAC would review and approve its own RECORBs prior to Is the information provided in the RECORD based on [ndividual hehavior or
| {their dissemination? 18 |objective facts, and not on Ypes, g lizations, or ptions? X
: |Aze the information sources included in the RECORD labeled or rated for their x
| —.jeonfidence or rellabiiicy? 15 |fs the RECORD neutral in its use of religions tezminology? x
A Are there necessary qualifiers in the RECORD regarding the confidence or x 20 |Isths RECORD neutral in its discussion of religion? X
reliability of the information inciuded in the RECORR? [Does the RECORD relate to Eirst Amendment-protected actlvity? X
Are there any use or dissemination limitations or restrictions (Jegal or 4. If 50, was thers a compelling reason to create the RECORD? x
5 |otherwise) stated in the RECORD that should be statcd in the RECORD given X B. If 50, was the RECORD narrowly-tailored to achieve that purpose? X
el 28 cOntent?
I the RECORD was repurpesed or reviged by MIAC for a new audience, was OTES; COMMENTS
& |the RECORD appropriately re-labeled or labeled as necessary prior to MIAC's X
dissemination of the repurposed or revised RECORD?
- Are opintons of MIAC personnel that are stated in the RECORD Inbeled or x
[ lotherwise identified as such?
g [Does the RECORD ¢ontain personally identifying information ("BIIM? X
A. If 50, was the inclusion of the PO i X
B. Does the P included in the RECORD relate to minors, victims of domestic
viclence, victims of sexual abuse, participants in substance abuse programs, X
ar participants in mental health tzeatiment pro: 7
s 'Whea it was originally reviewed, was the RECORD found to inclnde erTanecns x
data?
A If 50, was the RECORD amended or rescinded as a result? X
10 jAre conclusions stated or asserted-in the RECORD factually-based? X

a Ts there doctimentation evidending that the RECORD war reviewed by MIAC
|BTior to its dlssemination?

Does the RECORD jdenify the audience for whom the RECORD is intended? x
1z

3 Does the RECORD state whether the RECORD may be further disseminated? %
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MAINE INFORMATION & ANALYSIS CENTER, ("MIAC™) PRIVACY AUDIT

RECOBED EVALUATION FORM

©1 March 2019 -~ 01 Sept. 2019

JAXL B0OKING REPORI/EFORM

mission?

Does the RECORD provide information that is consistent with MIAC's

X

I the RECORD originated from another sotree (e.g., another law enforcement
agency ("LEA™)), did MIAC review and approve the RECORD in the same
jinanner in which MIAC would review and approve its own RECORDSs prier to
their dissemination?

Are the information sources included in the RECORD labeled or rated for their
confldencs or reliability?

Are there necessary qualifiers {n the RECORD regarding the confidance oy
reliability of the information included in the RECORD?

Are there any use or disseminatnn Hmitatfons or restrictions (legal or
otherwise) stated in the RECORD that should be stoted in the RECORD given
Xts content?

If the RECORD was repurposed or revised by MIAC for a new audience, was
the RECORP appropriotely re-labeled or labeled as necessary prior te MIAC's
jdisseminatiom of the repurposed or revised RECORD?

Are opinions of MIAC p 1 that are stated in the RECORD lakeled or
ctherwiss identified as such?

Does the RECORD contaln personally Sdentifying information (“RIF)?

A, If 30, was the inck of the FIf y?

B. Does the PIY included in the RECORD relate to minors, vietins of domestic
violence, victims of sexual abuse, participants in substance abuse programs,

or in mental health it E

When it was originally reviewed, was the RECORD found to include ervoneous
data?

A If so, was the RECORD amnended or rescinded as a result?

190

Are conclusions stated or asserted in the RECORD factually-based?

s there documentation evidencing that the RECORD was reviewed by MIAC
prior to its dissemination?

Does the RECORD identify the audience for whom the RECORD is intendad?

Does the RECORD state whether the RECORD may be further disseminated?

If necessary, does the RECORD state when the RECORD should be disregarded

o1 otherwise purged?
Does the RECORD include any y and appropriate qualifiers or
regarding First Amendment-protected activities to which the RECORD relares?

26

Does the RECORD avoid broad, vague descriptors (e.g., "extremist,” “rad{zs],"

by

"far left,” "far right " etc.) of and organizicnst
Does the RECORD include demographic d ptors pertaining to one or more
Individual's race, Y, gender, ] origin, religion, sexual

A If s0, were those descriptors appropriate to include, given the inf fon

[being provided in the RECORD?
Is the information provided in the RECORD based on individual behavior ar
ochiective facts, and ot on stereotypes, g lizations, or ptions?

15 {

Is the RECORD neutral in its use of religions terminojogy?

s the RECORD neutral in its discassion of religion?

g

[Does the RECORD relate to First i protected activity?

A If 50, was there a compelling raason to crests the RECCBRD?

[B. 1f $0, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER, (“"MIAC™) PRIVACY AUDLIT

RECORD EVALUATION FORM

©1 March 2015 - 01 SepL- 20545

1t necessary, does the RECORD state when the RECORD should be disregarded
lor otherwise purged?

RISS-SAFE DECONFLICTION REPORT l

Daoes the RECORD include any necessary and appropriate qualifiers or context
regarding Fivst Amendment-protectsd activities to which the RECORD rel

Does the RECORD provide inf ion that is

with MIAC's

misslon?

16

[Daes the RECORD avoid broad, vague descriptors {e.g., "extremist," "radicad,"
Dfar left,” fiar right,” etc.) of persons and organizations?

If the RECORD originated from another source (e.g., another law enforcement
agency ("LEA")), did MIAC review mnd approve the RECORD in the same
manner in which MIAC would review and approve its own RECORDs prior to
their dissemination?

Are the inf 3
confidence g rellability?

luded in the RECORD labeled or rated for their

iz

Does the RECORD include demographic descriptors pertaining to one or more

individual's race, ett , gender, national origin, religion, sexual

18

7

orientation, o gender identd!

A, If 50, were those descriptors appropriate to include, given the information
(belng provided in the RECORDY

Is the information provided in the RECORD based on individual behavior or
objective facts, and not on stereotypes, generalizations, ar assumptions?

Are there necessary qualifiers in the RECORT regarding the confidence or
relizbility of the information included in the RECORD?

19

Is the RECORD neutral in its use of religious terminology?

20

Is the RECORD nentra) in {15 discussion of religion?

Are there any vse or di limitations or restzi (egat ox
otherwise) stated In the RECORD that should be stated in the RECORD given
its content?

If the RECORD was repurposed or revised by MIAC for a new audience, was
the RECORD appropriately re-labeled or Jabeled as necessary prior to MIAC's
dissemination of the repurposed or revised RECORD?

| ATe opinions of MIAC personnel that are stated in the RECORD labeled or
ctherwise identified as such?

Does the RECORD contain personally fdentifying infi ion {"PII"}?

5. ¥ 50, was the incl of the PII Y7

B. Does the PII included in the RECORD relate to 1mil ictims of o il
violence, victims of sexual ahuse, parvicipants in substance sbuse programs,
or participants in mental haalth treatmant programs?

‘When it was originally reviewed, was the RECORD found to include erronecus
data?

A, If 5o, war the RECORD amended or rescinded as a result?

Are Jusions stated or d in the RECORD factually-based?

Iz there documentation evidencing that the RECORD was reviewed by MIAC
prior to its dissemination?

Does the RECORD iderdify the audience for whom the RECORD is intended?

Does the RECORD state whether the RECORD may be further disseminated?

23

Does the RECORD relate to First Amendment-protected activity?

1f sp, was thers a compelling reagon to create the RECORD?

B. If an, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER (“MIAC*) PRIVACY AUDIT ” If necessary, doss the RECORD state when the RECORD should be disvegarded %
or otherwise purged?
RECORD EVALUATION FORM Does the RECORD include any v and appropriate qualifiers or context
01 Mareh 5019 ~ 01 Sept. 2019 15 |reparding First Amendment-profected activities to which the RECORD relates? X
FECORD 1P ) WATCHE-DUTY ENTRY I 16 [P0#9 the RECORD avoid broad, vague descriptars (.3, “extremtst,” “radical,” x
e Joft," "far right.” etc.} of persons and organizations?
Does the RECORD inclnde demegraphic descriptors pertaining to stie or more
1 Does the RECORD provide information that is consistent with MIAC's x 17 |individual's race, ethnicity, gend ional arigin, religion, secual x
miszion? crientation, or gender identity?
If the RECORD originated from another source {e.g,, another law enforcement; A If 50, were those descriptors appropriate to include, given the inf fon
4 [%6e0y ("LEA"), 4id MIAC review and approve the RECORD in the same < being provided in the RECORD? : x
in which MIAC would review and approve its owa RECORDS prior to Is the information provided in the RECORD based on Individual behavior or
| [their dissemination? 38 |objective facts, and not on sterevtypes, generalizations, of asswnptions? X
N Are the i it included in the RECORD labeled or rated for their %
confidence ar relfability? 29 |Is the RECORD newtral in jts use of religiots terminology? X
" ATé there necessary qualifiers in the RECORD regarding the confidence or x 20 [Is the RECORD neutral in its discussion of religion? x
reliability of the information fneluded in the RECORD? 21 |Does the RECORD relate to First Amendment-protected activity? X
Are thers any usa or dissemination limitations or restrictions (legal or A, If 50, was there a compelling reason to create the RECORD? X
5 |otherwise) stated in the RECORD that should be stated in the RECORD given X B. 1f 50, was the RECORD narrowly-tailored to achieve that pirpose? X
 _|lte conrenry
1f the RECORD was repurposed or revised by MIAC for a new 2udience, was
§ |the RECORD approp dy re-labeled or labeled as ¥ prior to MIAC's X
dissamination of the repurposed or revised RECORD?
Are opinfons of MIAC personnel that ave stated in the RECORD labeled or
__7_ aotherwise identified as such?
8 |Daes the RECORD contain personally identifyiny information ("PI")? X
A, If 50, was the inclusion of the PIT 2 X
B. Does the PI included {n the RECORD relare to minors, victims of domestic
violence, victims of sexusl abuse, particip in sub abige prograin, x
o participants in mental health treatment programs?
When it was originally reviewed, was the RECORD found to include erronecus x
data?
A, If 50, was the RECORD amended oy rescinded as 4 result? x
16 {Are Tusi stated or d in the BECORD factually-based? X
. s there docmnentation evidencing that the RECORD was reviewed by MIAC x
prior to its dissemination?
= Does the RECORD identify the andienee for whom the RECORD s intended? x
3 Does the RECORD state whether the RECORD may be further disseminated? %




MAINE INFORMATION 3 ANALYSIS CENTER, ("MIAC™) PRIVACY AUDIT

RECORD EVALUATION FORM

RECORT D,

01 Maxch 2015 - 01 Sept. aog

Does the RECORD provide information that is consistent with MIAC's
iccion?

If the RECORD originated from another source fe.g., another law euforcement
agency ("LEA")), did MIAC review and approve the RECORD in the same
rrasmer in which MIAC would review and approve its own RECORDS prior to
their dissemination?

Are the faformation sources included in the RECORD [abealed or rated for thefr
confidence or reliability?

Are there necessary qualifiers in the RECORD regarding the confldence or
rellability of the information included in the RECORD?

5

6

ATe there any use or dissemination Yimitations or restrictions (legal or
otherwise) stated in the RECORD that shoul@ be stated {n the RECORD given

lts eontent?

If the RECORD was repurposed or revised by MIAC for a new audience, was
the RECORD appropriately re-labeled or Jabeled as necessary prior to MIAC'S
A ion of the repurposed or revised RECORD?

Are opinions of MIAC personnel that ave stated in the RECORD labeled or
otherwise identified as such?

@

10

Does the RECORD contain personally identifying inf ion {"FII"}?

1f 50, was the inclusion of the PIT ye

B. Does the PH included i the RECORD relate to minors, victims of domestic
violence, victimns of sexual abuse, partcip in sub
or ipants in mental health treaatment pro; ¥

abuse progr A

When it was originally reviewed, wag the RECORD found to include erronsous
data?

| A I 56, was the RECORD amended or resecinded as a result?

Are conclusions stated or asserted in the RECORD factually-based?

+)

1

Is there documentation evidencing that the XECORD was reviewed by MIAC

jprior %o {ts dissemination?

Does the RECORD identify the andience for whom the RECORD is intended?

13

Does the RECORD state whether the RECORD may be further disseminated?

Il pecessary, does the RECORD state whan the RECORD shouid be disregarded
or ctherwise purged?

Does the RECORD include any necessary and appropriate qualifiers or context
regarding First Amendment-protected activities o which the RECORD relates?

16

Does the RECORD avold broad, vague 4, ip (e.g, "ex

“far left," "far right.” ete.} of persons and organizations?

t," "radical,”

a8

Does the RECORD include d phtlc descriptors pertaining to one or mare

individual's race, ethnicity, gender, national origin, religion, sexual
orientation, o pender idents

A IE s0, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Is the information provided in the RECORD based o individunl behavior ox
objective facts, and not on stereotypes, generalizations, or assumptions?

Is the RECORD neutral in its use of religious terminology?

Is the RECORD neutral in its discussion of religion?

glgle

Does the RECORD relate to First Amendment-protected activity?

A, X 50, was there 2 compelling reason to creata the RECORD?

EB. If 50, wac the RECORD narrowly-tailored to ashieve that purpose?




MAINE INFORMATEON & ANALYSTS CENTER ("MIAC™) PRIVACY AUDIT If necessary, does the RECORD state when the RECORD should be disyegardsd x
or otherwise purged?
RECORD EVALUATION FORM [Does the RECORD inclnde any necessary and appropriate qualifisrs or context
©1 March 3019 - 0 Sept. zo1g 35 jregarding First A d t-pr d actl! to which the RECORD relates?| X
RECORT ID. : JATL BOOKING FORM (DRUG ARREST) I T
" radical *
ons? *
[Does the RECORD include demographic deseriptors pertaining to one or more
N Does the RECORD provide information that {s consistent with MIAC's x 37 |individual's race, ethnicity, gender, national origin, religion, sexual %
1f the RECORD originated from mnother source (e.g., another law exforcement A If so, were those descriptors approp to include, givea the inf: ton
, |agency ("LEA™), &4 MIAC review and approve the RECORD it the same % being provided in the RECORD? x
manmer in which MIAC would review snd approve its own RECORDs prior to 15 the informarion provided ju the RECORD based on individual behavior or
L. {thelr disseminarion? 18 lobjective facts, and not on sterectypes, g lizations, or pricns? X
N Are the inf ot included in the RECORD labeled or rated for their %
confdence or relinbiitty? 19 [i% the RECORD neutral in its use of religions terminclogy? x
4 W;imommi:‘r;f;?&ﬁ‘ the confidence or x 20 |Is the RECORD neatral in it diseussion, of religion? x
21 [Poes the RECORD rclate to Birst Amendment-protected activity? X
Are there any use o5 dissemination limitations or restrictions (legal or %€ 0, was there 2 compeling reason to create the RECORD? =
5 |otherwise} stated in the RECORD that should be stated In the RECORD given X 5. If 50, was the RECORD rarcowly-taflored to achieve that "
| lits content?
1If the RECORD was repurposed or revised by MIAC far a new audience, was
6 |the RECORD appropriately re-labeled or labeled as ¥ prior to MIAC's X
dissemination of the repurposed or revized RECORDE
v Are opinions of MIAC p 1 that are stated in the RECORD labelsd or X
otherwiss identified as such?
Dees the RECORD contain personally identifying inf ion ("PII")2 X
A If 50, was the indh: of the P ve X
B. Does the PIT included jn the RECORD relate to minors, victims of domeste
viclence, victims of sexmal 2buse, participants in substance abuse programs, X
participasrts in mental health trearment prograzms?
'When it was originally reviewed, was the RECORD found to include erronecus x
data?
A If s0, was the RECORD amended or reseinded as a resali? X
10 |Are lusions stated or asserted in the RECORD factually-baged? X
" Is there decumentation evidencing that the RECORD was reviewed by MIAC x
prior to its disseminatign?
1z Does the RECORD identify the audience for whom the RECORD is intended? x
= Does the RECORD state whether the RECORD may be further disseminated? x




MAINE INFORMATION & ANALYSLS CENTER {"MIAC*) PRIVACY AUDIT

RECORD EVALUATION FORM

1 March zo1g - 01 Sept. 2010

ANALYTICAL FRODUCT RE: GANGS

Does the RECORD provide information that Is consistent with MIAC's
missicn?

I the RECORT originared frots snother source {e.g., another low enforeement
agency ("LEA")), did MIAC review and approve the RECORD in the same
mannet I which MIAC would review and approve its own RECORDs prior to

their ditesmination?

s Are the inft tion incheded in the RECORD lobeled or rated for their %
confidence or reliability?

" Axe there necessary qualifiers in the RECORD regarding the confidence or x
reliability of the inf tion {ncluded in the RECORD?

| Aire there any use or dissemivation limitations or restrictions (legal or
5 |otherwise) stated in the RECORD that should be stated in the RECORD glven
its content?

If the RECORD was repurpased ar revised iy MIAC for a new audfence, was
6 |the RECORD appropriately re-labeled or Jabeled as necessary prior to MIAC's
dissemination of the repurposed or revised RECORD?

” Are opinions of MIAC p ] that are stated in the RECCRD Inbeled or %
otherwise ident!fied as such?

8 [Does the RECORD ¢ontain personally identifying information ("PI"}? X
A. If 50, was the incl of the PIE > £ X
B. Do¢s the PII induded in the RECORD relate to minors, victims of domestic
wolence,inmmsofsumalabus:,pardmpmts in substance abuse prograims, X

ams?

Vthitwasangmallyrevwwad,wastheRECORDfommmnhdeermnews x
datat
A If 50, was the RECORD amended or rescinded as a result? X

10 |Are Tusions stuted or d in the RECORD factually-based? X
Is there documentation svidencing that the RECORD was reviewed by MIAC

1 Jprior to its dissemination?

" Does the RECORD identify the audience for whom the RECORD is jntended? %

Does the RECORD state whether the RECORD may be further disseminated?

1f necessary, does the RECORD state when the RECORD should be disregarded
or otherwise pusged?

Does the RECORD include any necessary and appropriate qualifiers or context
regarding First A d protected activities to which the RECORD relates?

26

Does the RECORD avoid broad, vague descriptors (e.g., “extremist,” "radical,"
“far left," "far right " etc.) of persons and organizations?

17

Does the RECORD include demographic descriptars pertaining to one or more
tndividual's race, ethnicl d tional origin, religion, sexual

orientation, or gender fdmtity?

A If 50, were those descriptors appropriate t include, given the informaticn
[being provided jn the RECORD?

1s the information provided in the RECORD based un individual behaviar or
objective facts, and not an stereotypes, generalizations, or assumptions?

1s the RECORD neutral in its usa of religious terminalogy?

Is the RECORD neutral in its diseussion of religion?

Does the RECORD rejate to First Amendment-probected activity?

A If s0, was there & compelling reason to create the RECORD?

[B. If 80, was the RECORD narrowly-taflored to achieve that purpose?
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Des tie RECORD provide information that is copsistent with MIAC's
|miseion?

I the RECORD originated from another source (e.g., another law enforcement
agency ("LEAM), did MIAC review and approve the RECORD in the same
tnanner in which MIAC wonld review and approve its own RECORDs prior to
their dissemination?

3 Are the information sources included in the RECORD labeled or rated for their
jeonfidence or reliability?

Are there necessary qualifiers in the RECORD reparding the confidence or

4
reliability of the jnformation included in the RECORD?

Are there any use or dissemivation Hmitations or restrictions (Jegal or
5 |otherwise) stated in the RECORD that should be stated in the RECORD given
its content?

1f the RECORD was repurposed or revised by MIAC for a new audience, was
6 (the RECORD appropriately re-labeled or Jabeled as necassary prier to MIAC's
di {nation of the repurposed or revised RECORD?

[ Are opinions of MIAC p 1 that are stated in the RECORD labeled or

7 otherwise identified a2 such?

A I 50, was the inclusion of the PO i

2. Does the PII included in the RECORD relare to minors, victms of domestic
in substapce abuse p

‘When it was sriginally reviewed, was the RECORD found te include erroneous
duta?

A If 50, was the RECORD amended or rescinded as a resalt?

10 JAre sions stated or d in the RECORD factually-based?

Is there decamentation evidencing that the RECORD was reviewed by MIAC
prior to ity discemination?

11

Does the RECORD identify the andisnce for whom the RECORD is intended?

Does the RECORD state whether the RECORD may be further disseminated?

If necessary, does the RECORD state when the RECORD should be disregarded
o1 otherwise purged?

Does the RECORD include any necessary and appropriate qualifiers or context
%5 fregarding Fiest Amendmentsprotected activities to which the RECORD relates?

15 Does the RECORD aveld broad, vague d ptors (e.g., ™ ist," "radical,”
for left,” "far cight " stc ) of persons and crgapizations?
Does the RECORD includs 4 phic descriptors per 0 one or more

17 Hndividual's race, ethnisity, gender, national origin, religion, sexual
orientation, or gender identity? )

A If $0, were those descriptors appropriate to include, given the information

being provided in the RECORD?

s the information provided in the RECORD based on individual behavior or
18 |obfective facts, and not on steraotypes, g lizations, or ptions?

15 |Is the RECORD neutral {2 it 03¢ of religivus terminclogy?

20 |Is the RECORD 1 i3 its discussion of rel P

21 {Does the RECORD relate to First Amendment-protected activity?

A, I 50, was there a compelling reason 1o create the RECORD?

B, I 50, was the RECORD narrowly-tailored to achieve that purpose?

NOTILS COMMENTS
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Information docomented in record

]

Does the RECORD provide {nf: tion that is istent with MIAC's
Jtnission?

1f the RECORD originared fom another source {e.g., another law enforcement
ngency ("LEA")), did MIAC review and approve the RECORD in the same
manner In which MIAC would review and approve its own RECORDs prior to
thelr dissemination?

Are the fuformation sources included in the RECORD Jabeled or rated for thedr

3 confidence or reliability?
Are there necessary qualifiers in the RECORD regarding the confidencs or
2 reliability of the information included in the RECORD?

Are there any use or dissemination limitations or restrictions (legal or
otherwise) staked in the RECORD that should be stated in the RECORD given
its content?

If the RECORD was repurposed or revised by MIAC for a new andience, was
the RECORD iately re-labeled or labeled as v prior 1o MIAC's

PPIOP

& tion of the repurposed or revised RECORD?

Are opinions of MIAC personnel that are stated in the RECORD labeled or
otherwise identified as such?

B |Does the RECORD contain persenally identifying information ("PIXM?2

A. If 50, was the inclusion of the PIT 5

3. Does the PIT ineladed i the RECORD relate to minors, victims of domestic

or partic

‘When it was originally reviewed, was the RECORD found to inchude arronsous
data?

A, If 50, was the RECORD amended or rescinded as a result?

L]

10 [Are Jusions stated or asserted in the RECORD factuaily-based?

1¢ there documentation evidencing that the RECORD was reviewed by MIAC
prior to its dissemination?

Does the RECORD identify the audience for whom the RECORD is intendad?

Does the RECORD state whether the BECORD may be further dissemmated?

If necessary, does the RECORD state when the RECORD should be distegarded
or otherwise purged?

Does the RECORD include any necessary and appropriate qualifiers ox context.
15 |regarding First Amendment-protected activities to which the RECORD relates?

Does the RECORD avold broad, vague d ip {eg., "

Cfar left," "far right," etc) of persons and organitations?

ist," "radieal,”
t,

16

Does the RECORD include demographic descriptors pertaining to ane or more
17 |individual's Tace, ethnicity, gender, natjonal origin, religion, sexual
orientation, or gender identity?

If 50, were those descriptors appropriate to fnchide, plven the information
being provided in the RECORD?

Is the information provided n the RECORD based on individual behavior or
18 |objective facts, and not on ypes, g Jizati ar S

P

L]

29 _|Is the RECORD neutral in its use of religions terminology?

20 [Is the RECORD peutral in its discussion of religion?

21 |Does the RECORD relate to First Amendment-protected activity?

If 50, wasthere a compelling reason to create the RECORD?

B. If 50, was the RECORD narrowly-tailored to achieve that purpose?

M W] =




MAINE INFORMATION & ANATYSIS CENTER ("MIAC™) PRIVACY AUDIT " [1f necessary, does the RECORD state when the RECORD should be disregarded x
or ctherwiss purged?
RECORD EVALUATION FORM Does the RECORD include any 4 and approp qualifiers or context
01 Mareh 200 - o Scpt. 3016 15 |regarding First Amendment-protected activitles to which the RECORD relatas? i
——r: oIy
research I 16 Does the RECORD avold broad, vague descriptors {e.g., "extremist,” "radical,” x
"far left,” "far wight " etc.)} of persons and organizations?
| mmon i o | Dioes the RECORD indlue demographic descriptors pertaiaing to one of more
. Does the RECORD provide inft jion that is const with MIAC's x 17 |individual's race, athniclty, gend ional origin, religlon, sexual - X
mission? 4t gender identi
1 the RECORD originated from another source (¢.g-, another law enforcement: A. If 30, were those descriptors appropriate to include, given the information
2 [rEeT ("LEA™)], difl MIAC review and approve the RECORT in the same x being provided in the RECORD? X
manner in which MIAC would review and approve its own RECORDs prior to Ls the information provided in the RECORD based on individual behavior or
|their dissemination? 18 jobjective facts, and not on stereotypes, generalizations, or assumptions? X
3 Are the inf i fncluded in the RECORD labeled or rated for their x
confidence or reliability? 1g (It the RECORD neutyal {n its use of religious terminology® X
s Ave theze necessary qualifiers i the RECORD regarding the confidence or x 20 {I5 the RECORD neutral in its discussion of religion? X
reliability of the information included in the RECORD? 21 [Does the RECORD relate to First Amendment-protected activity? X
4re there any use or dissesnination limitations or restrictions (legal or 4. If s0, was there a compelling reason to create the RECORD? X
5 |otherwise) stated in the RECORD that should be stated in the RECORD given X B. If 50, was the RECOTXS aarrowly-tailored to achieve that purpose? X
its content?
If the RECORD was repurpesed or revised by MIAC for a new avdience, was
€ [the RECORD appropriately re-labeled or labeled as necessary prior to MIAC's x RE: 1: The MIAC has been tasked with conducting some pre-employment background resedrch regarding MsP
dissemination of the repurposed or revised RECORD? applicants. RE: 3, 41 The récord is 2 pre-employment/bacigronnd check record. Ri: 15: Walver indluded in the
. opinions of MIAC personmel that are stated in the RECORD labeled or x record Jimirs the use of the racord/sets forth the parameters of the use of the record.
otherwise identified as such?
Dees the RECORD in p Lty identifying informaation (“PII™)? X

A If so, was the inclusfon of the PIT rid X
E. Doos the PII included in the RECORD relate to minors, victims of domestic
viclence, victims of sexua) abuse, participants in sub abuse progr x

wae otiginally reviewed, wasthex.ERD

.4
data?
A If s0, was the RECORD ded or rescinded as a result? X
10 |Are copclusions stated or asserted in the RBECORD factually-based? X
a s there documentation evidencing that the RECORD was reviewed by MTaC x

prior to itx dissemination?
Does the RECORD identify the andience for whom the RECORD is intended?

Does the RECORD state whether the RECORD may be further disseminared?




MAINE INFORMATION % ANALYSTS CENTER ("MIAC™) PRIVACY AUDIT 2 I necessary, does the RECORD state when the RECORD sheuld be disregarded x
or otherwise purged?
RECORD EVALTATION FORM [Does the RECORD include any necessary and appropriate qualifiers or context
o1 March 2015 - 01 Sept. 2016 15 |regarding First Amend P & activities to which the RECORD relates? X
focelligence Sissaminated re: File3 16 |Does the RECORD avoid broad, vague descriptors (s.5., "resmist,” “radica,” x
. Ufar left.” "Ear right,” etc.) of persons and oxganizations?
" Does the RECORD Include demsgraphic descriptors partaining to one or mere
N D°== the RECORD provide information that iz consistent with MIAC's x 17 {individnal's race, ethnicity, gender, nasional origin, religion, sexual x
er identity?
£ the RECORD originated from another source (&g, snother law enforcement A. If 50, were thest descriptors appropriate to include, given the information
5 |meTucy {TLEA"™)), did MIAC review and approve the RECORD in the same x being provided in the RECORD? *
manner in which MIAC would review and approve its own RECORDs prior to ) 13 the informativn provided i the RECORD based on individual behavior or
their dissemination? 18 [objective facts, and not on sterectypes, generalizations, or assumptions? X
Are the information sources inchuded in the RECORD labeled or rated for their
3 X
|__{confidence or reliability? 15 |Is the RECORD neuntyal i its ws of religious terminclogy? X
" Are there necessary qualifiers in the RECORD regarding the confidence or x 20 |15 the RECORD neutral fu its discussion of religion? x
relisbility of the Information included in the RECORD? 21 [Does the RECORD relate to First Amendment-protected activity? X
Are there sy use or dissemination Emitations or restrictions (legal or If =0, was thers a compelling reason to create the RECORD? x
5 |otherwire) stated in the RECORD that should be stated in the RECORD given X B. If 50, was the RECORD manrowly-tailored to achieve that purpose? x
[ [its conbent?
If the RECORD was repurpesed or revised by MIAC for a new audiencs, was
6 |the RECORD approp Ty re-labeled or labeled as v prior to MIAC'S X RE: 5: The record was 8 METRO-related product.
3t inution of the repurposed or revised RECORD?
7 Are op of MIAC T 1 that are stated in the RECORD labeled ox %
I lotherwisa identified as such?
3 iDoes the RECORD contain personally identifying information ("PI™)? x
A, If so, was the inclusion of the PIY 2 X
B. Does the PIT included in the RECORD relate to minors, victims of domestic
iolence, victims of sexnal almse, participants in substance abuse programs, X
or ants in rental heaith treatiment 2
' When it was originally reviewed, was the RECORD found to include erroncous x
data?
A I so, was the RECORD amended or rescinded as a result? X

10 |Are conclusions stated or asserted in the RECORD factually-baseds

Is there documentation evidencing that the RRCORD was reviewed by MIAC
prior to its dissemination?

Does the RECORD {deutify the audience for whom the RECORD is intended?

Does the RECORD state whether the RECORD may be further disseminated?
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o3 March 2015 - 01 Sept. z019

Troop Weekly Report

Does the RECORD provide inf
mission?

fon that is i t with MIAC'S

their dissersination?

1f the RECORD oxiginated from another source {e.g., ancther Jaw enforcement
agency ("LEA")), did MIAC review and approve the RECORD in the same
manner in which MIAC would review and approve its own RECORDs prior to

Are the inf ion included {n the RECORD labeled or rated for their

confidence or reliabllity?

Are there necessary qualifiers in the RECORD regarding the tonfidence oz
reliability of the information included in the RECORD?

Are there any use or dissemination limitations or restrictions (legal or
otherwise) stated in the RECORD that shevld be stated in the RECORD given

its content?

If the RECORD was repurposed or revised by MIAC for a new andience, was
the RECORD appropriately re-labeled or Iabeled as necessary prior to MIAC's
dissemination of the repurposed or revised RECORD?

Are opinions of MIAC p 1 that are stated in the RECORD labeled or

otherwise identified as cach?

Does the RECORD contain personally identifying information ("PII*)?

A Ef 59, was the inclusion of the FIT y?

B. Boes the PII included in the RECORD relate to minors, victims of domestic
violence, victims of sexual abuse, parteip in sub abuse

or participants in mental health treatment programs?

I i

hen it was originally reviewed, was the RECGED found to include erronecus
data?

A If so, was the RECORD amended or rescinded as a result?

Are jusions stated or asserted in the RECORD factually-based?

Is there documentation evidencing that the RECORD was reviewed by MIAC
prior to its dissemination?

Does the RECORD identify the audience for whom the RECORD is intended?

Does the RECORD stare whather the RECORD may be further disseminated?

If necesrary, does the RECORD state when the BECORD should be disvegarded

14

or otherwige purged?

Does the RECORD Include any necessary and appropriate qualifiers or context
15 pregarding First A a -pr d activities to which the RECORD relates?

Does the RECORD avuid broad, vague descriptors (e.g., "extremist,” “radical,”
"Ear left,” "far right " ete) of persons and o; Sons?

16

|Poes the RECORD include demographic descriptors pertaining to one oy maore
17 [individual's race, ethpicity, gender, oational origin, religion, sesxual
orfentation. or gender identity?

A If 50, were those descriptors appropriate to include, given the nformation
being provided in the RECORD?

1= the information provided in the RECORD based on individual behavior or
18 lobjective facts, and not on sterectypes, generalizationg, or assumptions?

15 {Is the RECORD neutral in its use of religions terminology?

20 Ils the RECORD neutral in its discussion of religien?

21 |Dees the RECORD relste to First Amandment-protected actvity?

A If 50, was there a compelling reason by coeate the RECORD?

E. If 80, was the RECORD parrowly-tailored to achieve that purpose?
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RECORD EVALUATION FORM

or Mayeh 2019 - 01 Sept. 2019

Informarion sharing re: arrest

Does the RECORD provide inf jon that is L

with MIAC's

If the RECORD originated from another source (e.., another law enforcement
agency ("LEA)), did MIAC review and approve the RECORD in the same
manner in which MIAC would review and approve its own RECORDs prior to
their dissemination?

[Are the Information sources included in the RECORD labeled or rated for their
confidence or reliability?

Are there necersary qualifiers in the RECORD regarding the confidence or
reliability of the information included in the RECORD?

Are there any use or dissemination Himitations or restrictions (fegal or
% |otherwise) stated in the RECORD that should be stated in the RECORD given
its content?

If the RECORD was repurposed or revised by MIAC for a new audience, was
€ |the RECORD appropriately Te-labeled or labeled as necessary prior to MIAC's
dissemination of the repurposed or revised RECORD?

Are opinions of MIAC p ] that are stated in the RECORD labeled or

7 P
otherwise identified as such?

|A. If 50, was the inclusion of the PII v 44

8. Does the PII included in the RECORD relate to minors, victims of domestic

TOFTAmS?

'When it was originally reviewed, was the RECORD found to include erreneons
data?

A, If 50, was the RECORD amended or rescinded as a result?

10 |Are conclusions stated ox d in the RECORD factually-based?

Is there documentation evidencing that the RECORD was reviewed by MIAC
prior to its dissemination?

Does the RECORD identify the audlence for whom the RECORD is intended?

If necessary, does the RECORD state whess the RECORD should be disregarded
or otherwise purged?

Does the RECORD include any Y and appropriate qualiflers or context
regarding Fivst Amendment-protected activities to which the RECORD relates?

16

Doex the RECORL! avold broed, vague descriptars (e.g., "extremist,” "radicai,”
"far left," "far right," ete.) of persons and organizations?

17

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gendes, l origin, religion, sexnal
orientetion, or gender identity?

A If 50, were those descripeors appropriate to include, piven the §
being provided in the RECORD?

Xs the information provided in the RECORD based on individual behavior or
18 |objective facts, and not on sterestypes, g lizati or ptions?
19 |Is the RECORD neutral in it5 vee of Teligious terminclogy?
20 (¥ the RECORD nentral in its disenssion of veligion?

21

Does the RECORD relate to First Amendment-protected activity?

A, If 50, was there 2 compelling reason to sreate the RECORD?

B. If sa, was the RECORD narrewly-tailored to achieve that purpose?

Dots the RECORD state whether the RECORE may be farther disseminated?
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©1 March 2019 - 01 Sept. 2015

g

Testunch/threat

Doea the RECORD provide information that is consistens with MIAC's

If the RECORD originated from another source (e.g., 2nother law enforcement
agency ("LEA™)), did MIAC review and approve the RECORD in the zame

in which MTAC would review and approve its own RECORDs prior to
thelr disceminati;

Are the information sources included in the RECORD labeled or rated for their
corfidence or reliability?

Are there necessary qualifiers in the RECORD regarding the confldence or
reliability of the information included in the RECORD?

Are there 2ny use or dissemination limitations or restrictions (legal or
ctherwise) stated in the RECORD that showdd be stated in the RECORD given
its content?

If the RECORD was repurposed or revieed by MIAC for 2 new audlence, was
the RECORD appropriately re-labiled or labeled as necessary prior to MIAC™s
dissemination of the reparposed or revised RECORD?

| Are opinions of MIAC personne] that are stated in the RECORD Jabeled or
otherwise !dentified as such?

Poes the RECORD contaiy personally identifying information ("PI11')?2

|A. If s0, was the inclusion of the BJY r 4

B. Does the PI included in the RECORD relate to minors, victims of domestic
vivience, victims of sexual abose, partic in sub abuse prog A

or ts in mental health treatment 2

[ When it was originally reviewed, was the RECORD found to include erzonecns
data?

A If s0, was the RECORD amended or rescindad as a result?

Are conclusions stated or asserted in the RECORD factnally-based?

Is there documentation evidencing that the RECORD was reviewed by MIAC
prior to ite dissemination?

Does the RECORD identify the audience for whom the RECORD is intended?

Does the RECORD state whether the RECORD may be farther disseminated?

If necessary, does the RECORD state when the RECORD should be disregarded

lor otherwise purged?
Does the RECORD inchade any necessary and appropriate qualifiers or context
15 |regarding irst A d P d ities to which the RECORD relates? X

6 Does the RECORD avuid broad, vague descriptors (e.g., "extremist,” “radieal,” x

"Ear left,” "far right," etc.) of persons and organizations?

{Daes the RECORD include demographic descriptors pertaining to one or more
17 [individuals race, ethnlcity, gend ional origin, religion, seual x
oriectation, or 1c ?

if 50, were those descrip ppropriate to include, given the information
ibeing provided in the RECORD?

Ts the information provided in the RECORD based on individnal behavior or
18 |objective facts, and not on sterectypes, generalizations, or assumptions? X

19 It the RECORD neutral n its use of religious terminclogy?

20 {Is the RECORD nentral in its discussion of religion?

21 |Does the RECORD relate to First Amendwment-protected nctivity?
A I 506, was there a compelling reason to create the RECORD?

St B B

. If s0, was the RECORD narrowly-tailered to achleve that purpose?

| The record documents Westboro Baptist Chureh researel: that was conducted at the request of the Portland PD; RE:
3, 4¢ The record documents open-source research; R%: 28: There was discussion about whather a sotice showld have
been included in the record regarding the fact that lawful p are First & protected activiny.
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RECORD EVALUATTON FORM

©1 March 2019 = 01 Sept. 2049

B¥L: Cold caye homictde

Does the RECORD provide inf:

Hon that is with MIAC's

mission?

If the RECORD originated from ancther sotree (¢.£., another law enforcement
agency ("LEA™)), did MIAC review and approve the RECORD in the same
manner in which MIAC would review and approve its own RECORDs prior to
their dissemination?

Are the inf ioxs sources Inciuded {n the RECORD labeled or rated for their
confidence or reliability?

Are there necessary qualifiers In the RECORD regamding the confldence or
reliability of the ioformation included in the RECORD?

Are there any use or dissemisation limitations or restrictions (legal or
otherwise} stated in the RECORD that should be stated in the RECORD given
its content?

If the RECORD wus repurposed or revised by MIAC for a new audience, was
the RECORIY appropriately te-labeled or labeled as necessary prior to MIAC'S
disseminztion of the repurpased or revised RECORD?

Are opinions of MIAC personne] that ave stared in the RECORD labeled or
otherwise identified as such?

1o

Does the RECORD contain personally identifying information (21172

A If so, was the inc of the FII y2

B. Does the P included in the RECORD relate to minors, victims of domestic
violence, victims of sexaral abuse, participants in substance abuse programs,

or participants in mental health treatment programs?

When it was origiuadly reviewed, was the RECORD found to inclade exroneons
data?

A X s0, was the RECORD amendad or rescinded as a pesalt?

Are 1 stated or asserted in the RECORD factually-based?

s there documentation evidencing that the RECORD was reviewed by MIAC
prior to its dissemination?

Iz

Does the RECORD identify the audience for whom the RECORT is intended?

Does the RECORD state whether the RECORD may be further disseminated?

If necessary, does the RECORD stats whes the RECORD should be disvegarderd
ox otherwise purged?

Does the RECORP facinde any necessary and appropriate qualifiers ar context
regarding First A dment-pro d activities to which the RECORD relates?

18

Does the RECORD avoid broad, vagae descriptors (e.g., "extremist,” "radieal,”
“for Jeft,” “far right " etc.} of ons and o: ions?

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethoiclty, gender, national origin, religion, sexual

A, If 50, were those descriptors appropriate to include, given the information
being provided in the RECORD?

I= the information provided in the RECORD based on individual behavior or
objective facts, and not on stereotypes, generalizations, or assutiptions?

19

Is the RECORD newiral i Its use of religivns terminology?

0

Is the RECORD neutral in its discussion of veligion?

21

Does the RECORD reiate to First Amendment-protected activity?

A, If 50, was there 2 compelling rensen to <reate the RECORD?

E. If 50, was the RECORD narrowly-taflored to achieve that purpose?
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RECCRD EVALUATION FORM

©1 March 2019 - 01 Sept. 201y

Opeth yomroe/Google alert

Does the RECORD provide information that is i with MIAC'S

I¢ the RECORD originated from ancther source (e.g., anothar law enforcement
agency ("LEA")), 4ld MIAC review and approve the RECORD fin the same
wanter in which MIAC would review and approve Ite own RECORDs prior to
| __|their dissemination?

Are the inf ion sources included In the RECORD labeled or rated for their
confidence or reliability?

Are there pecessary gualifiers in the RECORD regarding the confidence or
reliability of the information included in the RECORD?

Are there any use or dissemination Hmitations or restrictions {legal or

5 |otherwise) stated in the RECORD that should be stated in the RECORD given X
its content?

If the RECORD was repurposed or revised by MIAG for a new andience, was
6 the RECORD appropriately re-labeled or Jabaled az v prior to MIAC's X
dissemination of the repurposed or revised RECORD?

Are opinions of MIACE 1 that are stated in the RECORD labeled ar
otherwise identified as sach?
& |Does tho RECORD contain personally identfying Information ("PII")? X
LA, Xf 50, was the inclusion of the PII necessary? X

B. Do¢s the PH included in the RECORD relate to minors, victims of domestic
wiolence, victims of sexual abuse, participants in substance abuse programs, .

cipants in mental health treatment programs?

‘When it was originally reviewed, was the RECORD found to include erroneous
data?

4. IF £, was the RECORD amended or rescinded as a result? X

10 |Are conclusions stated o assested in the RECORD factually-based? X

Ts there documentation evidencing that the RECORD was reviewsd by MIAC
prior 1o {ts dissemination?

Dots the RECORD identify the audience for whom the RECORD is intended?

3 Does the RECORD state whether the RECORD may be further disseminated? %
3;

I necessary, dees the RECORD state when the RECORD should be disregard=d

or otherwise purged?
[Does the RECORD include any neressary and appropriate qualifiers ar context
15 |regarding First A 4 -protected to which the RECORD relates?

© [Does the RECORD aveid broad, vague descriptors (e.g., "sxdtremist,” "radieal,”
"far Jeft.” "far right " ete.) of persons and organizations?

Does the RECORD include demographic descriptors pertaining to one or more
17 findividual's race, ethnicity, gead tional origin, religinn, sexual
oxientation, or gender identi

A If 50, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Is the information provided in the RECORD based on individual behavior or
18 |objective facts, and not on stereotypes, g lizati or P 2

19 |15 the RECORD neutral in its use of religlous terminology?

20 |35 the RECORD neutral in its disenssion of religlon?

23 |Does the RECORD relate to First A d LT d activity?

A Bf 30, was there a compelling reason to creare the RECORD?

B. If 50, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC™) PRIVACY AUDIT

RECORD EVALUATION FORM

01 March 2019 - 01 Sept. 2019

BMA information forwarded by MIAC to LEAY

0Ol

oes the RECORD pravide iufermation that is consistent with MIAC's
mission?

1 the RECORD originated from snother semee (e.g., another Taw taforcement
agency {"LEA")Y), did MIAC review and approve the RECORD in the same
manner in which MIAC would review apd approve Its own REGORD# prior to
their dissemination?

Are the Inf ion seurces included in the RECORD labeled or rated for their
confidence or refiability?

Are there necessary qualifiers in the RECORD regarding the canfidence or
reliability of the information included in the RECORD?

Are there any use ox dissemination limitations or restrictions (ega) or
otherwise) stated i1 the RECORD that should be stated in the RECORD given

Ii:s content?
It the RECORD was repurposed or revised by MIAC for a new andience, was

the RECORD appropriately re-labeled or labeled as
dissemination of the repurposed or revised RECORD?

y prior to MIaC's

Are opinions of MIAC p ] that ave staked # the RECORD labeled or

otherwise identified as such?

Does the RECORD contain personally jdentifying information ("PII"}?

A If 50, was the faciusion of the PO rii

B. Does the PII included in the RECORD relate to minors, victims of domestic
viclence, victims of sexual abuse, participants in substance abuse programs,
or participants in mental health treatwment mE?

When it was criginally reviewed, was the RECORD foung to include erroneous
data?

A If 50, was the RECORD smended or rescinded as a result?

Are lusions stated er rted in the RECORD factoally-based?

Is there documentation evidencing that the RECORD was reviewed by MIAC
prier to its di ?

Does the RECORD identify the andience for whom the RECORD is intended?

Does the RECORD state whether the RECORD may be further disseminaced?

If necessary, does the RECORD state when the RECORD should be disregarded

or otherwise purged?
Dees the RECORD include any necessary and appropriate qualifiers or contest
15 lregerding First & d PT . activities to which the RECORD relates?

16 Does the RECORD avold broad, vague descriptors (e.g., "exiremist,” "radical,”
"o Inft " "far right " etc.) of persons and crganizations?®

Does the RECORD include demographic descriptors pertaining to one or more
17 |individual's race, ethnjcity, gender, nakional origin, religion, sexual
orientation, or gender 1dent

A, If 50, were those deseriptors appropriate to Include, given the information
bedng previded in the RECORD?

Is the Information provided ix tlve RECORD based on individual behavicr or
18 fobfective facts, and not axn stersotypes, generalizations, or assumptions?

[s the RECORD nextral it its use of religious terminology?

[s the RECORD neutral in itx discussion of religion?

RiE|B

Does the RECORD relate to First A g + T Acity?

4 o

A 3 s0, was thers & compelling reason to create the RECORD?

|- If #0, Waz the RECORD narrowly-tailored to achieve that p

P ?




BAINE DCPORMATION & ANALYSIS CENTER ("MIAC™) PRIVACY AUDIT

RECORD EVALUATION FURM

©1 March 2019 - 01 Sept. 2019

If necessary, does the RECORD state when the RECORD should be distegarded
or otherwize purged?

recard rec social media,

tion that is stent with MIAC's

If the RECORD originated from another source (e.g., another law enforcement
agency ("LEA")), did MIAC review and approve the RECORD in the same

in which MIAC would review and approve its own RECORDs prior to
their dissemination?

Are the information seurees inehuded In the RECORD labeled or rated for their
confdence or relfability?

Are there necessary qualifiers in the RECORD regarding the confidence or
reliability of the information included Et_he RECORD?

Are there any use or dissemination Hmitations or restrictions (legal or

5 |otherwise) stated in the RECORD that should be stated in the RECORD given X
its content?

If the RECORD was repurposed or revised by MIAC for a new audience, was
& |the RECORD appropriately re-labeled or labeled as necessary prior to MIAC's X
dissemination of the repurposed or revised RECORD?

ATe opl: of MIAC pi ] that are stated in the RECORD labeled or
otherwise identified as such?

8 {Does the RECORD contain personally identifying inf lon ("FIET)? X

A, If 50, was the Inclusion of the PII ye X

B. Does the PH included in the RECORD relate to minors, victims of domestic
vialence, victims of sexual abuse, participants in substance xbuse programs, x
ante in mental health treatment prog 2

‘Whez it was originally reviewed, was the RECORD found to indude erroncous
data?

A If 50, was the RECORD amended or rescinded as a result? X
10 [Are copelnsions stated or asserted in the RECORD factually-based?

Is there documentation evidencing that the RECORD was reviewes by MIAC
prior to its dissemdnation?

Does the RECORD identify the andience for whom the RECORD is intended?

Does the RECORD state whether the RECORD may be further disseminated?

Does the RECORD include any ¥ and app fate qualifiers or context

P

5 [regarding First Amendment-protected activitics to which the RECORD relates?

Does the RECORD avoid broad, vague descrlptors (e.g., "extremist ™ "radieal,”
"Ear Jeft ! Mfar right " etc.) of ons and of Tions?

16

Does the RECORD include demographic descriptors pertaining ta one or more
17 |individual's race, ethnicity, gender, national origin, refigion, sexual
orientation, or gender ident

A i 20, were those descriptors appropriate to inchude, given the information
[being provided in the RECORD?

" |Is the information pravided in the RECORD based on Individual behavior or
1B |objective facts, and not on sterestypes, peneralizations, or assumptions?

39 {Isthe RECORD neutral in its use of religious terminalogy?

2¢ {15 the RECORD neutval In fts discusslion of religlont

23 |Does the RECORD relate to First Amendment-protected activity?

A I 50, was there a compelling reason to create the RECORD?

B. If so, was the RECORD narrowly-tailored to achieve that purpose?

SICOMBIENTS

RE: 15 The record was forwarded to MIAC a& a matter of situational awareness.




MAINE, INFORMATION & ANALYSIS CENTER ("MIAC™) PRIVACY AUDIT

RECORD EVALUATION FORM

02 March 2019 - 01 Sept- 2019

Portland FD tp Hne-based product

Does the RECORD provide fnf that is 3
wiission?

with MIAC's

If the RECORD originated from another source (e.g., another law enforcement
agency ("LEA™)), did MIAC review and approve the RECORD in the yame
manner in which MIAC would review and approve its own RECORDS prior to
thelr discemination?

R Are the & sources included in the RECORD labeled or rated for thelr
jconfidence or rellability?

< Are thers necessary qualifiers in the RECORD regarding the confidence or
reliability of the information included in the RECORD?

| Are: thers any use or dissemination mitations or restrictens {legal or
5 |otherwise) stated in the RECORD that should be stated in the RECORD given
its ¢content?

1f the RECORD was repurposed or revised by MIAC for a new 2udience, was
6 |the RECORD appropriztely re-labeled or labeled as necessary prior to MIAC's
A juation of the rapurp d or revised RECORD?

Are opinions of MIAC pe 1 that are stated in the RECORD labeled or
otherwise [Qentifled as such?

3 |Does the RECORD contain personally identdfying information ("PO™?

A If s0, was the inciusion of the P11 P

E. Doas the P11 included in the RECORD relate to minors, victims of domestic
viglence, victims of sexual abuse, participants in substance abuse programs,
or participarts in mental health treatment pyo

'When it was originally reviewed, was the RECORD found to include erroneons
data?

A If 5o, was the RECORD ameaded or restinded as a rosult?

1¢ [Are Tasions stated or rted i the RECORD factually-based?

Is there documentation evidencing that the RECORD was reviewed hy MIAC
prior to its dissemination?

1

Does the RECORD identify the audience for whom the RECORD it intended?

Does the RECORD state whether the RECORD may be further disseminated?

If necessary, does the RECORD state when the RECORD should be disregarded
or atherwise purged?

Does the RECORD include any 'y and appropriate qualifiers or context
regarding First Amendment-protected actvites o which the RECORD relates?

16

Does the RECORD avoid broad, vague desctiptors (e.g., "extremist,” "radical,”
Mfnr Jeft,” "far right " ete) of persons and organizations?

7

18

'Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gender, national otigin, religion, sexual
orientation, or gender identity?

.I.-If 50, were those descriptors appropriate 1o include, given the information

being provided in the RECORD?

1s the information provided in the RECORD based on individual behavior or
objective facts, and not on stereotypes, generalizations, or assumptions?

19

is the RECORD neutral in its uss of relipious rerminalogy?

20

15 the RECORD nentral In its discussion of religlon?

23

RE: 15, 21! The record was regarding an Instagram post that could have been/be eriminal activity.

Does the RECORD relate to First Amendment-protected activity?

A If 50, was there a compellng reason to create the RECORD?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC™) PRIVACY AUDIT it necescary, does the RECORD state when the RECORD should be disregarded

X
i or vtherwise purged?
EECORD EVALUATION FORM Does the RECORD include any necessary and appropriate qualifiers or context

©1 March 2015 - 02 Sept. 2019 15 |regarding First Amendment-protected activities to which the RECORD relates? X

Weekly Troop Report

16 Does the RECORD avold broad, vague descriptors {e.g., "extremist,” "radical,” x

rfar Jeft" "far vight,” etc.) of persons and organirations?

Does the RECORD include demographic descriptors pertaining to one or more

Does the RECORD pravide Inf ion that is istent with MFAC's

' x 17 [individual's race, ethnicity, gender, 1 origin, religion, senual X
identity?

If the RECORD originated from mtother source (e.g., another Iaw cofercement ptors appropriate to include, given the {nformation
o [Py ("LEA")), did MIAC review and approve the RECORD in the same x being provided ig the RECORD? *

{manner in which MIAC would review and approve its own RECORDS priar to Is the information provided in the RECORD based an individuai behavior or

thefr dissemination? 18 |objective facts, and not on stereotypes, geseralizations, or assumptions? x

Are the inft 3] inchaded in the RECORD labeled or rated for their
3 i x

confidence or reliability? 19 JIs the RECORD neutral i ity use of religlous teyminology? X
4 Are there necessary qualifiers in the RECORD regarding the confidence or x 20 {Is the RECORD neutral in its disenssion of religlon? X

rei{ability of the inf lon included in the RECORD? 2% |Does the RECORD relate to First Amendment-protected activity? X

Are there any use or dissemination limitations or restrictions (legal ox 4. If 55, was there & compelling reason to create the RECORD? X
5 jotherwise} stated i the RECORD that should be stated in the RECORE given X B. H 50, was the RECORD narrowly-tailared to achieve that purpose? X

its content?

1If the RECORD was repurposed or revised by MIAC for a new audience, was
6 |the RECORD approy Jy ze-labeled or labeled as ¥ prior to MIAC'S X

dissemination of the repurposed or revised RECORD?
v Are opindons of MIAC personne] that are stated in the RECORD Izbeled or x

othemyise identified as sueh?
8 |Does the RECORD tontain personally identifying information ("PE")? X

A If 50, was the inclusion of the PIT y? X

B. Does the PII included in the RECORD relate to minors, victims of domestic
violenee, victims of sexual abuse, participants in substance abuse programs, x

o2 participants in mental health treatment programs?
‘When ir was erigionlly reviewed, was the RECORD found to include esroneous
data?

A. I 50, was the RECORD amended or rascinded as a result? X
16 [Are 3 stated or asserted in the RECORD factvally-based? X
” is theve Joeumentation evidencing that the RECORD was reviewed by MIAC %

prior to its disseamination?
Does the RECORD identify the andience for whom the RECORD Is intended?

Does the RECORD state whether the RECORD may be further disseminated?




MAINE INFORMATION & ANALYSIS CENTER ("MTAC™} PRIVACY AUDIT

RECORD EVALUATION FORM

o1 March 2013 ~ 01 S2pt. 2019

RIFTICN: Pacs-through bufletin re: recovered property

s Does the RECORD provide inf ion: that is i with MIAC's %

1f the RECORD originated from another source (e.g., another law enforcement
agency ("LEA™)), did MIAC review and approve the RECORD in the same

? manner it which MIAC would review and approve its own RECORDS prier to x
their discemination?
3 Are the inf i included in tha RECORD Jabeled or rated for their %
|___tcomfidence or relinbility?

Are there necessary qualifiers in the RECORD regarding the confidencs o
4 jzeliability of the information included in the RECORD?

Are there any use of d ination lmitations or restri {egal or

5 jotherwise) stated in the RECORD that should be stated in the RECORD given X

its comtent?

1f the RECORD was repurposed of ravised by MIAC for a new audience, was

& |the RECORD spprop 1y re-labeled or labeled as Y prior to MIAC's X

dissemination of the reprposed or revised RECORD?

Are opinions of MIAC personnel that are stated in the RECORD labeled or

otherwise identificd as such?

8 |Does the RECORD contain personally identifying information ("PI")? X

A, If 50, was the indlusion of the PII ¥ x

85 Does the PTl included ix the RECORD relate to minors, victims of domestic

W?Wn itwas originallj' reviewed, was the RECGRD fcuml to include ertoneous
data?
A, If 50, was the RECORD amended or rescinded as a result? X
10 {ATe Tusions stated or d in the RECORD factually-based?
Is there documentation evidencing that the RECORD was reviewed by MIAC
price to {ts di ination?
Does the RECORD identify the audience for whom the RECORD Is intended?

Does the RECORD state whether the RECORD may be forther disseminated?

If necosvary, does the RECORD state when the RECORD should be disregarded
or ctherwise purged?

Does the RECORD indlude any necessary and appropriate qualifiers or contesxt
35 fregarding First Amendment-protected activities 1o which the RECORD relates?|

% Poes the RECORD avoid broad, vagne descriptors (e.g., “extremist," "radical,”
[ Tfar left,” “far right " ete ) of ns and organizations?
[Boes the RECORD include damographic descriptors pertaining to one or more

17 {individual's rase, ethniciny, gender. mational origin, religion, sexual

b iate to include, given the inf

Is the information provided in the RECORD based on individeal bebavior or
18 |objective facts, and not on sterestypes, generalizations, or assumptions?

19 |Is the RECORD peutral in its use of religious terminology?

20 [1s the RECORD neutral in its discussion of religion?

21 [Does the RECORD relate to First Amendment-protected activity?

A, If 50, was there a compelling reason to creare the RECORD?

B. If 50, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ["MIAC™) PRIVACY AUDYT

RECORD EVALUATION FORM

o), Marth 2019 ~ 01 $ept. 2019
Social media info/sitnational m‘l

Does the RECORD provide Information that is consistent with MIAC's
mission?

If the RECORD originated from anpther source (e.g., another law enforcement
agency ("LEA")), dld MIAC review and approve the RECORD In the same
{mannez in which MIAC would review and approve its own RECORDs prior 1o
their discemination?

Are the information sources included in the RECORD Iabeled or rated for their

eonfidence or reliabilityr

Are there necessary qualifiers in the RECORD regarding the conSdence or
rellability of the information included in the RECORD?

Are there any use or dissemination Ymitations or restrictions (legal or
5 [otherwise) stated in the RECORD that shauld be stated in the RECORD given x
its content?

If the RECORD was repurpased or revised by MIAC for a new audience, was
6 jthe RECORD appropriately re-labeled or labeled as mecessary prior to MIAC'S X
ldissemination of the repurposed or revised RECORD®

Are opinions of MIAC personnel that are stated in the RECORD labeled or
otherwice identified a5 such?

£ |Does the RECORD contain parsonally identifying informarion ("I} X

A Tf 30, was the inclusion of the PII ¥ X

3. Dots the PH included in the RECORD relate to minors, victims of domestic

BT r

pants in mental health treatment programs?

[When it was originelly reviewed, was the RECORD found to inchide erronsons
dara?

A If 40, was the RECORD amended or rescinded as a result? X

10 JAre Inslons stated or d in the RECORD factually-based? X

Is there docomentation evidencing that the RECORD was reviewed by MIAC %
2
prior t¢ ity dissemination?

Does the RECORD identify the audience for whom the RECORD is intended?

Does the RECORD state whether the RECORD may be further disseminated?

Lf necessaty, does the RECORD state when the RECORD should be disregarded
or otherwise purged?

Does the RECORD include any necessary and appropriste qualifiers or context
15 |regarding First Amendment-protected activities to which the RECORD relateg?

Does the RECORD avoid bread, vague deseciprors {e.g., "extremist,™ "radical,”
"far Ieft,” "far right,” etc.} of s and o izations?

16

Does the RECORD inelude dermepraphic desariptors pertaining to one or more
17 |individual’s race, ethnieity, gender, national origin, religion, sexuat

A. If 50, weve those descriptors appropriate to include, given the information
being provided in the RECORD?

s the information provided in the RECORD based on individual behavior or
18 Jobjective facts, and not on stereotypes, penerelizations, or assumptions?

15 {ts the RECORD newizral in its use of religious terminalogy?

20 {Is the RECORD neutral in its di of rel 2

Does the RECORD relate to First Amendment-p d activity?

A If 50, was there a compelling reasoqn to create the RECORDP

B, If 0, was the RECORD narrowly-tailored to achieve that purpose?

NOTES/COMMEINTS




MAINE INFORMALION 2 ANALYSTS CENTER {"MIAC™) PFRIVACY AUDIT

RECORD EVALUATION FORM

@1 March 2015 = 01 Sept. 2015

Lincoln Comnty 50 suspicious activity bulletin

(Does the RECORD provide I ion that is i with MIAC's mission?

If the RECORD ariginated from another source (e.g., snother Jaw enforcement
agency ("LEA™)), did MIAC review and approve the RECORD in the same
manner i which MIAC would review and approve its own RECORDs prior to

thelr dissemination?

3 |Are the Lot jon sources Included in the RECORD Jabeled or rated for their x
confidence or reliabilivy?

. Are there necessary qualificrs in the RECORD regarding the confidence or %

reliabllity of the information jncluded i the RECORD?

Are there any use or dissemination limitations or restrictions (Iegal or
5 |otherwise) stated In the RECORD that should be stated in the RECORD given X
its content?

If the RECORR was repurposed or revised by MIAC for a new audience, was
6 |the RECORD approprintely re-labeled or labeled as necessary pricr to MIAC's X
d ion of the repurposed or revised RECORD?

Are opinions of MIAC personnel that are stated in the RECORD labeled cr
otherwise identified as such?

8 |Does the RECORD in p dly identifying information {"PII")? X
A. 1 50, was the Inclusion of the PIT v X
B. Does the PII included in the RECORD relate to mi )y ims of d ]
violenee, vietims of sexual abuse, participants in substance sbuse programs, x
or part in I health pr

(Whes It was eriginally reviewed, was the RECORD found to include erzoneons

data?

A. If 50, was the RECORD amended or rescinded as a result? X
10 fAre Tusiohs stated ar d jn the RECORD factually-based? X

Is there documentation evidencing that the RECORD was yeviewed by MIAC
u Lﬁnr to its discemination?

Does the RECORD identify the audience for whom the RECORD is intended? x
12

Does the RECORD state whether the RECORD may be further disseminated?

12 necessary, does the RECORD state when the RECORD should be disregarded
or otherwise puzrged?

i5

Does the RECORD include any necessery and apyropriare qualifiers or context
regarding First Amendment-protected activities to which the RECORD relates?

16

Does the RECORD aveid broad, vague descriptors (e.g., "extrepist,” "radical,”
"far left,” "far right,” etc.) of persons and organizations?

7

18

ETap. 'P

individual's race, ethnicity, gender, national origin, religion, sexual
or ar gender id

Does the RECORE include d hic descri pertaining to one or more

¥?

being provided in the RECORD?

lA. If 80, were those descriptors appropriate to include, given the information

Is the information provided in the RECORD based on indtvidna) behavior or
objective facts, and not on stereotypes, generalizati or 3

g

Is the RECORD newtral in ity use of religious terminology?

20

Is the RECORD neutyal in its discussion of religion?

Does the RECORD relate 1o First A d -protected activity?

A, If 50, wns there a compelling reason to areate the RECORD?

E. If 50, was the RECORD narrowly-taflored to achisve that purpose?

R LI

RE: 15, 21: There was discussion abont whethor the activity might be First Amendment-protected activity that
should have been labeled as such in the record, as well as about whether the record should have been isswed.
[%0.31.2029: For more dlscussion about this record, see paragraph 3 of the "Findings” scction of the Privacy Audit
report.)




RECORD 0. -2

MAINE INFORMATION & ANALYSIS CENTER ("MIAC™} PRIVACY AUDIT

RECOED EVALUATION FORM

01 March 2014 - 01, Sept. 2019

RFI from anether fusfon center

Does the RECORD provide information that is consistent with MIAC's
fmission?

their dissemination?

if the RECORD crigivated from another source {(e.g., another law enforcement
agency ("LEA™))}, did MIAC review and approve the RECORD in the same
jmannes in which MIAC would review and approve its own RECORDs prior o

Ave the [nf fon sources inciuded in the RECORD labeled or rated for their
confidence or reliability?

Are there necessary qualifiers in the RECORD vegarding the coafidence or
reliability of the Information ecleded in the RECORD?

Are there any use or dissemination limitations or restrictions (egal or
otherwise} stated in the RECORD that should be stated in the RECORD given
its content? '

If the RECORD was repurpased or ravised by MIAC for a new audience, was
the RECORD appropriately re-labeled or Iabeled as necessary prior to MIAC™S

di of the repurposed oy revised RECORD?

10

Are opinions of MIAC personne] that are stated in the RECORD lebeled or

otherwise identified as suck?

Does the RECORD contain parsonally identifying information {"PII")?

AL If $0, was the ined of the PI vi

E. Does the PH inclzded in the RECORD relate to minors, victims of domestic

vialence, vietims of sexcal abuse, participants in substance abuse programs,
or partidpants in mental health treatment program

‘When it was originally reviewed, was the RECORD found to include erroneons
data?

A, If 20, was the RECORD amended or rescinded as a result?

Are concluslons staved or asserted in the RECORD factually-based?

Il

Is there documentation evidencing that the RECORD was teviewed by MIAC
prior to its dissemination?

Does the RECORD identify the audience for whom the RECORD is intended?

Does The RECORD state whether the RECORD may be further disseminated?

If necessary, does the RECORD state when the RECORD should be disregarded
or gtherwise purged?

Does the RECORD {nciude any necessary and appropriate qualifiers or context
regarding First Amendment-protected activities to which the RECORD relates?

15

Does the RECORD avald broad, vague deseriptors (e.g., "extremist,” "radical,
Vfar left” "far vight " ctc.} of persons and organirations?

17

18

Does the RECORD include detnographic descriptors pertaining to one or more
Individnal's race, ethnicity, gender, national origin, religion, sexual
arientation, or gender ident

A If 50, were those descriptors appropriate to include, given the information

provided in the RECORD?
15 the information provided in the RECORD based on individual behavior or
objestive Facts, and not on sterectypes, gt lizations, or ptons?

15 {Is the RECORD aeutral in its use of religious terminology?

20 [fs the RECORD neurral in its

of religien?

Does the RECORD relate to First Amendment-protected aetivity?

A, If so, was there a compelling reason to create the RECORD?

B. If 50, was the RECORD narrowiy-tajlersd to achieve thut purpose?

The record related to a "SEAR2 events” inquiry from another fusion center.




MAINE INFORMATION £ ANALYS]S CENTER, ("MIAC™) PRIVACY AUDIT

RECORD EVALUATION FORM

o, March ao1g - o Sept. zo19

RECCRN I, =

RIPTION:

Secial media video with possible threat

QUESTION

with MIAC's

1If the RECORD originated from another source (e.g., another law enforcement
agency ("LEA)), did MIAC review and approve the RECCRD in the same

in which MIAC woold review and approve ite own RECORDS prior to
their dissemination?

Are the information sources included in the RECORD labeled or rated for their
confidence or rellability?

Are there necessary gualifiers in the RECORD regarding the confidence or
reliability of the information inchuded in the RECORD?

Are there any use or dis dom I; or restrietions (legal or

5 |otherwise) stabed in the RECORD that shonld be stated In the RECORD given X
irs contenty

HIf the RECORD was repurposed or revised by MIAC for a new audience, was
6 [the RECORD appropriately re-Jabeled or labeled as necessary prior to MIAC'S X
di on of the repurposed or revised RECORD?

[Are opind of MIAC p ] that are stated in the RECORD labeled or
ctheywise identified x5 such?

Does the RECORD contain personally identifying information {*PII*)2 X
A, I o, was the inclusion of the PT y? X
B. Does the PII included in the RECORD relate to minors, vietims of damestic
vinlence, victlme of sexaal sbuse, partich in sub abuse

L3 Progs i

'When it was originally reviewed, was the RECORD found to include erroneous

data?

A X 50, was the RECORD amended or rescinded as a result? X
10 |Are conclustons stated or ] in the RECORD factwally-based? x
Is there documentation evidencing that the RECORD was reviewed hy MIAC
prior to fts 4

Does the RECORD identify the audience for whom the RECORD is Intended?

Does the RECORD state whether the RECORE may be further disseminated?

Ef necessary, does the RECORD state when the RECORD shettld be disregarded
or otherwise puryed?

Does the RECORD include any necessary and appropriate qualifiers or context
15 |regarding Fitst Amendment-protected activities to which the RECORD relates?

Does the RECORD avoid broad, vague deseriptors (e.g., "extremist,” "radical,”
Do Jeft," "far right," etc,) of persons and organizations?

16

Does the RECORP include demographic descriptors pertainlag to one or more
17 {individusl's race, ethnicity, gender, national arigin, religion, sexual
orientation, or identity?

A Xf s0, were those descriptors appropriate to include, given the information
being provided in the RECORD?

Is the infermation provided in the RECORD based on individual behavier or
13 |objective facts, and not on lizations, or

-YPES B

19 |Is the RECORD neutral in its use of religious terminclogy?
20 l;s the RECORD newrral i its discusyion of religion?

21 |Does the RECORD relate to First Amendment-protected activity?

If 50, was there a compelling reason to create the RECORD?

B. If 50, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYS]S CENTER ("MIAC™} PRIVACY AUDIT

RECORD EVALUATION FORM

o1 March 2015 ~ o1 Sept. 2019

U necesgary, does the RECORD state when the RECORD should be diszegarded
or otherwise purged?

Does the RECORD include any necessary and appropriate quaiifiers o7 context
35 |regarding First A | protected activites To which the RECORD relates?

Teport; ion 45
re: drugs

Does the RECORD avaid broad, vague descri {&.F.y "X ist,” "radical,"

"far " "ar " etc.) of ons and srganizations?

13

1
son?

Does the RECORD provide information that 1 consistent with MIAC's

X

I the RECORD originated from another source (e.g., another Jaw enforcement
agency ("LEA™)), did MIAC review and approve the RECORD in the szme
pmanner In which MIAC would review and approve its own RECORDs prior to

iﬂld.‘r dissemination?

H

Daoes the RECORD include demographic descriptors pertaining to oxe or more
17 |individoal's race, ethaicity, gender, E origin, religlon, sexual
orientation, or gender Ede_gtity.’

A. If 50, were those descriptors appropriate to include, givern the information
being provided in the RECORD?

115 the jnformation provided in the RECORD based on individual behavior or
18 |obfective facts, and not on sterestypes, generalizations, oF aceupptions?

s Are the infi 3 included in the RECORD labeled or rated for their
confidence or reliability?

16 [1s the RECORD neutral in its use of religious terminology?

20 {Is the RECORD neutral in its discussion of religion?

| ATe there necessaxry qualifiers in the RECORD regarding the confidence or

4
reliabiity of the information included in the RECORD?

| Are there any use or dissemination Hmitarions or restrietions (legal or
5 |otherwise) stated in the RECORD that showld be stated in the RECORD given
its content?

If the RECORD was repurposed or revised by MIAC for a new audience, was
§ [the RECORD appropriately re-labeled or labeled as necessary pelay to MIAC'S
dissemination of the repurpesad or revised RECORD?

- Ave opinfons of MIAC p 1l that are stated in the RECORD labeled or
otherwise identified as such?

21 IDoes the RECORD relate to First A d d activi

A If s0, was there a compelling reason to create the RECORD?

|B. If 50, was the RECORD ly-taslored to achieve that purpose?

8 |Doss the RECORD contain personally identifying informadon ("PI")?

A If 50, was the inclusion of the P y?

B. Dees the PII included in the RECORD relate to minoers, victims of domestic
viclence, victinas of sexual abuse, participants Lo suhstancs abuse programs,
or icipants it mental health treatment 2

‘When it was griginally reviewed, was the RECORD found ta include srzoneous
data?

E

A. If 50, was the RECORD amended or rescinded as a result?

10 |Are Hisions stated or asserted in the RECORD factually-based?

s there documentation evidencing that the RECORD was reviewed by MIAC
11
’prior o ks dissamination?

2 Does the RECORD identify the audience for whom the RECORD is intended?

. Does the RECORD state whether the RECORD may be further disseminated?




MADNE INFORMATION & ANALYSIS CENTER (*MIAC") PRIVACY AUDIT

EECORD EVALUATION FORM

o1 March 2019 - 01 SepL. 2019

ESIN-RIT from. Cleveland, OH

1
nisslon?

Does the RECORD provide information that is consistent with MIAC's

X

If the RECORD originated from another scurce (e.g., ancther law enfortement
agency {"LEA™)), did MIAC review and approve the RECORD in the same

2 i which MIAC would review and approve its own RECURDS prior to
their dissemination?

Are the information sources included in the RECORD Iabeled or rated for their
confidence or reliability?

Are there necessary qualifiers in the RECORD regurding the confidence or
reliability of the information Included in the RECORD?

Aze there any use or dissemination Hmitations or restrictions flegal or
5 |otherwise) stated in the RECORD that should be stated in the RECORD given
its content?

If the RECORD was repurposed or revised by MIAC for a new audience, was
§ [the RECORD appropriately re-labeled or Jabeled as ¥ prisr to MIAC's
dissemination of the repurposed or revised RECORD?Y

7 Are epinions of MIAC p 3§ that are stated in the RECORD labeled or
otherwise fdentified as such?

8 |Does tie RECORD p Dy identifyiog © jon ("PTI")?

A If 50, was the indusion of the PII vi3

3. Does the PI included, in the RECORD relate to minors, victims of domestic
vidlence, victims of sexual abuse, participants iy substance abuse programs,

RECORD found to include exposetns

data?

A. If 50, was the RECORD amended or rescinded as a result?

10 |Are conclusions stated or asserted in the RECORD factually-based?

n Is there documentation evidencing that the RECORD was teviowed by MIAC
prior to kts dissemination?

Does the RECORD identify the audiencs for whom the RECORD is intended?

Does the RECORD state whether the RECORD may be further disseminated?

If necessary, does the RECORD state when the RECORD should be disregarded
or otherwise parged?

Does the RECORD include any necesenry and appiropriate qualifiers or context
15 [regarding First Amendment-protected activities to whick the RECORD relates?

16 Does the RECORD avoid broad, vague & P {eg., ™ L" "radical,”
"far left," "far right,” etc.} of persons and organizations?
Does the RECORD include demographic descriptors pertaining to one or more
17 |individual’s race, ethnicity, gender, national origin, religior, sexval

orientation, or gender identity?

A If 30, were those deseriptors appropriate to include, given the in ti
being provided in the RECORD?

Is the information provided in the RECORD based on {ndividual behavior or
18 |objective facts, and not on stereotypes, generalizations, or assumptions?

19 |Is the RECORD neutral in its use of religious terminclogy?

20 |Is the RECORD neutral in its discussion of religion?

Does the RECORD relate to First Amendment-protected activity?

A Tf 80, was there » compelling r2ason to ereate the RECORD?

B, If 50, was the RECORD narrowly-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER. ("MIAC™) PRIVACY AUDIT
BECORD EVALUATION FORM

01 March 201y - 01 Sept. 2019

BRICF DESCRIPTION: Bulletin request from Fairfied PD

Does the RECORD provide infe iom that is const with MIAC's

If the RECORD originated from another source {¢.g., another law enforcement
agency ("LEA™), did MIAC review and approve the RECORD in the same

in which MIAC would review and apprave its own RECORDs prior to
their dissemination?

Are the inf Son sonrces induded in the RECORD labeled or rated for their
confidence or reliabiiry?

Are there necessary qualifiers in the RECORD regarding the confidence or
reliability of the information included in the RECORD?

Are there any use or 4di Snation 1 or res ions {legal or
5 |otherwise) stated in the RECORD that should be stated in the RECORD given X
its content?

Tf the RECORD was repurposed or revised by MIAC for a new audience, was
& |the RECORD appropriately re-labeled or labeled as necessary prior to MIAC'S x
dl inaton of the repurs 1 or revized RECORD?

| Are opinions of MIAC p ] that are stated in the RECORD labeled or
otharwise identified as such?

8 |Does the RECORD contain personally identifying information ("PI")2 X

|A. If 50, was the inclusion of the PII ¥E X

Does the FH included in the RECORD relnte to minors, victims of domestic
vislenee, victms of seonaal abuse, participants in substanee abuse programs, X
or participants in mental health treatment {14

8 ‘When it was originally reviewed, was the RECORD found to inchade erroneous x
data?

If s0, was the RECORD amended or rescinded as a result? X

1¢ |are conclusions stated or asserted in the RECORD factually-based? X

" ¥z there docuumentation evidencing that the RECORD was reviewed by MIAC %
prior to its di B

Hon?
Does the RECORD identify the audience for whom the RECORD is intended? %
1z

Does the RECORD state whether the RECORD may be further disseminated?

If necessary, does the RECORD state when the RECORD shonld be disregarded
o otherwise purged?

Does the RECORD include any ry and appropriate qualifiers or context
regarding First Amendment-protected activiies to which the RECORD relates?

16

Does the RECORD avoid broad, vague descriptors (.., "extremist,” “radical,”
"far left," "far right.” etc) of persons and organizations?

17

18

Does the RECORD include demographic deseriptors pertxining to one ar move
individusl's race, ethnicity, gend 1 origin, religion, sexwal
crientation, or gender identil

A If 5o, were those descriptors appropriate to include, given the information
being provided in the RECORD?

I the information provided in the RECORD based on individual behavior or
ohjective facts, and not on stereotypes, g Jizations, or ptians?

Is the RECORD neutral in its use of religlous texminology?

2lgle

s the RECORD neutral in its discussion of religion?

Does the RECORD relate to First Amendment-protacted acHvity?

|- If so, was there a compelling reason o create the RECORD?

[B. If o, was the RECORD narrowly-tallored 10 achieve that purpose?

This record related to a request by another law enforcement agency for a bulletin to be issued; the requesting

agency, howeveyr, did not provide additional i ten that MIAC d, and th
was incomplete.

q

fore the record/product




MAINE INFORMATION & ANALYSIS CRNTER ("MIAC") BRIVACK AUDIT “ If necessary, does the RECORD state when the RECORD should be disregarded <
or otherwise purped?
RECGRD EVALUATION FORM Does the RECORD inchudle any necessary and appropriate qualifiers or context
o1 March 201g - o1 Sept. 2013 15 lregarding First Amendment-protected activities to which the RECORD relates? X
Soverelgn citizen-related inteTigence I 16 Does the RECORD avoid broad, vague descriptors (e.g., “extremist,” “radical,” %
“fap left" "iar right " ete ) of persoms and organizations?
[Does the RECORD include demographic descriptors pertaining to one or more
QUES1? 17 lindividual's race, ethnicity, gender, national origin, religion, sexual X
Does the RECORD provide information that is consistent with MIAC's i ion, or gemder identity?
T X A If 50, were those descriptors appropriate to includs, glven the Informarion - x
if the RECORD originated from ansther source {e.g., ancther law enforcement being provided in the RECORD?
ageney ("LEA™)), did MIAC review and approve the KECORD kn the same x T2 the information provided b the RECORD based on individual behavior or
? manner in which MIAC would review and approve its own RECORDS prior to 18 loblective facts, and not on sterectypes, generalizations, or assumptions? x
 |their dissemination?
[Aze the inf: . imcluded in the RECORD labeied of rated for thelr 9 [s the RECORD neutral in its use of religious terminalegy? X
5 | conBdence or relfability? ’ x 20 |is the RECORD nentral in its discussion of religion? X
[Ave there necessary qualifiers n the KECURD regarding the conbaenes or 21 |Does the RECORD relate to First smendment-protected activicy? X
4 reliability of the fformation ucluded in the RECORD? x A. If 50, was there a compelling reasan to create the RECORD? - X
Are?hmanymordissmhanmlimihﬁon:or restrictions (legal oz B. If so, was the RECORD narrowly-tajlored to achieve that purpose? X
5 |othexrwise) stated In the RECORD that should be stated in the RECORD given X
its content?
If the RECORD was repurposed or revised by MIAC for a new andisnes, was
§ |the RECORD appropriately re-labeled or labsled 45 necessary prier to MIACTs X
dissenrination of the repuarposed or revised RECORD?
’ Are opinions of MIAC p that are stated in the RECORD Jabeled or %
otherwise {dentified as such?
8 |Does the RECORD in p 1ty {dentifying inf (PO} X
A If 59, was the inclusion of the PI ¥? X
B, Dows the PI induded in the RECORD relate to , victims of 4 ie
viclence, victims of sexnal abuse, particip In sub abuse programs, X
or participants in mental health treatyent proj >
'When it was criginally reviewed, was the RECORD found to incdude erronecus x
data?
A If 50, was the RECORD amended or rescinded as a result? X
10 jare conclusions stated or asserted in the RECORD factually-based? X
a 13 there decumentation evidencing that the RECORD was reviewed by MEAC x
prior to its dissemipation?
= Does the RECORD {dentify the audience for wham the RECORD is intendea? x

Does the RECORD state whether the RECORD may be further disseminated?




RECORD (D=

MAINE INFORMATION & ANALYSES CENTER (“MIAC™) PRIVACY AUDIY

RECORD EVALUATION FORM

o1 March 2019 - 01 SEpL. 2079

ESCRITTION:

Drog seiruve report

QUESTIGN

Does the RECORD provide information that is consistent with MIAC's

their disseminatjon?

If the RECORD originated from ancther source (e.g., another Jaw enforcement
agency ("LEAT)), did MIAC review and approve the RECORD in the same
ruanner in which MIAC would review and approve its own RECORDs prior to

Are the infe ion inciuded in the RECORD Jabeled or rated for their
confidence or reliablity?

Are there nacessary qualifiers &3 the RECORD regarding the confidence or
reliability of the information included in the RECORD?

Are there any use or disseminatjon Kmitations or restdetions (legal or
otherwise) stated in the RECORD that should be stated in the RECORD given
its contant®

If the RECORD wag repurposed or revised by MIAC for 2 new audience, was
the RECORD appropriately re-labeled or labeled as necessary prior to MIAC'S
dicsemination of the repurposed or revised RECORDY

Are opinlons of MIAC p I that ave stated in the RECORD Jabeled or
utherwise fdentfied as spch?

5

1o

Does the RECORD contain personadly identifying information ("POM?

A IE 20, was the indusion of the PIL vr

B. Does the FII included in the RECORD relate to miners, victims of demestic
violence, vietims of sexual abuse, partici in substance abuse p

[0 ts in mental health treatment 2

T e

'When it was originally reviewed, was the RECORD found to inchude erronecus
data?

A IF 50, was the RECORD amended or rescinded as a result?

| Are | sgated or d in the RECORD factually-based?

11

Is there documentation evidending that the RECORD was reviewed by MIAC
prior to Its dissemination?

Does the RECORD identify the audience for whom the RECORD is intended?

Does the RECORD state whether the RECORD may be further disseminated?

If necesrary, does the RECORD state when the RECORD should be disregarded

iq

or otherwise purged?

Does the RECORD inclnde any necessary and appropriste qualifiecs or conbext
15 ding First Amend protected activities to which the RECORT relareg?

Does the RECORY avoid broad, vague descrip (eg, "
"far left.” "for Cght ™ etc ) of persons and opganizationy?

" "radical,”

16

Does the RECORD include demographic descriptors pertaining to one or more
17 lindividual's race, ethnicity, gender, national origin, religion, sexual
orientation, or gender identity?

1 50, were those destriptors appropriats ts Indude, given the information
being provided in the RECORD?

Is the information provided in the RECORD based on individual behavior or
18 lohjective facts, and nat on stereotypes, g Yzations, or ptions?

16 |15 the RECORD neatral in its use of religious terminology?

26 |15 the RECORD } i its diseussion of yeligi

21 [Does the RECORD relats to First Amendment-protected activity?

A. If 50, was there 2 compelling reason to craate the RECORD?

B. If £p, was the RECORD nazrowliy-tailored to achieve that p 2

E




MAINE INFORMATION & ANALYSIS CENTER ("MIAC™) PRIVACY AUDIT

EECORD EVALUATION FORM

o), Mareh zoig - o Fept. 2019

Inmm,dmmmmmmmummmwﬁw

1 or otherwise purged?

RECORD iB,=- ARIEF DESCHEMTIOMN,

EF] Orange County CA - Fraud matter

[Does the RECORD provide information that is consisvent with MIaC's
roistion?

if the RECORD originated from another sourcs (eg., another law enforcement
agency ("LEA™)}, did MYAC review and approve the RECORD In the same
manner in which MIAC wonld review and approve its own RECORDs prior to
their &sgemination?

Are the infi sources included in the RECORD labeled or rated for thelr
fid or reHab{ity?

Are there necessary qualifisrs jn the RECORD regarding the confidence or
reliability of the information included in the RECORS?

Are thers any use or dissemination Hmitations or restrictions {egal or
5 jotherwise) stated in the RECORD that should be stated in the RECORD given
s content?

If the RECORD was repurpesed or revised by MIAC for a new andience, was
6 |the RECORD appropristely re-labeled or Iabeled as y prior to MIAC's
34: ination of the d or revised RECORD?

Are apinions of MIAC personnel that are stated in the RECORD labeled or
otherwise identified as such?

Does the RECORD Include any necessary and appropriate qualifiers or context
15 |regarding First Amendment-protected activities to which the RECORD relates?

16 Does the RECORD avold broad, vague descriptors (e.g., "extremist,” "radical,”
he " "far " ate) of ony and o; ns?

Does the RECORD include demographic descriptors pertaining to one or more
17 |individual's race, ethuicity, gender, national axigin, religion, sexual
erientation, or identity?

| A. EE 30, were those descriptors appropriate to include, given the information
(being provided in the RECORD?

Is the informatjan provided in the RECORD based on individoa) behavior or
18 |objactve facts, and not oo sterectypes, peneralirstions, or assumptions?

19 |Is the RECORD newtral in its use of religions terminology?

20 [Is the RECORD pewtral i its & of religion?

21 [Does the RECORD relate to First Amendment-protected activity?

rezson to create the RECORD?

3. If 50, was the RECORD parrow]y-tailored to achieve that purpose?

-

Does the RECORD ¢ontain personally identifying information ("PII")?

A If 50, was the inclusion of the FII y?

B. Does the PII indoded in the RECORD relate to ot y vietims of &

violence, victims of sexual abuse, participants in substance abuse prograts,
ar participants fr mental heaith rreatment prog

‘When it was originally reviewed, was the R.'ECO‘RD found to inciude erroncous
data?

A. Jf 50, was the RECORD amended, of reseinded s a result?

10 jAre comchusions stated or asserted in the RECORD factually-based?

Is there documentation evidencing that the RECORD was reviewed by MIAC
prior to its dissemination?

a

Does the RECORD identify the andience for whom the RECORD is intended?

Does the RECORD state whether the RECORD may be further disseminated?




MAINE INFORMATION 8 ANALYSES CENTER ("MIACT) FRIVACY AUDIT

RECORD EVALUATION FORM

o1 Maych 7009 - 01 Sept. 2009

BRIEF DES:

Socia media tip

QUESTION
Does the RECORD provide inf thatis
mission?

with MIAC's

If the RECORD criginated from another source (e.g., another law enforcement
agency (“LEAM)), did MIAC review and approve the RECORD in the same
mpenner in which MIAC would review and approve its own RECORDs prior to
theis dissemination?

Are the { ion sources incinded in the RECORD Jabeled or rated for their
confidence or reliahility?

Are thera necessary qualifiers in the RECORD regarding the confidence or
Teliability of the inf tion included in the RECORD?

Are there any use or dissemination limitations or restrictions (egal or
S jotherwise} stated in the RECORD that should be stated in the RECORD given

Jits content?

1f the RECORD ‘was repurposed or revised by MIAC for a new audience, was
6 |the RECORD appropriately re-labeled or labelad as necessary prior to MIAC™S
di ination of the repurpesed or revised RECORD?

Are opinions of MIAC personnel that ave stated in the RECORD Jabeled or
atherwise ideptifiod a5 such?

£ |Does the RECORD contain personally identifying information ("FII™)?

A. If so, was the inclusion of the PI 5?7

B. Does the PII included in the RECORD relate to minors, vietims of domestle
viplence, victims of sexazal abnse, partisip in sab akuse programs,
oy participants i mental health treatment programs?

‘When it was originally reviewed, was the RECORD found to inchude erronecus
data?

A If sb, was the RECORD amended or rescinded as a resolt?

10 |Are lusions stated or d in the RECORD factually-based?

“ T there doctmmentation evidencing that the RECORD was reviewead by MIAC
|pﬂnrmmdisseminaﬁon?

2 Does the RECORD jdentify the audience for whom: the RECORD is intended?

. Does the RECORD state whether the RECOKD may be further discaminated?

If necessary, does the RECORD state when the RECURD should be dicregarded
of stherwise purged?

[Does the RECORD include apy necessary and appropriate qualifiers or context
15 [regarding First Amendment-protected activities to whick the RECORD relates?

Does the RECORD avuld broad, vague descriptors {e.g., "extremist,” "radical,”
"far left,” "far right,” etc,) of persons and organizations?

5

Dees the RECORD include dembptaphic descriptors pestaining to one or more
17 Jindividual's race, ethuicity, génder, national origin, religion, sexual

A, If 50, were thore descriptors appropriate to include, given the information

being provided in the RECORD?
Is the information provided ju the RECORD based on individial behavior or
18 {objective facts, and not on Jizations, or omE?

P, L3

19 [Is the RECORD neutral in its use of religious terminalogy?

20 |ls the RECORD neutral in its discussion of rellgion?

21 |Does the RECORD relate to First Amendiment-protactad activity?

|A. If s0, was there a compelling reason to create the RECORD?

B. If sz, was the RECORD narrowly-tailored to achjzve that purpose?

RE: 12: The record is regarded as a tip. KE: 23: 'The tp was received and maintained.




MAINE INFORMATION & ANALYSTS CENTER ("MIAC™) PRIVACY AUDIT

RECORD EVALUATION FORM

ol March 2019 - 01 Sept. 2019

DRILT DESCRIPTION:

MDEA RFT

If the RECORD originated from another sourca (e.g., another law enforcement
agency ("LEA™), did MIAC review and approve the RECORD ix the same

in which MIAC would review and approve its owa RECORD prior 1o
their dissemination?

Are the informatien sources included in the RECORD labeled or rated for their
confidetice or reliability?

Ara there necessary qualifiers in the RECORD regarding the confidence or
reliability of the information included in the RECORD?

Are there any use or dissemination Emimtisns or resnicrions (fegal or

otherwise) stated in the RECORT that should be stated in the RECORD given
itz content?

If the RECORD was repurposed or revised by MIAC for a new andience, was
the RECORD appropriately re-labeled or labeled a5 ¥ prior to MIAC's
i ination of the Tepurposed or revised RECORD?

[Are opinions of MEAC persormel that are stated in the RECORD labeled or
otherwise identified as such?

10

Does the RECORD contain personally identifying infc {"FI)?

| A XE 30, was the inclusion of the PIY 2

B. Does the PI included in the RECORD relate to mi ietims of d sti
viclence, vietims of sexual abuse, participants in substance abuse programs,
ipants in mental health treatment proprams?

'Whes, it was oziginally reviewed, was the RECORD found to fnclude erroneous
data?

A If 5o, was the RECORD amended or rescinded 23 o result?

Are conclusions stated or assertad in the RECORD factmally-hased?

Is there documentation evidencing that the RECORD was reviewed by MIAC
prior to fts dissemination?

Does the RECORD Identify the andience for whom the RECORD is Intended?

Does the RECORD state whether the RECORD may be further disseminated?

1f necessary, does the RECORD state when the RECORD should be disregarded
or otherwise prrged?

Does the RECORD include any necessary and appropriate: qualifiers or context
regarding First Amendment-protected activities to which the RECORD relates?

[Does the RECORD avoid bread, vague deserlprors (&.5., "extremist,” "radical,”

individual's race, ethnicity, pender, national origin, religion, sexual
orientation, or gender i

A, If 50, were those descriptors appropriate to inchude, given the inforrauton

being provided in the RECORD?
{Is the information provided in the RECORD based on individual behavior or
chjective facts, and 5ot on stereotypes, g I , o ptions?

i3

Is the RECORD neutral in its use of religious terminclogy?

Is the RECORD nentral i fte disenssion of religion?

2

Does the RECORD relate to First Amendment-protected activity?

A If 50, wat there a compelling reason to create the RECORD?

B. If 50, was the RECORD narrowly-tallored to achieve that purpage?




RECORDID

MAINE INFORMATION 8 ANALYSLS CENTER ("MIAC™} PRIVACY AUDIT

RECORD EVALUATION FORM

©1 March 2019 - oL SEpL. 2019

Does the RECORD provide information that is consistent with MIAC's
mizsiem?

If the RECORD originated from another source (e.g., another law enforeement
ageney ("LEA™), did MIAC review and approve the RECORD in the same

their dissemination?

in which MEAC would review and approve it own RECORDS prior to

Are the infy Jon sources included in the RECORD labeled or rated for their
confidence or relfabilivy?

Are there pecessary gualifiers in the RECORD regarding the confidence or
relisbility of the information included in the RECORD?

Are there any use or dissemination limitations or restrictions (legal or
otherwise) stated {n the RECORD that shoald be stated in the RECORD given
itz content?

If the RECORD was repurposed or revised by MIAC for a new audience, was
the RECORD approp 1y re-labeled or labtled as y prior to MIAC's
disseminntion of the repurposed or revised RECORD?

otherwise {dentified as such?

0

Are opinions of MIAC personne] that are stated in the RECORD labeled or

Poes the RECORD p dly Ldentifying inf don ("PIIMP

A, If 50, was the inclusion of the PIE o2

B. Docs the P included in the RECORD relate to victims of 4

gata?

A If 50, was the RECORD amended or rescinded as a resalt?

Are lusions stated or 4 in the RECORD factually-based?

1

Is there documentation evidencing that the RECORD was reviewed by MIAC
prior to its di: ization®

Does the RECORD identify the andience for whom the RECORD is intended?

Does the RECORD stabe whether the RECORD may be further disseminated?

1f necessary, does the RECORD state when the RECORD should be disregarded
or otherwise purged?

Does the RECORT include any ¥ and appropriate qualifiers or context
regarding First Amendment-protected activities to which the RECORD relates?

Does the RECORD avoid broad, vague & ip {eg., " afst,” "radical,”
“far left," "far right " etc) of pessons and organizatiops?

Does the RECORD faclude demographic descriptors pertaining to ane or moye

individual's race, ethnicity, gender, national origin, religion, sexual
ientation, or gender identity?

If 50, were those descriptors appropriate tn inelude, given the information
ing provided in the RECORD?

Is the information provided in the RECORD based on individual bebmvior or
abjective facts, and not on sterectypes, generalizations, oF assumptions?

L the RECORD nentral in its use of reliplous terminology?

Is the RECORD neutral in its discussion of religion?

Does the RECORD relate to First Amendment-protected activity?

|A. If 50, was there a compelling reason to create the RECORD?

E. If 50, was the RECCRD narrowiy-tailored to achieve that purpose?




MAINE INFORMATION & ANALYSIS CENTER ("MIAC™) PRIVACY AUDIT

RECORD EVALUATION FORM

©1 March 2019 = 03 Sept. 40Ag

1If necessary, does the RECORD state when the REGORD should be disregarded
or otherwise purgeds

BRICC £

Franklin Comnty S0 weskly report

Does the RECORD include any necessary and appropriate qualifiers or context
garding Flrst A & protected activities to which the RECORD relates?

6

Does the RECORD avoid broed, vagoe descriptors (e.g., "extremist,” "radical,”
~far lefe." "far riphe " ete.) of persons and organizations?

Pots the RECORD provide infarmation that is consistent with MIAC's
mission?

K the RECORD criginated from another source (2.g., another law enforcement
agency ("LEA")), did MIAC review and approve the RECORD in the same
manner in whick MIAC would review and approve its own RECORDS prior to
thefr dissemination?

17

18

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gendar, natiotal origin, religion, sexual
orientation, or pender idsntity?

A. I s0, were those d p pPTop to include, glven the Information

‘being provided in the RECORD?
Is the information provided in the RECORD based on individual behavior or
objective facts, and net on stereotypes, g fzations, or ptions?

fAve the information sources included in the RECORD labeled or ruted for their
confidence or relizbilizy?

9

Isﬂ:eREcomnenn-alhimmofre]igimsmrnﬂno]og?

20

is the RECORD neutral in its discussion of religion?

Are there necessary qualifiers in the RECORD regarding the confldence or
reliability of the fnformation incdluded in the RECORD?

5

6

Jits content?

Are there any nse or dissemination limitations or restrictions (Jegal or
otherwise) stated in the RECORD that should be stated fn the RECORD given

if the RECORD was repurposed or revised by MIAC for a new audience, was
the RECORD appropriately te-labeled or labeled as necessary prior to MIAC'S
dissemination of the repurposed or revised RECORD?

ATe opinions of MIAC personnel that are stated in the RECORD labeled ar
otherwise {dentifled as such?

10

Deoes the RECORD relate to First Amendment-protected activity?

A If so, was there a compelling reason to create the RECORD?

3. If £0, was the RECORD narrowly-tailored to achirve that purpose?

Does the RECORD i iy £

R

A I 56, was the inclusion of the PII y?

data?

A K 50, was the RECORD amended or rescinded ag a result?

Ave Jusiops stated o asserted in the RECORD facroally-based?

1

1z

Is there documentatior: evidencing that the RECORD was reviewed by MIAC

|prior to its dissemination?

Does the RECORD jdentify the atdience for whem the RECORD Is intended?

13

Does the RECORD state whether the RECORD may be further disserninated?
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Does the RECORD provide inf ion that is

with MIAC's

imission?

f the RECORD originated from another source (e.¢., ancther law enforcement
agency ("LEA")), did MIAC review and approve the RECORD in the same
jruanner in which MIAC would review and approve its own RECORDs prior to
their dissmmination?

Are the inf don included in the RECORD labeled or rated for their
confidence or reliability?

Are there necessary qualifiers jn the RECORD regarding the confidence or
reliability of the inf tion incloded in the RECORD?

s

[

Vits comtent?

Ave: there any tse or dissemination Hmitations or restrictions (legal or
otherwise) stated in the RECORD that shonld be stated in the RECORD given

1f the RECORD was repurposed or revised by MIAC for a new audjencs, wWas
the RECORD appropriately re-labeled or labeled ax ry prior to MIAC'S
dissemination of the repurposed or revised RECORD?

| Are opinions of MEAC p 1 that are stated in the RECORD labeled or

L}

n

10

otherwise identified as such?

Does the RECORD contain persenally jdentifying information ("PII")?

A, IE 50, was the Inclusion of the PIT P

B. Daes the PI incuded in the RECORD relate to minors, victims of domestic
violence, victims of sexual zbuse, particiy = sub abuse

pants in mental health treatment program

'When it was originally reviewed, was the REOO fnpd to include erronesuns
Sata?

A, If 50, was the RECORD amended or rescinded a5 a result?

[Aze conclmxions stated or asserted in the BBCORD factaslly-based?

Is there documentation evidensing that the RECORD was reviewed by MIAC
prior 1o its dissemination?

Does the RECORD identify the audience for whom the RECORD is intended?

Does the RECORD state whether the RECORD may be further disseminateds

If necessary, does the RECORD state when the RECORD should be disrezarded
oy otle_rwxse purged?

Does the RECORD include any necessary and appropriate qualifiers or context
regardiag First Amendment-protected activitdes ta which the RECORD relates?

16

Does the RECORD avoid broad, vagne deseriptors (e.g., ™ oo gz ]

“far Jeft." "oy right " ete) of persons and organizations?

7

18

Does the RECORD include demographic descriptors pertaining to one or more
individual's race, ethnicity, gend ional origin, rel sewnal
crientation, or gender Identi

A. If 50, were those descriptors appropriate to include, given the information
being provided fn the RECORD?

Is the information provided in the RECORD based on individual behavior or
objective facts, and not on stereotypes, g alizati or ions?

P

13

s the RECORD neutyal in its use of religious terminology?

20 [1s the RECORD neutral in its discussian of religion?

[Poes the RECORD relate to First Amendment-protected activity?

4. If s0, was there 3 compelling rtason to create the RECORD?

2. If 50, was the RECORD iy-tailored to achieve that purpose?

HSIN is accassible only to approved law enforcement.
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RECORD 1Dy ==

IT DESCRIDTION:

RFI ~ Sanford PR pe: & drug case

ion that is istent with MIAC's

If the RECORD originated from another source (e.g., another law enforcement
aguncy ("LEA™Y), did MIAC review and approve the RECORD In the same
manner in which MIAC would review and approve its own RECORDs prior to
thelr dissemination?

Are the in included in the RECORD labeled or rated for their
fidence or reliabll

Are there necessary gualifiers in the RECORD regarding the confldenss or
reliab{lity of the informatan incinded in the RECORD?

Are there any use or dissemination limitations ar restrictions (legal or
5 fotherwise) stated in the RECORD that should be stated in the RECORD given
its content?

I the RECORD was repurposed or revised by MIAC for a new audience, was
6 fthe RECORD appropriately re-labeled or labeled as ¥ prior to MIAC's
jdissemination of the repurposed or revized RECORD?

Are opinions of MIAC personme thut are stated in the RECORD labeled or
otherwise identifisd a9 such?

B |Does the RECORD sontain personally identifying information {"PO™}Y

A, If s0, was the inclnsion of the PIT 77

#. Dues the P included in the RECORD relate to miners, victims of domestic
violence, victims of senqal alvuse, particip in substance abuse

PTOgE ]

data?

A I $0, was the RECORT amended or rescinded as a resplt?

10 |Are conclusions staled or asserted (n the RECORD factually-basad?

a Iz there docomentation evidencing that the RECORD was reviewed by Mtac
jprior to its dissemination?

Docs the RECORD identify the audiance for whem the RECORD is intended?
=

= Does the RECORD state whether the RECORD may be further dissemninuted?

If necessary, does the RECORD state when the RECORD should be distegarded
or otherwise puryged?

Does the RECORD include any necessary and appropriate qualifiers or context
15 {regarding First Amendment-protected activitles to which the RECORD ralates?

16 Does the RECORD avoid broad, vagne descriptors (e, "extremist,” "radical,”
"fax left,” "far right " ste.) of persons and organizations?

Does the RECORD include demographic descriptors pertaining to one or more

17 |individual's race, ethnicity, gender, national origin, religion, sexual
er identity?
iptors appropriate to include, given the information
being provided in the RECORD?
is the information provided in the RECORD based an individual behavior or
18 fobjective facts, and not on sterestypes, g 1L or pricns?

%9 s the RECORD neutral in its use of religlous terminology?

20 [1s the RECORD neutral in its discassion of religion?

21 |Does the RECORD relate to First A dment-pr d acti

A.:fsn,mthereacomp:ﬂi&rmmcmd:esscom?

B. If o, was the RECORD narrowly-tailored to achieve that parpogst
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RECORD 105 SRITF DESCRIPTION: * Pags-through bulletin re: 2 hit and ren

If the RECORD orjginated from another source (e.g., another law enforcement
agency ("LEA")}, di€ MEAC review and approve the RECORD in the same

in which MIAC would review and approve its own RECORDS prior to
their dissemination?

A the iafi ! included in the RECORD labeled or rated for their
confidence or reliabilicy?

[Ate there necessary qualifiers in the RECORD regarding the confidence or
veliability of the information included in the RECORD?

Are there any use o gissemination limitations or restrictions (legal or

5 |otherwise) stated in the RECORD that shonld be m'iedintheR.ECDRDgivan X
irs content?
If the RECORD was repurposed or revised by MIAC for a shew audience, was

6 (the RECORD appropriately re-labeled or labeled as necessary prioxr to MIAC's x
Al ination of the repurposed ar revised RECORD?

" Are opinions of MIAC p ] thar are stated in the RECORD labeled or %

otherwise identified as such?

Doex the RECORD in P Ly identifying information (*PII")? X

A If g0, was the inclusion of the PIX y2 X

B. Does the 11 included in the RECORD relate to minors, victims of domestic
vivlence, victims of sexual abuse, particip in sub abuse progy X
or participants in mental health treatment programs?

‘When it was originally reviewsd, was the RECORD found to include erroneous
data?

A, If #0, was the RECORD ded or inded as a resclt? X

10 |Are t stated or 4 in the RECORD factually-basedy x

Is there documentation evidencing that the RECORD was reviewed by MIAC
= Ipﬁar to its dissemination? x

Daoes the RECORD identi€y the aundiencs for whom the RECORD i: intended? x
3

Does the RECORD state whether the RECORD may be further disseminated?

If mecessary, does the RECORP state whena the RECORD should be disregarded
or otherwise purged?

[Does the RECORD include any necessary and appropriate qualifiers or context
regarding First Amendment-protected activities to which the RECORD relates?

16

[Does the RECORD aveid broad, vague descriptors {e.g., "extremist,” "radical,”

"far teft,” "Ear right," ete.) of persons and sogsaizations?

iz

8

Does the RECORD include demngraphic descriptors pertaining to one or more
individual's race, ethnicity, gender, national origin, religion, sexual
lorlentation, or iden

A, If 50, were those descriptors appropriate to include, given the {nformation
being provided in the RECORD?

Fs the information provided in the RECORD based on individnal behavior or
ohjective facts, and not on st YPes, g i: or !

19

s the RECORD netitral in its use of religlous terminclogy?

Is the RECORE neutral in its discussion of religion?

21

Does the RECORD relate to First Amendment-protected activity?

A4 X 50, was there a compelling reason to create the RECORD?

B. If se, was the RECORD narrowly-tailored to achieve that punpose?




MAINE INFORMATION & ANALYSTS CENTER ("MIAC™) PRIVACY ACDIT 15 |Poe Fe BECORD state whether the RECORD may be further disseminated? %
RECOED EVALUATICN FORM 1f necessary, does the RECORD state when the RECORD should be disregarded x
4
1 March 2019 = 01 Sept. 2019 or otherwise purged?
Houlton Sestor Border Patrol Request to Does the RECORD include any necessary and appropriate qualifiers or context
_ A ME FCU 0000-20149~ .
RECORD 1Dz BRIEE B SERIPTINN Identify and SAR re: fudividuals shopping for a 15 |regarding Firsr Amendment-protectad activities to which the RECORD relates? x
pressure cookex
- % Does the RECORD aveid broad, vague descriptors (e.g., "extremist,” "radical,” x
rEarleft,” "far right," etc.) of persons and ww‘ ions?
Does the RECORD provide information that is consistent with MIAC's mission? Does the RECORD include demographic descriptors pertaining to ene ur more
t x 17 jindividual's race, ethnicity, gender, national origin, religion, sevial x
1f the RECORD originated from another souree (e.g., another law enforeement orientation, or gender identity?
agency ("LEA")), 31d MIAC review and approve the RECORD in the same A, If 50, were those descriptors appropriate to include, given the information x
2 x :
mantier in which MIAC would review and approve its own RECORDs prior to being provided in the RECORD?
e di S Is the information provided in the RECORD based on individual behavior or
Are the informatl inchnded in the RECORD labeled or sated for thelr 18 |objective facts, and not on stereotypes, generalizations, or assumptions? X
3 X
confidense ot reliability?
Are there necessary qualifiers in the RECORD regarding the confidence or %9 |Is the RECORD peutral in itx use of religious terminology? X
# |xeliablity of the information included n the RECORD? * 20 17 the RECORD nevtral in fes discussion of religion? X
Ave there any use or di Ination Enitations or jons [legal ot 22 |Does the RECORD relate to First 4 4 p cted activity? X
5 low f{se) stated in the RECORD that should be 4 in the RECORD gives x A Tf 50, was there a compelilng reason to greate the RECORD? x
it content? B. If 50, was the RECORD narrowly-tailored to achieve that purpose? X
T the RECORD was repurposed or yevised by MIAC for 2 new andience, was
6 |the RECORD appropriately re-Jabeled or labeled as 'y prior to MIAC's X
dissemination of the repurposed or revised RECORD? The andit ittes had d don about this product, focusing on how and whether - if at all — race and ethmidty
PEmp———— e that me Py Tabeled or should be weighed when preparing and disseminating an ISE-SAR, as well a5 whether, in retrospect, there was an
7 oty iden as sach? X adequate foundation to include the record in eGuardian, [10.11.2019: For more discussion about this record, see
2 |Does the RECORD contatn p Lly identifying info e X paragraph 3 of the "Findings" section of the Privacy Audit report.]
A I 50, was the inclusion of the PIT v? X
B. Does the PII included in the RECORD relate to minors, victims of domestic
violence, victims of sexual abuse, participants in substance abuse programs, X
or participants in mental health treatment programs?
'When it was originaily revicwed, was the RECORD found to include srroneous x
data?
| A. If 50, was the RECORD amended or rescinded as a result? X
10 JAre conclusions stated or asserted in the RECORD factually-based? X
Is there documentation evidencing that the RECURD was reviewed by MIAC
1 -, . X
prior to its dissemination?
Does the RECORD identify the audience for whom the RECORD is intended? x
3
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Does the RECORD provide inf

that iz conzl: with MIAC's

missfon?

1f the RECORD originated from anothar source (e.g., another law enforcement
agency ("LEA'D), did MIAC review and approve the RECORD in the same
manner in which MIAC woitd xeview and approve Its own RECORDS priot to
their dissemination?

Are the inf: fon sources included in the RECORD labeled or rated for theix
confidence or reliability?

|Are there necessary qualifiers in the RECORD regarding the confidence or
reliability of the information included in, the RECORD?

| Ave there any use or dissemination Emitations or restictions (legal or
ctherwise) stated in the RECORD that shovld be stated in the RECORD given
its content?

If the RECORD was repurposed or revised by MIAC for & new avdience, was
the RECORD appropriately re-labeled or labeled as necessary prior to MIAC's

tio1 of the repurposed or 4 RECORD?

otherwise fdeatified as such?

Are opimions of MIAC personnel that are steted in the RECORD labeled or

Does the RECORD contain personally identifying information ("PII7)?

A If 50, was the inclusion of the PIT y?

E. Does the P11 included in the RECORD relate to minors, victizs of domestiz
violence, victims of cexual abuse, participants in subst:

abuse programs,

tusions stated or asvested in the RECORD factually-based?

s there documentation evidencing thar the RECORD was reviewed by MIAC
priar to its dissemination?

Does the RECORD identify the audience for whom the RECORD is intended?

[Does the RECORD state whether the RECORD may be further disseminated?

1f necessary, does the RECORD stats wien the RECORD should be disregarded
or otherwise purged?

Does the RECORD include any necessary and apprapriste qualifiers or context
regarding First Al dment-protected activities to which the RECORD ralares?

15

Does the RECORD aveid broad, vague deseriptors (g, "ex

"far left,” "far right " ete.) of persons and organizations?

fst, " “ragical,”

7

Dees the RECORD include demographlc descriptors pertaining to one or more
individual's race, ethnicity, gender, national arigin, religion, sexnal
orientation, or pender identity?

| A If 50, were those descriptors appropriate to include, given the information
being provided in the RECORD?

15 the information previded in the RECORD based on individual behavior or
cbjestive facts, and not on

&l r B ar

i9

Is the RECORD neutral in its 1se of religious tereinology?

20

1s the RECORD neutral in its discussion of religion?

31

Does the RECORD yelate to First Amendment-protected activity?

A. I{ 50, was there a compelling reason to create the RECORD?

3. If 50, was the RECORD narxowly-tailered to ac} that purpose?

RE: 8{B): The allegation was determined not to be credible. RE: 15: The Facebook message arpuably constitutes a
criminal threat, which weuld not be First Amendment-protected speech,
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swﬁmmuummmsonmmmm?]

Does the RECORD provide informarion that is consistent with MIAC's
mission?

1f the RECORD originated from another source (.., another law enforcement
sgeacy ("LEA")}, did MIAC review and approve the RECORD in the same
[manner in whish MIAC would review and approve its own RECORDs prict to
their discemination?

Are the Inf on sources included in the RECORP Iabeted or rated for theiy
monfidence or reliabliiry?

Are there necessary quatfiers in the RECORD regarding the confidence or
reliability of the information included in the RECORD?

Ave there any use or dissemination Emitations or restrictions (legal or
S |otherwise) stated in the RECORD that should be stated in the RECORD glven
its content?

if the RECORD was repurposed or revised by MIAC for & new audiencs, was
€ jthe RECORD appropriately re-labeled or Iabeled as necessary prior to MIAC's
ot ination of the repurposed or revised RECORD?

’ Are opinjons of MIAC p 1 that are stated in the RECORD Jabeled or
otherwise identified as such?

Dot the RECORD contair, personally identifying informaticn ["PII™)7?

A 1f £5, was the incl of the PIT y?

B. Does the PX inchuded in the RECORD relate to minors, victims of domestc
vloleuce,mﬁmsofmmﬂabugpmmtslnsubﬂmceahusepmgmms,
tsipants in mental health treatment pro,

i

Whenitwasangimnyremwed,mthemom ﬁmndmlneludeemneous
data?

A. If 50, vas the RECORD amended o rescinded as a results

10 |Are Jusions stated or asserted in the RECORD factually-based?

Is there documentation evidencing that the RECORD was reviewed by MIAC
prior to its disseminaticn?

Does the RECORD identify the andience for whom the RECORD s intended?

Does the RECORD state whether the RECORD miay be further disseminated?

I necersary, does the RECGRD state when the RECORD should be disregarded
or otherwise purged?

Does the RECORD inchude any necessary and appropriate qualifiers ot context
regueding First Amerdment-protected activities to which the RECORD relates?

16

Loes the RECORD aveid broad, vague ¢ ptors (e.g., ™

Tfar left,” "far right" ete) of persons and oTEanizations?

fst,” "radical,”

7

18

Does the RECORD include demographic descriptars pertaining o cne or more

individ I origin, religlon, sestual

1t i d A
i & Tace, et ¥ B ]

iate to include, given the inf. cozs

s the Information provided in the RECORD based on individual bebavior or
objective facts, and nat on stereotypes, g lizations, or ions?

F

15

Is the RECORD neyra 1 its use of religious terminology?

20

Is the RECORD neutral in its discussion of religlon?

21

Does the RECORD relate to Flirst & d. p d activity?

[A. If s0, was thete 4 compelling reason to creste the RECORD?

B. If 50, was the RECORD narrewly-tailored to achieve that purpose?

ﬁwﬁaaishmagdummheasystemthatisumsﬁble enly to law enforcement that have been
appraved for access to the system.,






