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About Us 
The Office of Information Technology is a group of dedicated State employees and 

contractors striving to provide the highest quality services to our clients and constituents 
to ensure the public is served. We are a centralized, shared-services organization that 
directly delivers a full range of IT support and services for Executive Branch agencies. The 
Office of Information Technology provides selected IT services to the Judicial Branch and 
the three Constitutional Officers: The Secretary of State, Attorney General, and State 
Treasurer. We are also responsible for the operation and maintenance of the State’s public 
safety radio network. 
 

The Office of Information Technology’s roles and responsibilities are legislatively 
authorized through 5-M.R.S. Chapter 163: Office of Information Technology.1 The roles and 
responsibilities of the Office of Information Technology and the Chief Information Officer 
(CIO) include the complete spectrum of IT oversight and management for Executive Branch 
agencies and selected parts throughout State government. The Office of Information 
Technology services include providing: 
 

• Best business practices and project management (§1973); 

• IT communications/coordination across State government (§1973); 

• IT leadership and vision (§1973); 

• Policies and standards (§1973); 

• Strategic planning (§1974); 

• Training and development programs for State employees (§1974); 

• Approval of acquisition and use of equipment (§1974); and 

• High-quality, responsive, cost-effective information technology services (§1981). 

 

 
1 http://legislature.maine.gov/statutes/5/title5ch163sec0.html 
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• The Information Security Office, through dissemination and implementation of security 
policies, standards, and controls, protects the State’s information systems and assets against 
new and emerging cybersecurity threats and vulnerabilities. The Information Security Office 
also provides direct response to threats and intrusion recovery. 

• The Project Management Office defines and maintains project management best practices 
and introduces economies of repetition into the execution and support of technology projects 
across the State of Maine. The Project Management Office will also be charged with overseeing 
and managing the IT service portfolio. 

• Client & Infrastructure Services  

o Client Technologies supports the everyday technology needs of agencies by 
providing client devices and offering help desk services to facilitate ease-of-use.   

o Collaboration Technologies is an emerging unit that will oversee the strategic 
direction of technologies that facilitate information sharing, communication, and 
coordination.   

o Computing Infrastructure & Services hosts eight hundred agency systems on six 
hundred servers and provides foundational enterprise services used by nearly every 
State employee including instant messaging, email accounts, data 
backup, and file storage. 

o Network/Voice Services is responsible for maintaining, managing, and 
protecting all communication that flows through our data networks, 
including voice and wireless networks.  

• Enterprise Shared Services  

o Three Application Development groups support the development, implementation, 
and maintenance of approximately eight hundred business application systems. 

o Enterprise Data Services supports agency data needs by managing over three 
hundred active servers and relational databases and providing analytic services. 

o Shared Services is an emerging unit that will consolidate business and technical 
operations for enterprise applications to standardize processes and eliminate 
redundancies. 

• The Office of the CIO  

o Agency Consultation supports our relationship with agency partners by ensuring 
business and IT solution collaboration.  

o Architecture and Policy collaboratively creates, maintains, and governs the 
enterprise technology vision and related standards to facilitate shared (cont.) 
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Goal #1: Security 
The Office of Information Technology is committed to ensuring the security of State of 
Maine information assets, and as threats become more sophisticated, it is vital that the 
Office of Information Technology continues adapting to proactively counter those 
threats. We are constantly seeing attack attempts, and this past fall the Office of 
Information Technology successfully thwarted a massive onslaught that matched the 
ransomware attack patterns seen in the press from other major cities and states. This 
fall’s incident reinforces our commitment to security, and the lessons we have learned 
from this major assault will help us continue to strengthen our security posture.  

Key Initiatives: 
Security Partnerships. The Office of Information Technology is working to develop 

partnerships with Federal and local government. Working with the National 
Association of State CIOs, the Office of Information Technology is advocating for 
support for state and local cyber issues at the Federal level. Additionally, the Office of 
Information Technology will be looking for ways to support local Maine governments 
with security initiatives, pressing challenges, and overall consultative services. Having 
strong partnerships allows for continuous security strengthening while balancing 
business needs, risk tolerance, and statutory, regulatory, and contractual 
requirements. It is our job to assist in ensuring constituents’ data is protected from 
threats.  

 
Security Planning. Security is a 24/7, 365 day a year job. To ensure that we can continue 

to stay ahead of a constantly evolving threat landscape, the Office of Information 
Technology is strengthening our long-term strategic security plan. Key to this effort is 
moving to a behavior-based approach, so that rather than identifying threats only 
through the way they look, we can also recognize them through the way they act.  

 
Enhancing Security Training. The Office of Information Technology has 

implemented new security awareness training that is both easily 
consumable and effective. As threats evolve, we will continue to update 
our security awareness training to ensure that State of Maine 
employees are always prepared to defend themselves and our assets from attacks.  

 
Strengthening Security. Alternative funding models would allow the Office of Information 

Technology to continuously expand our arsenal of products, technologies, and 
strategies to stay one step ahead of bad actors and ensure the highest level of 
protections are in place to safeguard our data. Information security is an investment, 
and the Office of Information Technology will continue to explore flexible funding 
models to further enhance top-tier information security.  
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Goal #2: Client-Centric Service 
For the Office of Information Technology, being client-centric means providing a positive 
experience and collaborating successfully with our agency partners to ensure the public 
is served. Relationships with agencies need to be 
collaborative, open, trusting communication process 
on both sides to facilitate that outcome.  OIT’s role is 
to understand the end goal and set the environment 
where the agency trusts that IT has as much 
ownership in the successful outcome as they do. 

 

Key Initiatives: 
Organizational Development. The Office of 

Information Technology has been working with an outside organizational development 
consulting firm to help promote a service culture. This is an extended process, starting 
with aligning the Office of Information Technology senior team and key service delivery 
partners towards one unified direction, and cascading through all Office of Information 
Technology employees to develop a shared vision for IT that reflects collective 
leadership, fiscal stewardship, and agency inclusion. As part of this process, business 
acceleration teams which include a wide variety of Office of Information Technology 
employees and business partners have been created to build shared vision in areas 
outside of their subject-matter expertise. These will bring different perspectives to key 
issues and create a culture of collaboration which will translate into our excellence in 
service with agency partners. 

 
Provide Training. We are preparing to expand our training offerings to increase the value 

and strengthen the implementation of technologies offered to agencies. Training is a 
major need that is currently under-delivered. Providing more technology training will 
assist our agency partners by gaining efficiencies in business processes. The success of 
training can be measured through looking at the adoption rate of new technology, 
training attendance rate, and client satisfaction with the training itself.  

 
Strengthening Service Management Processes. One of the core purposes of any 

information technology group is to deliver a consistent set of reliable technology 
services, which enables the business to, in turn, provide services and capabilities to 
their customers or constituents. The Office of Information Technology is acquiring a 
software product and implementation service that will provide a framework for 
strengthening service management processes throughout the enterprise. The result 
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Goal #7: Digital Accessibility 
Our constituents and employees increasingly rely on information and services that are 
available through technology. It is essential to make these resources accessible to the 
largest possible audience, including individuals with disabilities, who make up about 16% 
of Maine’s population. While our collective commitment to accessibility continues to grow, 
additional work remains. Currently, approximately 90% of State digital content such as 
agency websites that have multi-media resources (audio and/or video), forms, and 
documents do not meet federal standards. The Office of Information Technology has 
created a dedicated accessibility team to scan webpages and work with agencies (currently 
responsible for their own websites) on accessibility deficiencies as well as performing 
other outreach and awareness efforts. Our strategic vision is to make sure all state 
government web resources are accessible to every Maine citizen.  
 

Key Initiatives: 
Outreach, Awareness, and Collaboration. As the 30-year anniversary of the Americans 

with Disabilities Act approaches, we are continuing to extend our outreach, awareness, 
and collaboration efforts regarding the importance of digital accessibility.  

 

Achievements:  
Accessibility Assessments Completed. The accessibility team completed sixty-five 

application system accessibility assessments, of the over six hundred application 
systems we support. In addition, tens of thousands of State web pages were scanned 
for accessibility issues and recommendations communicated to our agency partners.  
 

Compliance Requirements Modernized. We have implemented a new Digital Accessibility 
Policy that directly aligns with widely recognized compliance standards and guidelines, 
that provide a minimum baseline, and apply to a broad range of assistive technology.  

 
Strategic Approach Adopted. We have recently adopted a strategic approach to Digital 

Accessibility. The accessibility team now includes a Digital Accessibility Analyst and 
Digital Accessibility Coordinator who are leading this effort. 
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Goal #8: Cloud Transitions 
Cloud has become an approach for service delivery that has the attention of most IT shops 
worldwide. The promise of more stable and secure offerings coupled with more 
predictable, annualized expenditures is appealing. However, the details of every 
engagement need to be examined. While OIT had been working under a cloud-first 
strategy, we have taken one step back to a posture of cloud-smart. The difference is that 
instead of stating up front that a cloud offering is the preferred choice, each opportunity 
needs to be evaluated for cost, security, service, data integrations, and the ability to 
recover our data if need be. Once factors are considered, the best fit for the State will be 
determined. Many new acquisitions are cloud-based and OIT is working with Oracle and 
Microsoft for opportunities to move existing assets into their facilities.  
 
Cloud services pose significant opportunities to the state but will have an impact on 
workforce. The skillsets of staff needed over time will change. Application development 
teams will be spending more time working on data integrations as opposed to building and 
maintaining applications. More effort will be spent in managing vendor relationships and 
contracts and the need for physical server and data center infrastructure will shrink. All of 
this leads to an imperative of retraining OIT staff and flexibility in changing the position 
requirements.  
 

Key Initiatives: 
Governance.  The new paradigm for delivery of services does require an updated approach 

to governance and technology architecture standards and policies. The Office of the 
CIO is currently developing position descriptions and governance models to make key 
offerings available from standard cloud environments such as AWS and Microsoft 
Azure. At the same time, similar efforts are underway to open the doors to new low-
code/no-code cloud platforms such as Salesforce and Microsoft Dynamics.  

 

Achievements:  
Major Cloud Application Awards. In the last six months, numerous systems have been 

slated to be replaced with cloud offerings and others migrated during upgrades. 
Examples are the recent awards of a child welfare system replacement and the 
primary system used by the Department of Corrections. 

 
 
  














